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Abstract
RSA is a public key cryptosystem,

where each party holds two keys. a public
key and a corresponding secret key. The
public key is accessible by the public while
the secret key is aways kept secret. You
can encrypt a message using the recipients
public key and only the recipient can decrypt

the message with secret key. No other
people know the secret key.
The security of the public Kkey



cryptosystem is ensured by the fact that it is
too hard or, computationaly infeasible, to
derive the secret key from the public key. If a
third party wants to decrypt the message, he
should factor a number that is part of the
public key. Since factoring a large number
is commonly believed too hard, RSA utilizes
this fact to produce the public key and the
secret key to ensure security.

In this project we would like to explore
factoring : to find out how large numbers we
should take so that RSA becomes impossible
to break. In early 1980s, people believed
100-digit numbers provided enough security,
but now the computer can factor them
efficiently.  For example, in 1977, the
inventors of RSA (Ron Rivest, Adi Shamir,
and Len Adleman) posed the famous 129-
digit RSA challenge and predicted it would
take 40 quadrillion years to factor the
challenge. However, it was factored in April
1994 in 8 months. In 1996, a 130-digit RSA
challenge was factored using the genera
number field sieve. Nowadays many people
use 155-digit numbers to protect their
important data.

The progress in factoring results from
faster hardware and better factorization
methods. Currently the available factoring
methods include rho factorization, factor base
factorization, continued fraction factorization,
quadratic sieve factorization, p-1
factorization, eliptic curve factorization, and
number field sieve factorization. Since the
basic theoretical research in cryptography is
scarce in Taiwan, we dedicate ourselves to
explore this area trying to design more
efficient factoring algorithms. For application
purpose, we will develop afactoring software
for academic usersin the country.

Keywords. RSA public key cryptosystem,
Factoring, Quadratic sieve
factorization, Elliptic curve
factorization, Number field sieve
factorization
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