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FR#E T Symantec Internet Security Threat Report ; 2007 F£55—=
Ay da - A e 66%H T I AR B &2 B2 web application
HRAHY 5 DR ELEE R E st E e 2 MK - A
R BT A RS I B S ST TE AT - AMRRTE ] IR B2
AHAGHY RN ; wJaE 2 A =(SEARE - A a8
R R TS R B T E AR AV E /T AR
TCHE LA Peer-to-Peer JEFIRESZETE K » R AERAET
RE N AR AR PR G4 E 5 BSHY network firewall Jz
IDSIPS NS AR BB 54 ~ et BCRF S YRS - R
HEML) 25%1 A8 pE A e - R Ry A S T5%H AR e D B iR
HARHIgE J#iE -

AETFERE ENELEATE LGN & 2 B BT
A pE i FIRE T KGE(WAF) ~ AR TR 2 40(1PS) KR B
(Peer-to-Peer Control) =JH&E Z{H#¢lr 5 &HEm Bt - i
ZEHY ~ FENEA ~ EelE i Rom B E R RGl - EREEMEROR
EAGL AT E LR BE T I EZEIH A 2
ZBa o THEIE—F N A LA HY WAF ~ IPS Jz P2P control =
Specific &2l 2 B EAEREHIEAR T » $57%iE = B LRIl
AH R > BB EG 5240 malicious webpage scoring ~ extracting
ambiguous sessions with IPS ~ QoE of P2P streaming ~ evasion
survey - 3% 25 (4GRS BONIRE SR R &MY T H LUK AT 2 HUE =
HEZRTHR R BN SN TR - FER T 20 E=7
PAEAVE A anHlE R -

According to Symantec Internet Security Threat Report in the first
guarter of 2007, threats for web applications and web applications
related are as high as 66% of new types of attacks. Former security
threats mostly aimed at network or system level, but nowadays more
and more threats aim at application layer, application service and
system vulnerabilities. They may use unsafe programs or be
attached or implanted in the picture to distribute widespread,
especially by peer-to-peer applications that users even have no ideas
about which peers they exchange information with. If network
firewalls or IDS/IPS don’t continue to upgrade their systems, virus
definitions and signatures, they would fail to detect the newest
network threats. They may only be applied to 25% of network
threats because 75% of attacks are beyond their detection
capabilities.

The project will focus on the building of security
detection/protection system and the benchmarking of three types of
security technologies-Web Application Firewall (WAF), Intrusion
Prevention System (I1PS) and Peer-to-Peer Control. Combined five
benchmarking technologies-traffic recording, traffic extraction,
information reorganization, querying, and traffic replaying with real



flows, we can discover and resolve any potential network threats
and find out the advantages/disadvantages of the security
technologies. This project aims to develop security techlogies about
WAF, IPS, P2P Control capturing, extracting and replaying and to
propose related patents and papers, including malicious webpage
scoring, extracting ambiguous sessions with |PS, QoE of P2P
streaming, evasion survey. Besides, at least three testing cases are
also executed.
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PRIRF R MIC 24742451 > 2008 & 2 F % 23 FRHEH S AT W 140 = > 4ok & &
AL 14.6% 0 7 &5 2012 & 3 B HCMPRAT 2B 242 R o FE kA EAAE- H s B

FPFLA R X 2 E R A Y EFFR1TT% LFAX 2 A

e
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i
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23t 2L & # (Peer-to-Peer, P2P)

-t BE ki (Peer-to-Peen)[1, 2] & ik df S K 7 gk et B 4 SR G R R PIRE
2R &S T DE PR AHBRERTRDORRF AL AR BRI DR
Eﬁ@ﬁ@ﬁ?u{ﬁgﬁu#?u{w%#%i%Ma%$ﬁ;%%%ﬁﬁ4&?ﬁ@?aég%

T §“(BitTorrent ~ eMule ~ Gnutella %) ~ 423t ¢ 7 (PPLive ~ PPStream %) 2% 3% § i 35(skype) * - i% i
B f BertcRE b AFE  BETA RS AR AN o R A B P w e A
VLA P2P g Ar e 5 p A~ BBENE Bl 0 2 RS JRARE 5T F o 4 2007 £ CA
P A TR EAP A D 0 e Foxy ~ BitComet ~ eDonkey & 14 78 P2P itz % 2 % > ¢ 7 7
S EE TR SIS FRNIC T ER S RN A 1 S E R

»r 2y 2k (Intrusion Prevention System, IPS)[9, 10, 11]
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A3 A AR S LB OE P BB > F e e I AT e A BB S A
mﬂ#%ﬂﬁiﬁiﬁéﬁﬁ‘ﬁé%ﬁ*%%mﬁ CE GG - B ES e x RID AR
CEERG R F RS R RE T U G F o B BRI R %5 et
e F RN SRR KR TR PR
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e f B 42702 L 4B(Web Application Firewall, WAF)[12, 13, 14]

OWASP % 2010 - 3 1! TThe Ten Most Critical Web Application Security Risks j» 4 &) &£_ Tz »
(Injection) y ~ T i =k %r & sz % (Cross-Site Scripting, XSS) j ~ T £ »c ek & &2 i@ s § 72 (Broken
Authentication and Session Management) ;~ T % % > &4 2 4 (Insecure Direct Object Reference) ;5 ~ T &5
=3 F % 1% (Cross-Site Request Forgery, CSRF) ;~ T 7 it rx e > 2% % (Security Misconfiguration) ;~ T
% 2 b B F AL E2 5 (Insecure Cryptographic Storage) g~ T #2141 4 1k 75 B~ £ »x(Failure to Restrict URL
Access) ;- T i@ %]%] w2t e & (Insufficient Transport Layer Protection) ; 2 T A Bz and 378w & i 3
(Unvalidated Redirects and Forwards) ; % - 48 » # @ Tpsshyrascd j &2 TSQL L ~ 332, { & 5§
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BAT- R BIRIBERY o 3 AR AL Web o PIRE - Web A2 TAHE
ISR S AR kS g B#Elkﬁﬁﬁ?Q%%’ﬁéﬁﬁﬁi?ﬁﬁ*é$; 7 I i
e gEd A R A & [15, 16, 17] 0 i B R G oL g H(Web Application
Firewall, WAF) % %3 Web B * JRIFA L e 22 P ok f 4% 2 2 B L2 B1N52 > 2 354
R Web it AR AT 2 st F 2 0 AR B Web 5 ¥ RIS FEE T G4

i B & F(Traffic Source)
PR E R Y O 2 % R iR S (NBL)S & 2 < TR o (ITSC) 0 aihitH 2

FPEF -V AN AT F LR ATEE 2 Beta Site #Ai 7 R E KR o P Beta Site &%

~HH4 5L L 48 - 48 portswitch g 4 B A T %0 F ok p 1200~1500 = £ £ i * %
R BN TA A R S RRBEREATH - BE 0T S PR B EEF LR B R
2T RBLERA L B A e, [T OF UK g B @l ks e 2 2R 4 E % (Bug
Reproduction) 2 & F] 7w & 4 +7(Traffic Profiling) £ £ 42 #55(Forensics)

g F 3P

AP FRFENT R BRI I E RPIET L2 R SRR R A2 LB (WAF) ~ ~ 2
Bl i SL(IPS) 2 BRyF 8L * 31 ¢ (Peer-to-Peer Control) = 58 3% W | Bk F & e B 4] B &0
BHE MBS T AL e s TN 2 N E LB 4 F R £[18,19, 20] k45
ERALOTE P L FROTE AP L
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ERRL P F TP

D)8 @5 h e il AR Sk

F_

P RS kAL TAE TR > AP T L E 7% Beta Site 32 (7 R3E 0 BB K ALt TR

F LR AR AER AT IR g IR SR R FEERLEE IR
22l eI I S R R £ m%ﬁcg’ﬁﬁ%}:q » B¢ 2 353k xd 7 U (remote power) ~ 3% #8324 (remote
control) % = A3 A R g =he L% > %5 bypass switch a3k & 7 v & F Rl 28 2 B3P > B
LB YEE A REBERP o et A R R H iR > VUERIEE A R Y o FH
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ot T g Baplad ) 2 Doy Bplzg g A e 4w jn 8 £ #(traffic replay) st e & 22 5p) 23k
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AR s 2 A AT sl gh JBIF 0 4o B 3 Y7ot —Beta Site FiF H R # ﬂ(Endpomt)»]zE: 2
R ET AR E N EREE R RBERY PR KU R TR - BT RGER R S
WE RS R T AR B L R F T LA RS R s % B Ap e
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Administrator

(5) Notify ADM

= " st =
| =— 1

Beatasite Sarvar

(3) MATMAMPCH I (4) Clean Malware

{1) Download and
Install Agent

Endpoint { 1 Endpoint ( ) Endpaoint ( ]
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BB fst A2 Hisf R
BIEIE P

NPIREIE P 4ok 1~4 3977 > ¥ &4 5 ¢ Security Effectiveness ~ Performance » 12 2 Stability &
Reliability = #g - Security Effectiveness i & f_p[3& F R 7 b F8 K 2F AT w59 & /ot (7 7 48
41 ; Performance i & FUpl3RFipl4 &3 b BB K 2T 2 ki 4 IR, Stability & Reability 3 & £_p|z &

Bl B2 FPEERTT AT AF AT EFHE T
Security Effectiveness:
Item Description
OWASP Top 10 attacks e T DUTE_F ac 43 gl 1 2 3 45353 OWASP Top 10 attacksesc # o

Capable of detecting and blocking

Sz DUTE_E i 49 1R 2 S5 df 45 feevasioni s 1 & & 4 e 8 (7 5 o
EVASION attacks

e

Effectiveness of the fragment reassembly :& {7 IP layersrpacket sizei& {7 +» £| * et % &DUTIP fragment reassembly %

mechanism F i IF o

Effectiveness of the stream reassembly %38 P 4-%F ch3f % £ TCP4t & packet sizest 7+ 2] » 1 % 5 DUT 43t TCP

mechanism streamerreassembly # 41 i 7 3

FE e #p E(webserver) s F Ed 1224 & FZURL EDUTE 2
& 3edirequest URLEZE 5 B %8 o

URL obfuscation & normalization

% 1 : Security Effectiveness Test

Performance:

Item Description


http://tcpreplay.synfin.net/trac/
http://www.tomahawktesttool.org/

Maximum Capacity

BIRE &L TatE - BLREEEAD G - SOED SBIRE SR E i EH c EE M ERTE eREH

% z DUT % sensor mode % host/agent mode & - # % F h
connections/sec ~ transactions/sec ~ packet sizerZ % concurrent connection

enik =T > DUTehdetection engine ¢ 5 # Atk ek 2 B8 -

Gl

5% 7 % DUT (sensor mode and host/agent mode) %7 F £ 7= T (e.g. : 75% ~

Attack detection / blocking — normal load

& maximum exceeded load

Real World application traffic

Stability & Reliability

Item

Blocking under extended attack for

8 hours

Passing legitimate traffic under

extended attack

Protocol fuzzing / mutation

Detect exploits over both IPV6 and

IPV4

Failover test

RealFlow Field Test (Beta Site

Test)Need in-line mode

+E

100% ~ 150%) - detection engine&_F it 43 = B4+ L35 RIREfLY £ 4 D
exploits o pt 38 plaR ez B E H B b - B RIEY @I aldy 5 N A& e

i 59 EFIRE Y crweb server: BlEEERE Y 0 ¥ by 4
> RFRRY R

s
applicationz & 2 - ER A REFF FRE -

% faapplication ~ mediaz - & % % s web-based

# 2 : Performance Test
(% % h& o7 L PassetFailH - )
Description

A2 FF P ap F Gexploitenii £ 21 F £ 2 hid BT ARDUT (4 % 2
host/agent mode s34 » B £_£2 DUT:d 4) 12 100Mbps(=* £.50000pps » T 354t &
] £.120-360 bytes)sug B o 45 F 8- PF ehipl3E o BB % 5 242 crexploits
TG OREEIR
B - gREE- RGP £ R ANEEOHE R - R I REREL K

PES mgéﬂ/fﬂ{@ i‘&‘gﬁ #}tp %T ko

#DUTHR & >+ & sgfuzzing/mutation tools# &2 4 =i & 7 » & BLRJE BB P
WAL E_F F B3 @ exploits o

Sea A_TF Av tlp PF ipv4AZ ipvBenie i b oo IR iEchnE Jexploits o
40 % DUT 3 X #& haeh# i éh 3 > § & {7 active-active(A-A ) 12 2

active-passive(A-P) s f 4T frrs 2 i B 4] sk o

W L A betasitep SBRIGFENF 2T P EITRR T DRY FIRUE PN FE
A SR AL F L o

P AL AR L B R R A

% 3 1 Stability and Reliability Test

Attack Network
(mix of tools)

Servers  Workstations.

Target Web
Applications

Application

AppServer

WAF Device

Core,

Attack Library
Karalon, Metaspl,

Proprietary, olhnﬁ

3

Under Test

Servers
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Bl 4: ™ A FE<PHR2pET LREREHER

hoBl 4w 0 BERRIREET A S Z 300 0 2 X0 s g Ao sh(attacker) 0 m R A T R € G
nessusd/webscarab/paros... & o + X R[] F 37 ?7’. T xp(victim) > ¢ 77 X dgenservice 1A F i A
338L(¢ 7 webgoat) - ¥ B P2 % DUT & & H v inline mode pl:& 4 % (IPS) - & (7 ipl3R 7 % 4 §8 %
E/g g S L o

Traffic generator Test tool Test Equipment

SmartFlow ~ Attack library ~ WebGoat/webscrab ~

Spirent SmartBits (L2~L4 . . .
Karalon traffic 1Q ~ Whisker(HTTP exploits) ~ High level Cisco

traffic) ~ Spirent Avalanche

Acunetix Web Vulnerability Scanner ~ ISIC suites switch ~ High level Hub
(L7 traffic)

utilities ~ fragroute ~ nikto
4 BoR WK E

BlR > E
Security Effectiveness :

1) Capable of detecting and blocking OWASP Top ten attacks :
oz LRI AT ¢ & Prattacker 2 B i % FFevasion1 & (fragroute/nikto) o ¢ & IR -
victim(Z -> ¢ % i webgoat) > £ i+ - # pOWASP7| 1} % crtop ten attack:g (753 » 1172 = DUT
Rt 39 I FE RN 2 PE:J%OWASP top tenersc # o

2) Capable of detecting and blocking EVASION attack :

jéattack library® $¢ ) B4k e & 8 cnattack » Fr T - SFR T DUT A 49 & AR e T e dgi%sc ¥ > £
fie & evasion tool(fragroute) » 123 7 & crisc ¥ > T ERZ I F L FEA ;ﬁmi&attackL%T x o

3) Effectiveness of the fragment reassembly mechanism :

* fragroutezg {7 IP fragment ~ duplicate 2 :x 5 3t e 2 J1E & » ;ﬁ— % HEDUTIP4t & end gy 4 o

4) Effectiveness of the stream reassembly mechanism :

* fragroute:& 7 TCPeisegment ~ duplicateft & % :x 3t % J g 5 > ;“gtb 7 DUT e TCP4t ¢ e
Kl ;b 4 o

5) URL obfuscation & normalization :

* nikto:& {7 web scansevasionip|z& > 3% 1 & i * libwhisker library k & # 98 URL 1% 7 *%—‘

%25 enhttp request 12 & EELE 1 P o

m\‘
T

Performance:
1. Maximum Capacity :
FE ol BN R T 0 307 R iE 2 enTCP/HTTP connections/sec ~ transactions/sec ~ packet size -
concurrent connection » DUT sadetection engine# 3.1+ ¢ 7 & Ak i 2 B o
2. Attack detection/blocking — normal load & maximum exceeded load :
% R 7 . DUT A i max load %2 4z #Emax load{Fim™ » & F i 59 & ¥ #5382 [ 4§ & 28
exploits -
3. HTTP capacity with no transaction delays — real world traffic & with background traffic loads :
1 & P oen® ¥ %5 DUTenhttp detect enginedp & #2 & e f 7 (5% Hd reflector stransaction/@s@ = ;¢

7
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wnodelay » :EB % DUT A rd2 t e84 % f j= ) » £ 11 % F eipacket size connectlon rate » 35
S DUT &% fe ehig 27 > detectengine e & R+ 5 = Afkeni £ o

HTTP capacity with transaction delays — real world traffic & with background traffic loads :

&b - EplEEE > 2 & £ B Aotreflectorsh & # =t itransactions iRy b o € 4 104 et
B e R ¢ R wRFEAY &2 < € chopen connections £ #5fi # F epacket size ~
connection rate > - {& £ R ELEDUT & & f«nif 2 #5382 e fgexploitsens Ik -

Real World application traffic-Threat Vectors Testing, HTTP traffic, Jpeg images, genuine QuickTime
movie content and MP3 files with background traffic loads :

i¢ * avalanche 2 application modefi-$t — 4 i * A % i& {7 httpetransaction = % » ¢ 7 7 google/yahoo %
— - real worldF % =web-based appllcatlon y b A ppesmartflow 24 F A 4 H 2% £ % attack
library & & exploits % ¥ 3 &\ { 2 F chie g i@ * 8 o & (& BB iyt Lavalanche 2 2 & %
application= response time(+¥ s¢ 138 B ’ﬁ : TCP Average Time to Open ~ TCP Average Time to
Response Packet ~ TCP Average Time to Close ~ Application Average Response Time: HTTP -~
Application Average Response Time: SMTP ~ Application Average Response Time: DNS% ...) -

Stability & Reliability:

1.

Blocking under extended attack for 8 hours :

BmAEDUT AL R (8 FF) 2 & i & chiiAz? » £ F € 75 loadingiE € » @ # 3k detect
enginezEdg it ¥ G MA R E o

Passing legitimate traffic under extended attack :

Bo#DUT AL PR (8 ) g+ ®ein € duBe? > £33 ¢ 75 loadingiE € » @ 3 5k detect
engineifBifE E R T M TR & o

Protocol fuzzing/ mutation :

1 & ggprotocol fuzzing/mutationt & & # 5 f& & ik N 48/ 02 FF 3 p:’v’ﬂgﬁl 41 12 % 5 DUT shprotocol %
detect enginessg i 2 & 2 4 > ¥ ELEDUTETE € F] 2 22D 272 rdZ et d2 7 ke £ > @ R
crash ~ 7 it A 22 X B 388 E_% A F I 4L -

Detect exploits over both IPv6 and IPv4 :

A 5| fipvA % ipveshie B TR B 0 i (7 & sgexploits > 14 f2 2L ipv4F sxeexploit o 3 3ipv6eis o
R F TN e e B L

Failover test :

*® THFDUTerhaei@ v 5V 48 > £ %’%’d A4 8 EsDUTe 38 g aDUTeshas o £.F & #
Azde > 1 fEDUT &A-AfFR™ > 3 % loadingpf » &7 i & # #loading4 /it » & £ A-PHRT > if
egegie il S sl i

RealFlow Field Test (Beta Site Test) :

i# 3 2 + Beta Siteit {7field Test > 2-223% 9 % T 5 e 4 T 355 1200 ~ 1500 4 > 4 F o 00 £ 5
% %3 ~4Gbps ~ T 3251~2G ;ﬁd BHRTEREE T S0 fR2 FHEDUTo k3 FIEF BTV
i g IR AR o
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B E RN AR BT

RIFRIE R
APIZEIF PP (dck 5 & 6 477)F A 5 o# e tHRIEE(Functionality) 2 4p % 4R (Compatibility)
BORE o P MRIRL R AR EFRIY A BB T AT T UL A 30T AR BRI ARIEF
B AH B K T E_F i B2 CVS Controller 2 CVS Agent I Feds & (54 iF o
Functionality :

Item description
Information Gathering Test FETCVS AgentE_F iy & /zjc b PR3 $8 2 PRI Z 4P B 42
Known Vulnerabilities Detection FE 2 CVS Agent&_7F it &+ Fe g Jp) 1 & Fris gk
Penetration Test FE T CVS E_F iv & B HHoc#, plide /A i B2 pH R T

T CVS EEm Py P Il §2 bth, 875 Frraud ki gL

Analysis Report
P, B EALGRIE R 2

Maximum CVS Agent Capacity Under **

Jmh

2 g T, %#ECVS Agentt & F 3 ) it Scanhid # —’ﬁ T %, Server,

RealFlow Traffic Security % Internet Host#ic &

# 51 Functionality Test
Compatibility :

Item description

System Stability Under RealFlow *tE % /in & 7, % #&CVS Controller2 Agent*t & B3 p 2 X E 9 58 & % 5o
Attack PE, i SLendg e

Detect Exploits Under Realflow ,
WEF R T, %RFCVS Controller2 Agentt & 3 i2(7 & B HF s B R
Traffic
% 6 : Compatibility Test

AFHEAER T In-line RIE 0 ML T FRIK K R 2T L %5 & b0 % DUT 4 Beta Site p i * F
17 "o ~ Beta Site PPREZ 238 7 e K & (ex: Firewall)ig i78% > ¥ 07 fAFE L B 7 B it
GBS BRI RS2 PR JRIE FPFR A Beta Site iR Y X A2 LY A R AL
FEDUTE2F AL F FnE T8 armi S EREFIEA R 2 &% X7 % g feedback

f
VRS AR -

I E

1. DUT Controller

PR R AT AR 2 g R e pES ol ko p DUT Agent si® iz & 5% ¢14p 2 5 7 24 DUT
Agent 1 * “”gkjlﬁﬁl Fagapirdl
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