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___________________________

struct timeval tv;

do_gettimeofday(stv);

printk("Entry time: [$1d][%1d] function: [%p], skb: [%plin”,
tv.tv_sec, tv.tv_usec, _ FUNCTION_ , skb)’

struct inet sock *inet = inet sk(sk):

struct rtable *rt = skb->rtable;

struct iphdr *iph;

/* Build the IP header. */

skb_push(skb, sizeof(struct iphdr) + (opt ? opt->optlen : [}))

skb_reset network header(skb);

iph = ip_hdr(skb);

iph=>version = 4;

iph=»ihl = 5;

iph=>tos = inet->tos;

if (ip_dont_fragment(sk, &rt->u.dst))
iph->frag off = htons(IP DF);

else
iph->frag off = 0;

iph=->ttl = ip select ttl{inet, &rt->u.dst);

iph=>daddr = rt->rt_dst;
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if (ip_dont_fragment(sk, &rt->u.dst))
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Method for Tracing Processing Procedure of
Network Packet
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This invention presents a new mechanism that can trace
the execution sequence of kernel functions that process data

network packet and record information of concern. With such
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trace, we can analyze the networking behavior, conduct
software debugging and optimize performance of networking
devices. The underlying idea of the mechanism is that the
execution sequence of functions process a network packet can
be derived from the sequence the functions access the data
structure of the network packet. The proposed mechanism
first adopts a function analyzer to identify all functions
that refer or handle the data structure of network packets,
and then patches instructions in each function identified.
At run time, the execution of each patched function will
trigger the patched instructions automatically to record the
function identity and other information of concern. Because,
the patching instructions are executed in a sequence exactly
the same as the one of the patched functions, the patching
instructions can thus record the execution sequence of the
patched functions.
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® P HABMERGEELBOHBRTESR
ERHOLTHALARSRE Ao v o s T A(Linux
Kernel Profiler)& A & i 8h B 4 & % 47 & ##% < A 3
gy (internal )74 RAMH T ERBET U H ' R
B #& (Source Instrumentation) - = i # T E #
(Binary Instrumentation) ~ # 3t 3 #k # (Statistical
Sampling) * & s A MY 2 LBk —FTE -
- BAELRG&BSSH TR SR
® Source Binary Statistical

Instrumentation Instrumentation Sampling

LTTng Kprobe Oprofile
KTAU Systemtap |

LKST KernInst

KFT KLASY
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Kernprof

Source Instrumentation £ & & # & % &% K ¥
(Source Code) » #H AN AL A LN AL BN I 2 > LA iE E
N M A %A% o 930 4 (internal)47 & o 4 4o Linuxié #t T &
% % — 4, (Linux Trace Toolkit Next Generation, LTTng) ~
os H 2 R oM B #2 KX (Kernel Tuning and Analysis
Utilities, KTAU) ~ Linux#% s #k #& i& #¢ 35 (Linux Kernel
State Tracer, LKST)% » 6 %X 2% T E & v &KX > b

ZHEEMAEBRC LA AN A EEZHH L AEARKX
o RS THCESHEEEM ARSI EC R HOENS
78 0 i ski@ % 64 £ F x t7i(context switch) ~ 3t 8%
% #7 74 (timer expired)#v % % °F # (system call) % # -

ERE RAELF @ EREABIOCEZCLALNITR
BB MARLFAHFRARANERE LB R XA
5| (sequence) > 75 Bp #b 2b 32 4% & 0k ) BY B B E 1B M 4 B8 &
AN OB BN E YR IEBE - F A B H(Kernel
Function Trace, KFT) ~ FTracefoKernprof% - 8] i& — # &
AT B A SRS B K TR T & X HAT R e BUAT B
FEEHR WZBARMAELCLEARNITAA GH S XY
BARX S RERBBCLIAGENFBE B R F —
Fit 7 & o

# & :index#s £ & K (primary function)#) % 3% ~ %time
¢ primary function#j & A 8F ] tb - self45 primary function
ty iE 47 85 B ~ childrensg primary function=f »§ - (child) &) i
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47 85 P ~ calledds 4% oF = 44 48 -k # > named3§ primary function
B 4 4% o LEAESL N £ & X 69 % 3 (index) 4 % A [20] &
[21] > £ £ & X & £ F 3 F & (Parent) & F+ (Children) &y 42
KX (oA BERYFTHEATH) - Afm o AEZRRE LA
Az T B M S A KR EH Q6 R X AATIR
B R RERAEB LA I MER EMARFHE
ErEwEHI L TR HR R XTI e

Binary Instrumentation® £ 2 A HE L 2 H K B
mmwcw@,%ﬁﬁm&%%%@%ﬁﬁ%%m%ﬁm
ME R AEBHESHARAITFNAITA - LKIKS
(Kprobe) & 5] » F 2% % & # & 4% % 42 X (Compiler) & &
R % 3% #2 K (Disassembler) &y i 8h » F AW AF B H 4 o &
Ay e a BEGLBITEMIGEH A SKK S
BRAF AR B

X Kprobe ~ KernInst ~ Di& #¢ (DTrace)sb Z 3B & #lf £ &
BB AL & ey M B 25 (Object Code) » LA ZE B &) R 4 47
2% NI ITH 0 18 B HF 3 & Compiler s # Disassembler
MW BEARES EREAFEEZAEEB LG RE
Exitamialeod TREFEAMERMI LT E M
SH XA RARAREE A FRARANERRIE SN
SERXAFF BRI EABLEPBTTIRLERMOIRALE
sk - ERN B H T AP L % KRB AN EZ KX
(Systemtap) > sSbH M EBERRB/ —EAN BLEERF > RE
AEidagitN @it AKprobewy REER B RAF A AR
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# B AZm O & X84 M 0 Systemtap@ T B AR U &
Kegie & B a0 # A% &R AZKprobe 12 & & A F&K A
FEEABCALREERM LY MM oE FTRIE KL
HHERH L E QOB RXFI ARAKREREAHF
HREHNEBERBLENZCHAF T -

FHEEIERE > wHBOMESFBRER % 4% (Kernel Level
Aspect-oriented System, KLASY) > st & #7 4 & 32 4 — @ 7N
Mok RE o BERAEEGLN BB ILE A Kernlnstd) B
$E > B 5 iB1% L ey Compiler(gee) b Hiaz w2 A MR
HoRAuMEEHdH I LA MEHRB K EAF T
RHEBEZEHNLEHEHLHE KLASYA FHRAHEBREETHE
Ak R FE e ds Ak 0 3 BT AR £ Kernlnst » 12 % b #%
WAHRAEAGOSHEMNBNRR ERAERFTALFHER

adagmize X AFF 0 BEMEEZF TN
compilerih 8 » HAHKAIX L BEHOHEE R ER TR -

NEHBEELBALABCARGLREER I A
fo o FTUATRAG TN ERMORERF > AMA
IHRARFXNF2ESF ERHERIRE  RELEAXK
i M B AR S R ey & X AT IE A 0 @ B Binary
Instrumentation#y) ¥ X Z B A M £ & £ & - £ » Statis-
tical Sampling* 2 R BHAMKRECPUF E AL RITHHE S
(Instruction) ' A RHFER UL H TR > ZRHLE
e mOo#H T BE(Oprofile)m s » sbHMHEER
UGB F X »HBCLRANTA BRERELESYH
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2 REHOHNSI XN ZHITER W HELHRELER
FHEAEHLE REGHMURHLEREFNAGER -
b & 44w 4 = B (Linux Kernel Profiler) A % &

) MEBBANEEREHOH I AZIRAITEF BRI 0T

1. 8+ REMHOEGHIAFIIZBERTER HPN
REMHAEREH LY RKXZHRITEAFGER L4 E
& 5

2. LBAENNERBFEAGOEEREZKLIRA HP
BARXREENHBERERSIMRL ) AR

3. FRAFLBELEAAHOREAZHKLET o L
BRATIHRE X EANERIESL > BREFLZE HHH -

® B ko do 4T 20 £ B %5 5] 2 kR4S H A8 G 8 8 B

L BAEN IR RV EERL AL EAH AR
RAEAGEIPBZIAIKRBIAEM A S@FAANETT

CBRRAEGE O ANEF—RENEB IO RER
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MR MBS A4 CZTRERLFFUMER AR LM
ABRAAEMEA sk buff bk—HEZEHZREBUELHES
BEMRAELZ A X oL RELZ RN T RZDHK
AT R AHORNBZHMAEAE -
[#BENE]
KA A — 488 i — 49 % 3 @ (Network Packet) =
—RERZFM TR AP EBRHOGLBEAEE -EHEHR
N> BZEBRHOE—AABORNBEIURERLSF %7
@ ‘e THH FY-—FAUBGEZETHRELEHE > LHEX
B RERERF o
Bk E S M kA BE— Linux MmEBENLEHEAE
— sk buff» MF XA A ZZ2HZCUAGFRZEE O
BT ERLLSAA " BHELIAUNGFRAEKIH O LR
ERAFAZEHEHEZ —HITES -
X#B—EE2HTHOBRBRAE A AT UG E E
e —E@RHOZ—REZFY I X HTPZERHG
@ i tuBCRNBEUAREA YT ELERTS

}

HoRE-SFX > UMREBEZ@EBHEL  EFZaBE—%
BORBULBZ-FHAEL UREHFZTHLE

4 MEHMBAREREF -
BEH I EHERBVELGA —HFHRRR
MZERNANEL A — sk buff BB ELR—EHBE
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EHAELZ - EREHEH RRAYBUELAE LA
ZEBHLZ-—FHUEELWMH
TR BT EETROSMZZHRB O — RBH
PoRK-—BFRIZABRHLHIX B PR FRAEBH
A XA —HEBEARZERH LI —HERER
B R S A Rl W
BAF SFEZABFREARBRHLHIXNGHA —
g5 & e % #(Global Variable) ~ — 2 # AW & & ~ —
@ FHELZXERXZRAUNABARIERIHC
BaAEE S EzMESRERM LY BN AR —
of of 77 IR 48 3% 3t 6, 2 & X (Indirect Caller) & — #% 77 I 4
% #f 6, 2 &% R ¢ 7 (Indirect Callee) > it & & —{F uk H K M
M52 —HaZ@EBH el AFRZEKIHC
ERUEA-BITITHAERE KA AH— FFEH
—EBHLz—REEAFAN T Z A PHERH A E—
A ORNBELZRERF RS FEAF T H R B4HE
@ numBHow-—BA > BA—EREASNTERT
P 3h T3 & X B MR ZRERIE L LR ILEZL G
Kz —HANAF > BFURERARELF -
TR BT EMEREASGT A — T BRH
(Instrument Source Code) %A F A — & #Hx — K&
ARBEAE G LEBBOBR PAEAE D FER X & H
B AR ERFZ I E REAMNA Y & X RFEZ
AR MHUERIRAELESF TEAZEAZLHZ

PsSl
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EHMNRELEMENFTZEHN AL ANEBRZARERLF
ZHE - AHTHNAA REAFEHTEZERLE TR
ERBxfmPhFHEE -

[Fr7R]

ABPRYE RO ERALAEBENRNELE F X ER
@%ﬁhﬁﬁﬁ%%%ﬂ’ﬁ%ﬂﬁﬁéﬁ@&ﬂﬁm%
BHOBHYERF  EHREABHOEBCEAALNRER
F o AL ARRAAEBBMNEETF TUAAERT LY

@ FH&EH R-—mEak2 T E BB R E R T AARSE
BiLEHIX  EaAEIKX THRAELS  HaEX
AEHTRXGWBERF RABERANE LS RLERAITY
FRALBRAR B AONTZ A ENR KL ATAFA
Linux s 24 4R ANEEABFER I AN TNLEH
(sk_buff)» B HAZE S A %N REEE I QT A HFH

9 .
ﬂ%ﬁ%%ﬁ’%%%%ﬁmﬁ%%%%&ﬁ%%%
Q@ Ly EBARMEAELITS A RKEEBEN

(% B A EAZ W E RN KRS AR > ik @3
BN BRE e B RE AR AT AR o R BP R BA T I HEAT
REBH LY HARTRF ERALNFREERH O
BMAITHARBMBRAARAREEMAOLEEALALRR - RET
ERAZAEALYORENAE @WHRANEERENRFE
4  mITAERAZzERA ARG ER ARG  TRIEMR
(Note- book) ~ PDA ~ F # (Handset) ~ A8 7B M & & -

e
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AR REREMEEELESF

b H I A Linux S 2 S A6 4HERH AN
Linux S A % N 2 R I 6B £ » £ 4k € K (measurement)
BoH o s XA BIAETRERE XA
(statring)B5 F » RA A AR B M EBHORERF
gy % ) 2 — 18 B 12 T 6 (applying) ] » sLHE e 4k F A FH
# (developing) @B F ELAF ELBE-EAEARLA
PRBRAL—BE RRoEERIFLEREEL  H
TUERA AR PERILZALAEZERHOOEF A8
Bl & # Linux s 42 4 F > #1 A Linux < 4 % W3 &Y
WLz EREHE R Linux e AN REESE
HOWTAHREMI BB MEH SH Linux S 24N
A Hy R AT B o

A AN Linux # < 42 % &9 F e 0 £ £33 o & A I
o AEHAE G A SR IFRER L& XRATIEF
MR B#AIES Bt ARamzT  FHLEME-B
TR—mEBan—FHEHE sk buff» Lo —FTHEF
#F (Management Data) & — 3 & & # #% 17 (Packet data
storage) © A B H A Linux 4% & % /W 30 A N E 2 945
FEBHOHNENEH FAFTHOARE KB HFRE
Bty X MA Lnx MO R ARNEAANTHEARSE
EHamEHEEr A sk buff- FLHME =8 BT
B -ERHLI—RERAN T F O ATFTREAR
HOGBEAEAZEHESERN EZERHLE - 28T
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NESZREREF ST 50HE T FH 9 —&KLA
BEZEHEH DHUNERIRERLF M ALFRAEAR
o R EA X EE sk buff (WFE =B F8E
RN FHE) TEAEEGIKXFUAFRERH -
Bh AR T g § EHRN Linnx e kb d o

GHEEHELR LA — Linux MBLEMNEHESL -
sk buff » LA EABZALB CUGFTRZERH L » &
FEPOASHMNA—HFERAUNGRZERI G LR E
BAEBZEHEHEZ —RATRAF -

XERB-—EERMOBRBRE FHLUEOE A8
AT UGB —REREABRHOZRERFO T LT
UEBHOGE —AAEBORNBEIURERF ZTFEL
Mo FTHE - X DEREZ@EBH L H P
XRBE—4H REZSLHZ-—FHAEL UREHF U
EHAESL MERZIREESF TR LHAOTEZXT
HMAELGT UL —HFHEEI f AL AFMA LS
i%ﬁﬁ%’aéfﬁﬁﬁﬁiﬁﬂzﬂ%Z%ﬁ%’w
BTEHZAERLO0RBARALBEVAIREEL -

T~ Bp 4 Linuxfleuf%é}ié*)/ﬁitéﬁ%zcl"ﬁ:f%#iﬁﬁx?fgl
BitayERAE > AETUERAZERBEL A —
sk buff b — 3 T EHZRLHEL  FTUBA - K
REL  H2MEwBE A BA C3B 3% #HA 4 4 (Alas) »
% % {t & #} & & (Customized data types) ~ £ 4k & H & #
(Nested Structures)E #L Al XA F 2 G MU E LT U A
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— %% 41 —BHALBHRAEL 42 R—EREMHERE
AS > MM REL 43 B EBer —FHAURE

£ 4 KB -
BN C ETHAIXTUEBFSLIEFTAFTRELE
Mo RWLABTHEYRIASMH AT ELLS —EFRFREKH

@z@ﬂ%ﬁ%’%ﬁ%ﬁA%a%%ﬁmzfﬁ%%
Yo ER - AFRZERFLHEX > HFPAFRAZAERH
amaXas—AEFRZEBH AN KR —MHER
RzEBsHon s - FLHMEWE B ZEARFTRER
Ho s XA GHARARAToESFX > —2REH(THA
“gx ey % #” > Global Variable)44 ~ — & K &y & %
7 #& 4% (Parameter Type)45 ~ — & 1% & #& & (Return Type)46
% — & 3 & & (Local Definition)47 > 13 X A FRZ B K
3t &
F—FEoHMBEABRBLEHYBEAXLERANAAL
mEFXFLMELE > ZMEFREKE QM S XK
# B —oF o] 77 B 48 35 3F &, 2 & KX (Indirect Caller) » 24 & &
Eep ol A GFRAEB L2 EZXFAHHOE#R B — 14 4k (call
by reference) 7 &, > MBI EK FHE — @z @By
A2 BsbiE A AGFRZEL L o A 0 F N E AT
z —ik AR E%B H 62 &R o+ (Indirect Callee)> 24 H 4%
ARGRAEABHLZER G Y AH - H & call by
reference MK GRS ZFEQEAR I LHIERL £ H
B iF AGFRZERH L
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B BHormst  HLHMBELBEEESK AR
E-ZB) 2RARKF—BATITHOABERE » KK AT UA
AridXoFk RERBAFPAERARBH NS
R tageaX FPHAEL TOHRAELAL - HEHRE
BHOZERERFOFTE A PZEBHOGLE— R HM
CHRBESGEERF B EAEWT R AR
W e — X RA— :E"“«‘t/‘(@ﬁn-iiﬁit“l’
BMAEKENEZEE LA — T AR A (Instrument Source
Code)70 R—IEANEHILMIESL ) Wz BT >
BATZRR T EMEERERE LS AR LK ZHEAZ
— WA F o MU ERERERSF -

TR T EZIBERBELS LT AE - T BRI
o b A BN A AT R T I XNAFHITREFRER
e AARLERIRERFL REMBHFERAY
WHRGHEEKE AZBHNFAHA LB —KBERE
AXEHOFR - ABATURAYEBELESHE - B
ﬁm%at%%ﬁ’éﬂﬁﬁ&am%&’*%%miﬁ

md AAEMER KERW@EE TR ARATUR
FEBBAREEORBHEAFAER B EE A
j‘ o

X RKE#ITH EHM4EF A - packet processing
sequence - packet processing procedure - packet

trace -~ packet flow -~ packet data type A kernel
function % - MmEKREZEHNEA LR LA FHEZ A FH
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Bk EMKE A% (http://www. uspto.gov/)e > £ & £ &
T

1. "packet processing sequence" AND "packet data
type": 0 &
2. "packet processing sequence" AND ‘"Kkernel

function": 0 &

3. "packet processing procedure" AND "packet data
type": 0 &
4. "packet processing procedure" AND "Kkernel

VoY

function": 0 &
5. "packet flow" AND "packet data type": 9 B

rE

6 "packet flow" AND "kernel function": 7 &

7. ‘"packet trace" AND "packet data type": 0 B

8 "packet trace" AND "kernel function": 0 &

EHRFEOIRRORCHREADNZIEFFNEMHEI 20 TF

1 US 7,453, 801

Admission control and resource allocation in a
communication system supporting application flows
having quality of service requirements

2 US 7,305,511

Providing both wireline and wireless connections to
a wireline interface

3 US 7,164,657

Intelligent collaboration across network systems

15
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4 US 7,136,904

Wireless cable replacement for computer
peripherals using a master adapter

5 US 7,127, 541

Automatically establishing a wireless connection
between adapters

6 US 6,963, 955

Scétteringznuigatheringdata:hn‘fasterprocessing

® 7 US 6,950,859

Wireless cable replacement for computer
peripherals

8 US 6,894,972

Intelligent collaboration across network system

9 US 6,665,495

Non-blocking, scalable optical router architecture
and method for routing optical traffic

@® 10 us 7,685 254

Runtime adaptable search processor

11 US 7,631,107

Runtime adaptable protocol processor

12 US 7,627,693

[P storage processor and engine using RDMA

13 US 7,536, 462 |

Memory system for a high performance IP processor
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14 US 7,487,264

High performance IP processor

15 US 7,415,723

Distributed network security system and a hardware

processor

16 US 7,376, 755

TCP/IP processor and engine using RDMA
REREZEMBLKNEANBEHETHERE 4

® “ (http://ep. espacenet.com/ )8 » A& R4 T

1. "packet processing sequence" AND "packet data
type": 0 B
2. "packet processing sequence" AND '"kernel

AN

function": 0 &

3. "packet processing procedure" AND "packet data
type": 0 &
4. "packet processing procedure" AND "kernel

® function": 0 &
5. "packet flow" AND "packet data type": 0 &
"packet flow" AND "kernel function": 0

6 B
7. "packet trace" AND "packet data type": 0 B
8

"packet trace" AND "kernel function": 0 &
BLEABREFORMNMN T BERERTLHELEOE R B
THMYEREAEMRFARE A A LA HBEMNF

A o
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HEErE o KREHBEAER B %RIT EHHAF
o X AR LB S BN EREEAERLS L AE
FRERBLBZENVEL ATEIRRESHFTZEHN
ﬂﬁzuﬁm%mﬂﬁﬁzWﬁoﬁm%§$&%zA
+ o FIEREEMBAEREEH RS AR om ¥ HEF
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index % time  self children called  name
1,72 4.67 405453/405453  inet sendmsq [19]
(200 43 172 4,67 403433 tep sendnsg [20]
0.18  3.49 369229/378536  tcp write xmit (31]
0.4 0,42 378536/561181  alloc_skb [60] |
0.35  0.00 378536/378936 tcp send skb [75] :
0.01  0.03  3011/11680 _release sock [107] |
|
|

o 0,02 0,00 63593/104363  tcp mem schedule [144]
0.00 0.02 2292/22%2 wait_for_tcp memory [177]
0.01 0,00 1262/344547 wake up (39] '
0.00 0.00 16033/801788 _generic copy from user [126]
0,00 0,00  123/1384 _lock sock [178]

0.00  0.00 10/13627 tep cund application limited [466]
0,00 0,02 1473/581181  tep delack timer [96] 1
0.01 0,13 12520/581181  release sock [107] |
0.11  2.71 264926/581181  tcp vd rcv [26] :
PN 0.12  3.09 302262/581181 tep prequeue process [35] |
1] 42 0,24 594 58116l tep vd_do rev [21]
0.4 5,18 580181/960181  tcp_rcv established [24] :
0.00 0.01  800/1000 tep rev state process [172],
0.00 0.00  200/200 tep child process (226] |

0.00 0,00 4007400 top vd hnd req [247]

#— B
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BIEER
sk_buff 1:
next ———> — >
| sk_buff
prev ] -
list |
stamp |
dev > net_device
h |
nh I + \
mac | ____fjﬂﬁwﬁﬁ_____
dst > )
len i N MAC header |
.. | | IP header |
ge?d | | UDP header |
ata ' | |
i : %> UDP data i
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be32 saddr, __be32 daddr, struct ip_options *opt)

struct inet_sock *inet = inet_sk({sk);
struct rtable *rt = skb->rtable;
struct iphdr *iph;

/* Build the IP header. */

.ra-a-a-.r..ra-.r-.r.r.r i o i o o o

.1ph i1p_hdr (skb) ;!

iph->version = 4;
o iph=>ihl = 5;
iph->tos = inet->tos;
if (ip_dont_fragment(sk, &rt->u.dst))
: iph->frag off = htons(IP_DF);
else
iph->frag off = 0;

iph->ttl = ip_select_ttl{inet, &rt->u.dst);
iph->daddr = rt->rt_dst;
iph->saddr = rt->rt_src;

iph=->protocol = sk->sk_protocol;
ip_select_ident(iph, &rt->u.dst, sk);

if (opt && opt-roptlen) {
iph=->ihl += opt->optlen>>Z;

skb->priority = sk-»sk_priority;
skb->mark = sk->sk _mark;
/* snnd it out. */ L

=
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41
Hdefine SK_BUFF struct sk_buff

/_‘42

typedef struct sk_buff SK_BUFF;
/\ 43

struct structA { struct structB {

P struct sk_buff skb; struct structA a;

FmE A

/\44 /\45

struct sk_buff skb; B(struct sk_buff skb, ...){
@ A(.) A EB7FHY skb
IE BEFHY skb }
}

AT

/\ 0 D(..) {

struct sk_buff C(...) iﬁf;;%buli skb;
[E S

#mwE B
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E(...)call F(...)

E(...) { struct sk_buff *F(...) {
void *skb; struct sk_buff *skb;
skb=F(...); return skb;
7 HN skb }

}

%A
G(...)call H(...)

G(...) | H(void *skb) {
struct sk_buff *skb; 212 EY skb
H(skb); }

}

% N
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___________________________

__be32 saddr, __be32 daddr, struct ip options *opt)

struct timeval tv;
do_gettimeofday(&tv);
printk("Entry time: [%1d](%31d] function: [%p], skb: [%pli\n”,
tv.tv_sec, tv.tv_usec, _ FUNCTION , skb):
struct inet sock *inet = inet sk(sk):
. struct rtable *rt = skb->rtable;
struct iphdr *iph;

/* Build the IP header. */

skb_push(skb, sizeof(struct iphdr) + (opt ? opt->optlen : 0));

skb reset network header(skb);

iph = ip hdr(skb};

iph-»>version = 4;

iph=»ihl = 5;

iph=>tos = inet->tos;

if (ip_dont fragment(sk, &rt->u.dst))
iph->frag off = htons(IP DF);

o else

iph->frag off = 0;

iph=>ttl = ip select ttl({inet, &rt->u.dst);

iph->daddr = rt->rt_dst;

%t B
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