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SECRET COMMUNICATION METHOD WITH
SELF-AUTHENTICATION CAPABILITY

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to a secret communi-
cation method, and more particularly to a secret communica-
tion method using numeric data as secret message carrier and
having self-authentication capability.

[0003] 2. Description of the Prior Art

[0004] Generally speaking, in the era of network nowadays,
various communication methods are highly involved with the
Internet. And under circumstances like these, various files,
such as text, voices and images, can thus be transmitted via
networks.

[0005] However, it should be noticed that network commu-
nication usually lacks of sufficient security. To solve the prob-
lem, prior arts propose to encrypt secret information (i.e.
secret message) before it is transmitted. And, the recipient can
decrypt the encrypted message to obtain the original infor-
mation at the receiving side. Nevertheless, although encryp-
tion can increase security of information transmission,
encrypted data is similar to random code and is likely to be
recognized and depredated. Therefore, prior arts further dis-
close a stegano-technology, which increases information
security via hiding secret information into a media carrier to
yield a stego-file. After the stego-file is transmitted to the
recipient, and the recipient decrypts the stego-file, then the
secret information or the secret message can be retrieved. As
a result, the stegano-technology nowadays is widely used to
reduce the probability of arousing suspicion and the secret
information or the secret message being hidden in the media
carrier is less likely to be recognized than encrypted informa-
tion.

[0006] A U.S. Pat. No. 7,870,393 disclosed a stegano-
graphic method and device, which proposes to use hash codes
for verifying the decrypted secret message being retrieved at
the receiving side is correct or not. However, such kind of
method only determines if the secret message is hacked or
destroyed. That is to say, when only a small portion of the
secret message is missing while the rest are still transmitted
correctly, the conventional method cannot deal with it, but
have to abandon the whole secret message.

[0007] On account of the above, it should be obvious that
there is indeed an urgent need for the professionals in the field
to develop a new secret communication method that is
capable of having a self-authentication capability. Mean-
while, if any portion of the original message is correct, such
portion can be kept and showed even when some portion of
the message may have possibly been destroyed. In this way,
the above-mentioned problems occurring in the prior design
can be solved.

SUMMARY OF THE INVENTION

[0008] 1In order to overcome the above-mentioned disad-
vantages, one major objective in accordance with the present
invention is provided for a novel secret communication
method with a self-authentication capability, which involves
with a special secret sharing technology to convert an original
secret message into a predefined number of secret shares and
embed them into a spreadsheet composed of a plurality of
numeric data such that the secret message can be hidden in the
numeric data without being recognized.

Mar. 5, 2015

[0009] Another objective of the present invention is pro-
vided for a novel secret communication method with a self-
authentication capability, which further is capable of recov-
ering the original secret message through merely the
embedded shares and predefined parameters without any
other information or data needed, thereby reducing the com-
plexity, operative time and cost of the method.

[0010] Still another objective of the present invention is
provided for a novel secret communication method with a
self-authentication capability, which utilizes the embedded
secret shares to compute several secret codes in value. By
checking the consistency of the copies in value, the embedded
shares are intact or not can be easily found and thus achieving
the goal of self-authentication capability.

[0011] Inoneaspect, the present invention provides a secret
communication method with a self-authentication capability,
which comprises steps of dividing a secret message into a
plurality of secret segments; converting each of the secret
segments into (k+1) shares, wherein k is a positive integer;
embedding the shares into a media carrier; selecting every k
shares among the (k+1) ones to compute (k+1) copies in
value; and checking if the (k+1) copies in value are the same.

[0012] According to one embodiment of the present inven-
tion, if the (k+1) copies in value are the same, the secret
message 1s shown. Otherwise, at least one mark would be
utilized to replace the secret message while the part of the
secret message which is not falsified can still be correctly
shown.

[0013] In one embodiment, the media carrier where the
secret shares are embedded can be a spreadsheet which com-
prises a plurality of numeric data. And these embedded shares
are randomly embedded into the spreadsheet and substituted
for the numeric data.

[0014] According to one embodiment of the present inven-
tion, a Shamir’s (k, n)-threshold secret sharing scheme is
taken when converting each of the secret segments into secret
shares and the value of n is set to be equal to (k+1).

[0015] Below, the embodiments are described in detail in
cooperation with drawings and equations to make easily
understood the objectives, technical contents, characteristics
and accomplishments of the present invention. Also, these
and other objectives of the present invention will become
obvious to those of ordinary skill in the art after reading the
following detailed description of preferred embodiments.
Therefore, it is to be understood that both the foregoing gen-
eral description and the following detailed description are
exemplary, and are intended to provide further explanation of
the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The accompanying drawings are included to pro-
vide a further understanding of the invention, and are incor-
porated in and constitute a part of this specification.

[0017] The drawings illustrate embodiments of the inven-
tion and, together with the description, serve to explain the
principles of the invention. In the drawings:

[0018] FIG. 1 showsa flow chart ofa secret communication
method with a self-authentication capability in accordance
with one embodiment of the present invention.

[0019] FIG. 2 shows a schematic diagram of a secret com-
munication method with a self-authentication capability in
accordance with one embodiment of the present invention.
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[0020] FIG. 3A shows a schematic diagram of a spread-
sheet which includes grades of student ID 1-14 in accordance
with one embodiment of the present invention.

[0021] FIG. 3B shows a schematic diagram of a spread-
sheet which includes grades of student 1D 287-300 in accor-
dance with one embodiment of the present invention.

[0022] FIG. 4A shows a schematic diagram of the spread-
sheet in FIG. 3A after the secret shares are embedded in
accordance with one embodiment of the present invention.
[0023] FIG. 4B shows a schematic diagram of the spread-
sheet in FIG. 3B after the secret shares are embedded in
accordance with one embodiment of the present invention.
[0024] FIG. 5 shows a schematic diagram of a spreadsheet
including 300 students’ grades when part of the grades are
intentionally falsified in accordance with one embodiment of
the present invention.

[0025] FIG. 6 shows a schematic drawing of the extracted
secret message according to FIG. 5 when part of the grades
are intentionally falsified in accordance with one embodi-
ment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0026] Reference will now be made in detail to the pre-
ferred embodiments of the present invention, and examples of
which are illustrated in the accompanying drawings. Wher-
ever possible, the same reference numbers are used in the
drawings and the description to refer to the same or similar
parts.

[0027] The embodiments described below are illustrated to
demonstrate the technical contents and characteristics of the
present invention and to enable the persons skilled in the art to
understand, make, and use the present invention. However, it
shall be noticed that, it is not intended to limit the scope of the
present invention. Therefore, any equivalent modification or
variation according to the spirit of the present invention is to
be also included within the scope of the present invention.
[0028] Please refer to FIG. 1 for a flow chart of a secret
communication method with a self-authentication capability
in accordance with one embodiment of the present invention.
The secret communication method with a self-authentication
capability of the present invention comprises steps S10, S12,
S14, S16 and S18. In order to specify how the secret commu-
nication method with a self-authentication capability of the
present invention works, please find referring as FIG. 2 at the
same time for further description as set forth below.

[0029] According to step S10, a secret message is initially
taken and divided into a plurality of secret segments. For
example, a secret segment 20 of “0110110101” is shown in
FIG. 2. Then, as shown in step S12, the secret segment 20 is
converted into (k+1) shares 30, and k is a positive integer.
According to the embodiment of the present invention, the
secret segment 20 is converted into (k+1) shares 30 through a
secret sharing technology 22 and the secret sharing technol-
ogy 22 used in the present invention is Shamir’s (k, n)-thresh-
old secret sharing scheme.

[0030] Next, as shown in step S14, these secret shares are
embedded into a media carrier 40 such that in step S16, every
k shares among the (k+1) ones are selected to compute (k+1)
copies 50 in value. At last, as shown in step S18, check if the
(k+1) copies 50 in value are the same. According to the
embodiment of the present invention, if yes, then show the
secret message as shown in step S20. Otherwise, use at least
one mark to replace the secret message as shown in step S22.
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[0031] A much more clear description is now provided
below to explain the present invention. According to the
embodiment of the present invention, assume a secret mes-
sageis “password: 198412217, which includes 18 characters.
Then, these characters are transformed into binary string to
have 18*7=126 bits since each ASCII character is composed
of 7 bits. Then, the 126 bits are divided into 3 segments with
each segment having 42 bits. As such, these 42 bits will be
further divided by 7 pieces, and each piece include 42/7=6
bits. Therefore, the secret message is now divided into the
above-mentioned 3 secret segments, which are: “passwo”
(i.e. the first secret segment), “rd: 19” (i.e. the second secret
segment), and “841221” (i.e. the third secret segment).
[0032] Next, the present invention takes the first secret seg-
ment “passwo” to explain the techniques proposed hereinaf-
ter. By employing the same manners, the second secret seg-
ment “rd: 197 and the third secret segment “841221” can also
be processed properly. For those who skilled in the art, it shall
be obvious and can be easily applied by the same manners.
Therefore, as set forth below, according to the embodiment,
the present invention merely discloses the proposed tech-
niques in detail for the first secret segment “passwo” and
various modifications and variations can be made to the
present invention without departing from the scope or spiritof
the invention. In the beginning, the first secret segment
“passwo” is  converted into a binary  string
110011011110111000 .. . (including 42 bits) and each 6 bits
as a byte from left to right is sequentially taken to form a
plurality of bytes 110011,011110,111000 . . . . As such, the
binary string is equally divided into a plurality of bytes and
each of the plurality of bytes has the same bit length. Next,
convert the plurality of bytes into decimal numerals, i.e.
51(110011),30(011110), 56(111000) . . . to become a plural-
ity of secret codes. Thus, every 7 secret codes form a group
and then will be converted into 8 secret shares through the
Shamir’s (k, n)-threshold secret sharing scheme with n=k+1;
and k=7.

[0033] According to the embodiment of the present inven-
tion, the plurality of secret codes are converted into 8 secret
shares according to Equation (1):

Flx)=(mgrm xampx+ . M xF ), » 48]
[0034] wherein m,, m, . .. m,,, are the secret codes, X, is
adjustable parameter, p is an initial reference value and F(x,)

1s the secret share.
[0035] Therefore, as shown in Equation (2):

Fl:F(xl):(m0+mlxl+m2xl2+- - +m6x16)modp

Fy=F (xz):(m0+mlx2+m2x22+. . +m6‘x26)modp
Fy=F(rg)=(mgtm xytmoxy™ . . +mges), . »
Fy=F(a)=(motm Xt moX, >+ .. +mgx,8) moa
Fs=F(xs)=(motm Xstmxs>+ . . . AMFs") moap
Fg=F| (xﬁ):(m0+mlx6+m2x52+' . +m6x66)modp
Fo=F ) =(motm xempx; "+ .. +mgxs®)0q
Fy=F(g)=(motm Xgtmxs™+ . . . +Mxs®), o 2

[0036] whereinF,, F,, F;, F,, Fs, Fy, Fo, Fq are the 8 secret
shares.

Since these secret shares are expressed by Equation (1) con-
taining a plurality of secret codes, and the Equation (1) is
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divided by an initial reference value p to obtain a remainder,
the initial reference value p must be a prime and be greater
than the secret codes m,, m, . .. m, ;. As mentioned above,
since the first secret segment is converted into 7 secret codes,
which are 51, 30, 56, 45, 60, 11, 23, now it can be computed
by setting m,=51, m,=30, m,=56, m,=45, m,=60, ms=11,
m4=23 and p=101. For x,=1, x,=2, x;=3, x,=4, Xs=5, Xs=6,
X,=7, X=8, the secret shares F |, F,, F5, F,, F5, Fo, F,, Fg can
be computed according to Equation (2) to obtain F =25,
F,=87,...,F=01.

[0037] As mentioned above, since the first secret segment is
converted into 8 secret shares and the second and third secret
segment are applied by the same manners, the original secret
message is now converted to be 8*3=24 secret shares.
According to the embodiment of the present invention, these
24 secret shares will be embedded into a media carrier, i.e. the
spreadsheet comprising 300 students’ grades as shown in
FIG.3A and FIG. 3B, wherein FIG. 3A shows the spreadsheet
300¢ which includes the grades of student ID 1-14, while
FIG. 3B shows the spreadsheet 3005 which includes the
grades of student ID 287-300. Please refer to FIG. 4A and
FIG. 4B for a statistic diagram of the spreadsheet including
300 students’ grades after embedding the secret shares,
wherein the spreadsheet 400a is the result of the spreadsheet
300q after the secret shares are embedded, the spreadsheet
40054 is the result of the spreadsheet 3004 afier the secret
shares are embedded, and the column in grey represents
where a secret share is embedded.

[0038] According to the embodiment of the present inven-
tion, when embedding the secret shares into the spreadsheet,
these shares are randomly embedded to being directly substi-
tuted for the numeric data. Furthermore, it shall be noticed
that the number of data being replaced must not be too many
to affect its original probability distribution. Alternatively, the
data being replaced can be selected to be a less-important part
ofthe numeric data, such as the decimal numbers to maintain
its original probability distribution. As a result, based on the
principle mentioned above, the grade of student ID number 2
will now be replaced from 75 to 25, the grade of student 1D
number 6 will now be replaced from 91 to 87, the grade of
student ID number 8 will now be replaced from 48 to 91, the
grade of student ID number 13 will now be replaced from 70
to 58, the grade of student ID number 288 will now be
replaced from 73 to 2, the grade of student ID number 291 will
now be replaced from 59 to 58, the grade of student 1D
number 297 will now be replaced from 60 to 73, and the grade
of student ID number 299 will now be replaced from 97 to 91
as shown in FIG. 4A and FIG. 4B.

[0039] The process of embedding a secret message into a
spreadsheet has been fully described above. Then, the embed-
ded secret message can be recovered via Equation (3):

(X = X)X = x3)...(x — x) (x=x)(x—x2)
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Fg=91. As such, it is apparent that Equation (2) can be rebuilt
through Eqution (3) and the coefficients m,, m, . . . my of
Equation (2) can be obtained as my=51, m,=30, m,=56,
m;=45, m,=60, m;=11, m;=23. Next, the present invention
converts the decimal numerals of m,, m, . . . m, into binary
values and sequentially cascade the binary values. As a result,
the original first secret segment (110011011110111000) of
“passwo” is thus recovered. Similarly, the second and the
third secret segment can be recovered by the same principle
mentioned above so as to cascade them all together to get the
full secret message.

[0040] According to the embodiment of the present inven-
tion, the process of self-authenticating the recovered secret
message will now be described below. Since in the embodi-
ment, the Shamir’s (k, n)-threshold secret sharing scheme is
taken as a secret sharing technology and n is assigned to be
(k+1) with k=7, n=8, then every k shares among the n shares
can be used to compute C,” copies in value. As such, accord-
ing to the embodiment C,*=8 copies in value, which are taken
to compute the mg, m, . . . mg secret codes, will be selected to
rebuild Equation (2) as described above. Ifthe copies in value,
1.e.mg,m, ...m,secret codes computed each time are equally
the same, then it means the recovered secret message from
Equation (3) is true and so the secret message will be shown
correctly. Otherwise, as Step S22 in FIG. 2, at least one mark
will be used to replace the content of the secret message.

[0041] For example, FIG. 5 shows a diagram of the spread-
sheet 500 including 300 students” grades when part of the
grades are intentionally falsified, wherein the column in grey
represents where the grades are changed. As shown in FIG. 5,
it is obvious that grades of the student ID number 2-10 are
intentionally hacked to become false data. Since the student
ID number 2, 6 and 8 are also to be where the secret shares are
embedded (with referring to F1G. 4A) and the grades thereof
are changed now, the secret message recovered from Equa-
tion (3) will then be shown as the result 60 in FIG. 6 which
comprises at least one mark “*” to replace the falsified part,
while the rest part which are not changed can still be correctly
shown. In this case, the recovered secret message 60 is shown
ag “FFEFEEpd: 108412217, wherein the first secret segment
being hacked is replaced by “*” while the second and the third
secret segment can still be successfully recovered and shown.

[0042] As aresult, to sum up, a new secret communication
method with a self-authentication capability for secret data
hiding in a spreadsheet using the information sharing tech-
nique is proposed. At the sender site, a secret message is
transformed into secret shares by Shamir’s (k, n)-threshold
secret sharing scheme with n=k+1, and the generated (k+1)
shares are embedded into the numeric data in the spreadsheet

L(x=x) 3)

F(xy) + F(xz)

Fl) = SO =) =) (e =)
(X =x) (X = %2)...(X = 1)
o+ Flx)-
(X — X)X —X2)...(% —Xg_1)

wherein X, X,, . . . X, are adjustable parameters and p is the
initial reference value as defined in Equation (2); F(x,), F(x5)
... F(x,) are the k secret shares in value, and F(x), the secret
message can then be recovered. In this case, x,=1,X,=2, X;=3,
X,=4, X5=5, X;=0, X,=1,X,=8, p=101, F,=25,F,=87,.. ., and

(%2 = x1)(%2 = x3)... (%2 — X¢)

mod p

as if they are part of the spreadsheet content. At the receiver
site, every k shares among the (k+1) ones then are extracted
form the stego-spreadsheet to recover (k+1) copies of the
secret, and the consistency of the (k+1) copies in value is
taken to check and to determine whether the embedded shares
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are intact or not. Therefore, a novel type of blind self-authen-
tication of the embedded secret message is achieved by the
present invention.
[0043] Furthermore, by dividing the secret message into a
plurality of segments and applying the same manners as set
forth in the present invention to each segment, the secret
sharing scheme, the integrity and fidelity of the hidden secret
message can thus be verified, thereby achieving a new covert
communication process with the double functions of infor-
mation hiding and self-authentication.
[0044] It will be apparent to those skilled in the art that
various modifications and variations can be made to the
present invention without departing from the scope or spirit of
the invention. In view of the foregoing, it is intended that the
present invention cover modifications and variations of this
invention provided they fall within the scope of the invention
and its equivalent.
What is claimed is:
1. A secret communication method with a self-authentica-
tion capability, comprising:
dividing a secret message into a plurality of secret seg-
ments;
converting each of said secret segments into (k+1) shares,
wherein k is a positive integer;
embedding said shares into a media carrier;
selecting every k shares among said (k+1) shares to com-
pute (k+1) copies in value; and
checking if said (k+1) copies in value are the same.
2. The secret communication method with a self-authenti-
cation capability of claim 1, further comprising:
if said (k+1) copies in value are the same, showing said
secret message.

Fix) =

o+ F()
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3. The secret communication method with a self-authenti-
cation capability of claim 1, further comprising;

if said (k+1) copies in value are not the same, utilizing at

least one mark to replace said secret message.

4. The secret communication method with a self-authenti-
cation capability of claim 1, wherein said media carrier is a
spreadsheet.

5. The secret communication method with a self-authenti-
cation capability of claim 4, wherein said spreadsheet com-
prises a plurality of numeric data.

6. The secret communication method with a self-authenti-
cation capability of claim 5, wherein when embedding said
shares into said media carrier, said shares are randomly
embedded into said spreadsheet and substituted for said
numeric data.

7. The secret communication method with a self-authenti-
cation capability of claim 1, wherein said secret shares are
expressed by simultaneous equations containing a plurality of
secret codes.

8. The secret communication method with a self-authenti-
cation capability of claim 7, wherein said secret codes are said
(k+1) copies in value.

9. The secret communication method with a self-authenti-
cation capability of claim 7, wherein each equation of said
simultaneous equations is divided by an initial reference
value to obtain a remainder.

10. The secret communication method with a self-authen-
tication capability of claim 9, wherein said initial reference
value is a prime and said initial reference value is greater than
said secret codes.

11. The secret communication method with a self-authen-
tication capability of claim 10, wherein said secret message is
recovered via an equation of

+ Fi) (X =x)(x = x)...(x —x)
G~ — )0 — 1)

x-x)x-x3)...x-x)
(X1 = x)(xp = X3)-.. (X1 — X )
(¥ —x)(x = x2)...(x = Xg-1)
(=21 (0 —2x2)... (% —Xe-1) od p

wherein X, X, . . . X, are adjustable parameters, p is said
initial reference value, F(x,), F(x,) . . . F(x,) are said k
shares in value, and F(x) is said secret message.
12. The secret communication method with a self-authen-
tication capability of claim 7, wherein said simultaneous
equations are expressed as:

Floa)=(mgtmxamx+ .. +my 5,00,

wherein m,, m, .. .m,_ aresaid secret codes, x; is adjust-
able parameter, p is an initial reference value and F(x,) is
said secret share.

13. The secret communication method with a self-authen-
tication capability of claim 12, wherein said initial reference
value is a prime and said initial reference value is greater than
said secret codes.

14. The secret communication method with a self-authen-
tication capability of claim 1, wherein each of said secret
segments are converted into (k+1) shares through a secret
sharing technology.

15. The secret communication method with a self-authen-
tication capability of claim 13,

wherein said secret sharing technology is Shamir’s (k,

n)-threshold secret sharing scheme.
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