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This paper proposeswireless LAN (WLAN)-based GPRS Support Node (WGSN), as a solution for
integrating Third Generation (3G) and WLAN services. We show that the 3G mechanisms can be
re-used for WLAN user authentication and network access without introducing new procedures
and without modifying the existing 3G network components. We describe the WGSN features and
show how they are designed and implemented. To reduce the power consumption and computation
complexity of amobilestation (MS), the WGSN applications may not be activated in the M Siif they
arenot used. For an M S-terminated application, apush mechanismisimplemented in WGSN, which
automatically activatesthe application at the MSside. An analytic model is proposed to investigate
the requirements on the WGSN transmission delay of the push operation. A WGSN prototype
has been implemented in the Industrial Technology Research Institute and National Chiao-Tung
University Joint Research Center.
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1. INTRODUCTION

The 3rd Generation Partnership Project (3GPP) Technical
Report 22.934 [1] conducted a feasibility study on the
Third Generation (3G) system and wireless LAN (WLAN)
interworking that extends 3G services to the WLAN
environment. In this interworking, WLAN serves as an
access technology to the 3G system, which scales up the
coverage of 3G services. Six scenarios were proposed for
incremental development of 3G and WLAN interworking.
Each scenario enhancesinterworking functionalities over the
previous scenarios as shown in Table 1. The service and
operational capabilities of each scenario are described as
follows.

Scenario 1 provides common hilling and customer care for
both WLAN and 3G mobile operators. That is, a customer
receives single monthly billing statements combining both
3Gand WLAN services. Thecustomer also consultsthesame
customer care center about the problems for both services.

Scenario 2 re-uses 3G access control and charging
mechanismsfor WLAN services. The WLAN customersare
authenticated by the 3G core network without introducing
a separate procedure. In addition, the roaming mechanism
between the 3G system and WLAN is supported. In this
scenario, users can access traditional Internet services but
cannot access 3G services (such as circuit-switched (CS)
voice and GPRS data services) through WLAN.

Scenario 3 allows a customer to access 3G packet-switched
(PS) services over WLAN. The PS services include short
message service (SMS) [2], multimedia message service
(MMS) [3] and IP multimedia subsystem service (IMS) [4].
Customers equipped with bothaWLAN card and 3G module

can simultaneously but independently accessWLAN and 3G
networks.

Scenario 4 allows a customer to change access between 3G
and WLAN networks during a service session. The system
is responsible for re-establishing the session without user
involvement. Serviceinterruption during system switchingis
allowed inthisscenario. Quality of service (QoS) isacritical
issue for service continuity. Since 3G and WLAN networks
have different capabilities and characteristics, the user would
gain different QoS grades in different networks. Therefore,
QoS adaptation is required during system switching.

Scenario 5 provides seamless service switching (i.e. hand-
over) between the 3G system and WLAN. Techniques must
be developed to minimize data lost rate and delay time
during switching so that the customer would not experience
significant interruption during handover.

Scenario 6 supports 3G CS services in the WLAN
environment. The seamless continuity feature described in
Scenario 5 is aso required to support CS services when
customers roam between different networks.

Our survey with several mobile service providers indicates
that the Scenario 3 features are essential for commercial
operation of 3G/WLAN interworking in the first stage
deployment. Depending on the business strategies, the
Scenario 4 features may or may not be deployed in the long-
term commercial operation. Scenarios 5 and 6 are typically
ignored because the benefits of the extra features might
not justify the deployment costs. This paper proposes
a Universal Mobile Telecommunications System (UMTS)
[5] and WLAN interworking solution called WLAN-based
GPRS Support Node (WGSN). The features of WGSN are
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TABLE 1. Interworking scenarios and service capabilities.

Service capabilities Scenariol  Scenario2  Scenario 3  Scenario4  Scenario5  Scenario 6
Common billing v \% \ \% \ \%
Common customer care \% \% \% \% \ \%
3G-based access control \% \ \% v \%
3G-based access charging \% \ \% \ \%
Access to 3G PS services \% \% v \%
Service continuity \% \ \%
Seamless service continuity \ \%
Access to 3G CS services \%
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FIGURE 1. WGSN architecture (dashed lines: signaling; solid lines: data and signaling).

described in Section 2. The design and implementation of
WGSN components are el aborated in Section 3. The WGSN
authentication and network access procedures are given in
Section 4. The WGSN push mechanism is analyzed in
Section 5. Our approach has similar development goals to
the approaches described in [6, 7]. However, we focus more
on providing session initiation protocol (SIP) applications
(i.e. SIP Application Level Gateway (ALG) and the SIP push
mechanism) in the WGSN system.

2. THE WGSN APPROACH

This section describes the architecture and the features of the
WGSN. WGSN interworks UMTS with WLAN to support
Scenario 3 features described in Section 1.

2.1. WGSN network architecture

Figure 1 illustrates the inter-connection between a UMTS
network and aWLAN network through WGSN. The UMTS
network (Figure 1, label 1) provides 3G PS services.
The WLAN network (Figure 1, label 2) provides access to
the Internet. The customers are allowed to roam between the

two networks aslong asthe Mobile Station (M S) is equipped
with both a 3G module and aWLAN card.

The UMTS network includes two sub-networks. The
UMTSTerrestrial Radio AccessNetwork (UTRAN; Figurel,
label 3) consists of Radio Network Controllers (RNCs)
and Node Bs (i.e. base stations). The radio interface
between a Node B and an MS is based on WCDMA radio
technology [8]. The UMTS core network (i.e. GPRS
network; Figure 1, label 4) consists of Serving GPRS
Support Node (SGSN) and Gateway GPRS Support Node
(GGSN), which provide mobility management and session
management services to mobile users. An SGSN connects
to the UTRAN by Asynchronous Transfer Mode (ATM)
links, and communicates with the GGSN through an IP-
based backbone network. The GGSN connects to the
external Packet DataNetwork (PDN) by an |P-basedinterface
Gi. Both SGSN and GGSN communicate with the Home
Location Register (HLR) through the Gr and Gc interfaces,
respectively. These two interfaces are based on the Mobile
Application Part (MAP) [9]. The HLR is the master
database containing all user-related subscription and location
information.
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The WLAN radio network includes 802.11-based access
points (APs) that provide radio access for the MSs. The
WGSN acts as a gateway between the PDN and the WLAN
node, which obtains the IP address for an MS from a
Dynamic Host Configuration Protocol (DHCP) [10] server
and routes the packets between the MS and the external
PDN. The WGSN node communicates with the HLR to
support GPRS/UM TS mobility management following 3GPP
Technical Specification 23.060 [11]. Therefore, the WLAN
authentication and network access procedures are exactly the
same as that for GPRS/UMTS.

The WGSN node integrates both SGSN and GGSN
functionalities. Like an SGSN, the WGSN communicates
with the HLR through the Gr interface. On the other hand,
like a GGSN, the WGSN communicates with the external
PDN viathe Gi interface. Therefore, for other GPRSIUMTS
networks, the WGSN node and the corresponding WLAN
network are considered as a separate GPRS network. The
WGSN node can be plugged in any 3G core network without
modifying the existing 3G nodes. To integrate the billing
system for both UMTS and WLAN, WGSN communicates
with the Charging Gateway using the same UMTS protocols
(the GPRS Tunneling Protocol (GTP) implemented in the
Gainterface [11] or by FTP).

To access the WGSN services, the MS must be either a
3G-WLAN dua mode handset or a laptop/Personal Data
Assistant (PDA) that isequipped with bothaWLAN Network
Interface Card (NIC) and a 3G module.

2.2. WGSN features

Based on the seven interworking aspects listed in 3GPP
Technical Specification 22.934 [1], we describe the features
implemented in WGSN [12].

Service aspects:.  WGSN provides general Internet access
and Voice over IP (VolP) services based on SIP [13].
Since a Network Address Tranglator (NAT) is built in the
WGSN node, the VolP voice packets delivered by the
Real Time Transport Protocol (RTP) connection [14] cannot
pass through the WGSN node. This issue is resolved by
implementing a SIP ALG [15] in the WGSN node, which
interprets SIP messages and modifies the source | P address
and port contained in these SIP messages.

In UMTS, an MS must activate the Packet Data Protocol
(PDP) [11] context for Vol P service before a caller from the
external PDN can initiate a phone call to this MS. Also,
for both UMTS and WLAN, a SIP User Agent (UA) must
be activated in an MS before it can receive any incoming
VoIP call. Therefore, a SIP-based Push Center (SPC) is
implemented in the WGSN node to provide M S-terminated
SIP services. The SPC is implemented on an SMS
based IP service platform caled iSMS [16], where none
of the UMTS/GPRS components is modified. SPC aso
provides a push mechanism through WLAN for a WGSN
user who does not bring up the SIP UA. Therefore, the
SIP terminated services (e.g. incoming VolP calls) can be
supported in WGSN.

Accesscontrol aspects:  WGSN utilizesthestandard UMTS
access control for users to access WLAN services. Our
mechanism re-uses the existing UMTS Subscriber Identity
Module (SIM) card and the subscriber data records in the
HLR. Therefore, the WGSN customersdo not need aseparate
WLAN access procedure, and the maintenance for customer
information is simplified. User profiles for both UMTS and
WLAN are combined in the same database (i.e. the HLR).

Security aspects:  WGSN utilizes the existing UMTS
authentication mechanism [17], i.e. the WLAN authentica-
tion is performed through the interaction between an MS
(using 3G SIM card) and the 3G Authentication Center.
Therefore, WGSN is as secure as existing 3G networks. We
do not attempt to address the WLAN encryption issue [18].
It iswell known that WLAN based on IEEE 802.11b is not
secure. For a determined attack, Wired Equivalent Privacy
(WEP) isnot safe, which only makesaWLAN network more
difficult for an attacker to intrude. The IEEE 802.11 Task
Group | is investigating the current 802.11 Media Access
Control Address (MAC) security. WGSN will follow the
resulting solution.

Roaming aspects: WGSN provides roaming between
UMTS and WLAN. We utilize the standard UM TS mobility
management mechanism without introducing any new
roaming procedures.

Terminal aspects: A termina for accessing WGSN is
installed with a Universal 1C Card (UICC) reader (a smart
card reader implemented as a standard device on the
Microsoft Windows platform). The UICC reader interacts
with the UMTS SIM card (i.e. the UICC containing the
SIM application) to obtain authentication information for the
WGSN attach procedure.

Naming and addressing aspects:  WGSN user identification
is based on the Network Access Identification (NAI) format
[19] following the 3GPP recommendation. Specifically, the
International Mobile Subscriber Identity (IMSI) is used as
WGSN user identification.

Charging and hilling aspects:. WGSN acts as a router,
which can monitor and control al traffic for the MSs.
The WGSN node provides both offline charging and online
charging (for pre-paid services) based on the Call Detail
Records (CDRs) delivered to the charging gateway.

Besides the seven aspects listed above, WGSN aso
provides automatic WLAN network configuration recovery.
A WGSN MS can be a notebook, which is used at home or
office with different network configurations. The network
configuration information includes IP address, subnet mask,
default gateway, WLAN Service Set Identifier (SSID) etc.
When the MS enters the WGSN service area, its network
configuration is automatically reset to the WGSN WLAN
configuration if the MS is successfully authenticated. The
original network configuration is automatically recovered
when the MS detaches from the WGSN. This WGSN
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FIGURE 2. WGSN protocol stack. (8) WGSN control plane. (b) WGSN user plane.

functionality is especially useful for those users who are
unfamiliar with network configuration setup.

3. IMPLEMENTATION OF WGSN

This section describes the implementation of WGSN. We
firstintroduce the protocol stack anong MS, AP, WGSN and
HLR. Then we elaborate on the WGSN components for the
WGSN network node and the MS. Figure 2 illustrates the
WGSN protocol stack. In the current implementation,
thelower-layer protocol betweenthe M Sandthe WGSN node
is |P over 802.11 radio (through WLAN AP). In the control
plane, standard GPRS M obility Management (GMM) defined
in 3GPP Technica Specification 23.060 [11] isimplemented
on top of TCP/IP between the MS and the WGSN node.
The standard UMTS Gr interface is implemented between
the WGSN node and the HLR through Signaling System
Number 7 (SS7)-based MAP protocol [18]. The layers
of the SS7 protocol include Message Transfer Part (MTP),
Signaling Connection Control Part (SCCP) and Transaction
Capabilities Application Part (TCAP). Details of SS7 can
be found in [18]. The WGSN node communicates with
the charging gateway through the IP-based GTP' protocol
which is not shown in Figure 2. In future, the TCP/IP
layers in the control plan will be replaced by Extensible
Authentication Protocol/EAP Over LAN (EAP/EAPOL)
[20, 21]. EAP/EAPOL operates over the 802.11 MAC layer,
which allows authentication of an MS before it is assigned
an IP address. Therefore, the IP resource of the WGSN
system can be managed with better security. Also, between
the WGSN node and the HL R, the lower-layer SS7 protocols
(i.e. MTP and SCCP) will be replaced by IP-based Stream

Control Transmission Protocol (SCTP) [22] to support all-1P
architecture.

The WGSN user plane follows the standard | P approach,
i.e. the M S and the WGSN node interact through the I nternet
protocol. The MS communicateswith the CN in the external
PDN using the transport layer over IP. In the user plane,
the WGSN node serves as a gateway between the WLAN
network and the external PDN.

The WGSN MS must be either a 3G-WLAN dual mode
handset or a laptop/PDA that is equipped with both WLAN
NIC and a 3G module. The UICC reader (which can be
contained in the 3G module or a separate smart card reader)
communicates with the standard SIM card to obtain the
authentication information required in both the 3G network
and WLAN. In the current WGSN implementation, we
use the GPRS module instead of the 3G module because
the 3G service is not available in Taiwan at the time of
writing this paper. The WGSN UICC reader isimplemented
as a standard device on the Microsoft Windows platform.
The WGSN software modules are implemented on the
Windows 2000 and XP OS platforms for notebooks and
WInCE for PDAs. A WGSN client is implemented to
carry out tasks in the control plane. Several SIP user
agentsareimplemented for Sl P-based applicationsinthe user
plane. The modules for the WGSN client are described as
follows.

SM module(Figure3, label 1): AsinUMTS, aWGSN user
is authenticated using the UMTS SIM card (or GPRS SIM
cardinthe current implementation) beforethe user can access
the WLAN network. Through the UICC smart card reader,
the SIM module retrieves the SIM information (including
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FIGURE 3. The MS architecture.

IMSI, SRES and Kc) [17] and forwards the information to
the GMM module.

GMM module (Figure 3, label 2): Based on the SIM
information obtained from the SIM module, the GMM
module communicates with the WGSN node to perform MS
attach and detach. The authentication action is included in
the attach and detach procedures.

NIC module(Figure3,label 3):  Thenetwork configurations
of different WLANs may be different. With the Operating
System (OS) support, the NIC module dynamicaly sets
up appropriate network configurations when a WGSN user
moves across different WLAN networks. WGSN utilizes
DHCP for IP address management. The WGSN MS must
obtain a legal 1P address and the corresponding network
configuration through the DHCP lease request. On the
other hand, when the MS terminates a WGSN connection,
it should send the IP release message to the WGSN
node, and the IP address is reclaimed for the next WGSN
user. The NIC module then recovers the original network
configurationfor theMS. If theM Sisabnormally terminated,
the NIC module cannot immediately recover the network
configuration. Instead, the NIC module offers aWindow OS
program called WGSN service. When the MSis re-started,
this service will check if the network configuration has been
recovered. If not, the configuration previously recorded by
the NIC moduleis used.

User interface (Figure 3, label 4): A user interacts
with the WGSN system through the MS user interface.
As illustrated in Figure 4, the user types the Global
System for Mobile communications (GSM)/General Packet
Radio Service (GPRS) PIN number to initiate the WGSN
connection. Like the usage of a GPRS handset, the pin
number can bedisabled. Based onthereceived command, the
corresponding modulesareinstructed to carry out thedesired
tasks. During a WGSN session, the user interface indicates

WG

FIGURE 4. The WGSN user interface.

the status of the execution and displays the elapsed time of
the WGSN connection.

On the network side, the WGSN node is implemented
on the Advantech Industrial Computer platform S-1SXTV-
141-W3. The black boxes in Figure 5 illustrate the WGSN
communication modules, which include

e A SS7 module for communications with the HLR
(through the SS7 network). In this module, the MTP,
SCCP and TCAP layers (see Figure 2a) are based on
Connect7 2.4.0-Betaversion software devel oped by SS8
Networks Cooperation.

e Aninterna Ethernet module for communications with
the WLAN APs.

e An external Ethernet module for communications with
the external PDN.

e A GPRS module for communications with the MS
(through the GPRS network).

The software architecture of the WGSN nodeincludesfour
major components:

Authentication center (Figure5, label 1) consistsof the GMM
and the Gr handlers. Through the internal Ethernet module,
the GMM handler receives the GMM messages from the
WGSN MS, and dispatches the corresponding tasks to the
other WGSN modules (the details are described in Steps
4 and 8 under the attach procedure in Section 4). The Gr
handler implements the standard MAP service primitives
for the Gr interface [11]. Through the SS7 module, the
Gr handler interacts with the HLR for MS network access
and authentication. Specifically, it obtains an array of
authentication vectors (including a random number Rand,
a signed result SRES and an encryption key Kc) from the
GPRS authentication center (which may or may not be
co-located with the HLR). The size of the authentication
array can be dynamically adjusted (see [17] for the details).
Each time the WGSN MS requests for authentication, the
Gr handler uses an authentication vector to carry out the
task as specified in 3GPP Technical Specification 33.102
[23]. Furthermore, when an MS detaches, the Gr handler
should inform the HLR to update the MS status. The
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current WGSN version has implemented two MAP service
primitives. the MAP_SEND_AUTHENTICATION_INFO
and MAP_PURGE_MS services. These primitives are
implemented on MAP version 1.4 software developed by
Trillium Digital Systems Inc.

Network controller (Figure5, label 2) providesthe following
functions for Internet access:

e |IP address management: A DHCP server is imple-
mented in the WGSN node to distribute private IP
addresses to the MSs. A NAT server performs address
trangdation when the IP packets are delivered between
the private (WLAN) and the public (external PDN) IP
address spaces.

e Internet access control: The WGSN node only alows
the authenticated users to access Internet services.
Unauthorized packetswill befiltered out by thefirewall.

e SP application support: To support SIP-based
applications under the NAT environment, the WGSN
node implements a SIP ALG that modifies the content
of SIP packets so that these packets can be delivered to
the WGSN M Ss through the WGSN node.

Operation, administration and maintenance (OA&M; see
Figure 5, label 3) controls and monitors individual WGSN
user traffics. WGSN utilizes Simple Network Monitoring
Protocol (SNMP) as the network management protocol.
With Management Information Base (MIB), every managed
network element is represented by an object with an identity
and several attributes. An SNMP agent is implemented in
the WGSN node, which interacts with the managed network
element through SNMP. For example, the traffic statistics
of an AP can be accessed by the OA&M (through the
corresponding MIB object) and displayed in a web page
using Multi Router Traffic Grapher (MRTG 2.9.22) [24].
The SNMP agent can aso detach an MS through the MIB
object of the MS. A log handler is implemented in the
OA&M to record all events occurring in the WGSN node. A
billing handler generates CDRs, which communicates with
thebilling gateway throughthe GTP protocol or File Transfer
Protocol (FTP).

S P-based Push Center (SPC; see Figure 5, label 4) provides
a push mechanism for GPRS networks that support private
IP addresses. Since GPRS significantly consumes the MS
power, a mobile user typically turns on GSM but turns off
GPRS unless he/she wants to originate a GPRS session.
In this case, services cannot be pushed to the users from
the network side. For an MS that is GSM attached but
GPRS detached, the SPC can push a SIP request to the
MS through an SMS application server called iSMS AS
[16]. Details of this GPRS push mechanism can be found
in [25], which will not be discussed in this paper. SPC also
provides a push mechanism through WLAN for a WGSN
user who does not bring up the SIP UA. Therefore, the
SIP-terminated services (e.g. incoming VolP calls) can be
supported in WGSN. We will elaborate more on SPC in
Section 5.

4. ATTACH AND DETACH

In WGSN attach and detach procedures, the message flows
between the WGSN node and the HLR are the same as that
for the SGSN and the HLR in UMTS. The message flows
between the MS and the WGSN node are specific to the
WGSN network, which are not found in UMTS.

The attach procedure is illustrated in Figure 6, which
consists of the following steps:

Step 1: When the WGSN user brings up the MS user inter-
face, the SIM module isinvoked to configure the smart
card reader and (optionally) requests the user to input
the PIN number. The card reader authenticates the
user through the PIN number just like a GPRS mobile
phone.

Step 2: The MS NIC module is invoked to store the current
WLAN network configuration. To obtain the network
configuration of WGSN, M S broadcasts a DHCP DIS-
COVER message on its subnet and looks for a DHCP
server. The DHCP server in the WGSN node replies
MS a DHCP OFFER message which includes an avail-
able IP address. Then, MS sends a DHCP REQUEST

THE COMPUTER JOURNAL,

Vol. 47, No.4, 2004




WLAN-BASED GPRS SUPPORT NODE WITH PUSH MECHANISM 411
MS WGSN Node HLR
Authentication Center Network Controller OA&M
User GMM SIM NIC GMM Gr NAT/ DHCP Log
Interface Module Module Module Hangdler Handler Firewall Server Handler
1.1 Smart Card Reader CrmgLumﬁon Request
per Request
IN)
: guration Respanse
2.1 Network Configuration Request
2.2|DHCP DISCONVER 1
2.3|{DHCP OFFER(IP) .
2.4|DHCP REQUEST (IP) .
2.5 DHCP Lease IP (IP, MAC)
2.6 DHCP Legase IP| ACK.
" 2.7IDHCP ACK(P) )
. 2.8 Network Configuration Response
3.1 Attach Rgquest
3.2 IMSI Reghest
&-3 IMSI_Response (IMSI)
3.4 GMM Attach Request (INIST) 2
4.1 LLog : MS Attach Request i
o 4.2 Ilog : MS Attach Request ACK] i
4.3 Authenticgtion Info Request(IMST)
L.l MAP_SEND AUTHENTICATION INFD Request (IMBI)
5.2 MAP_SEND_AUTHENTICATION_INFO Respons¢ (Rand SRES Kc)
6.1 : SS7 Alarm Al
B 6.2 :ji : SS7 Alarm| ACK
6.3 Authentication Info Respanse(Rand, SRES,K¢)
Ciphring Request(Rand)
| 72 GSM_Alg Request(Rangl)
7.3 GSM_Alg Response(SRES |
7.4 GMM Aujthentication and Ci Sponse (SRES )
8.1 Attach IF Request(IP) 1
8.2 Attach IF Response
I 8.3 Ldg : GMM Attath Success (IP,IMSI) )
8.4 ﬁ + GMM Attagh Success ACK
_ 9.1 GMM Aftach Accept
9.2 Attach Rﬁs‘ponse

FIGURE 6. Message flow for the attach procedure.

message to DHCP server and asks for the usage of
the available 1P address contained in DHCP OFFER
message. If the DHCP server accepts the request, it
reports the IP lease event to the log handler and sends
MS aDHCP ACK message with network configuration
parameters. Finaly, the MS NIC module sets up the
new network configuration.

Step 3: The MS GMM module is invoked to perform the

attach operation. The GMM module first obtains the
IMSI from the SIM module. Then it sends the GMM
Attach Request (with the parameter IMSI) to the
WGSN node.

Step 4: When the GMM handler of the WGSN node receives

the attach request, it reportsthis event to thelog handler,
and sendsthe A uthentication Information Request to the
Gr handler.

Step 5. The Gr

handler sends the MAP_SEND_
AUTHENTICATION_INFO Request (with the
argument IMSI) to the HLR. The HLR returns the
authentication vector (Rand, SRES, Kc) through
the MAP_SEND_AUTHENTICATION_INFO Re-

sponse message.

Step 6: The WGSN Gr handler issues the SS7 Alarm mes-

sage to the log handler, and the event islogged. The Gr
handler returns the authentication vector to the GMM
handler.

Step 7: The GMM handler sends the GMM Authentication

and Ciphering Request (with the parameter Rand) to
the GMM module of the MS. The GMM modul e passes
the random number Rand to the SIM module, and the
SIM modul e computes the signed result SRES* and the
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5.3 DHCP Rglease IP|(IP)
.4 DHCP Release IP|ACK
5.5 Recover NIC Conﬁgurarion Respanse

FIGURE 7. Message flow for the MS-initiated detach procedure.

encryption key Kc based on the received Rand and the
authentication key Ki stored in the SIM card. These
results are returned to the GMM module. The GMM
module returns the computed SRES* to the GMM
handler of the WGSN node using the GMM Authenti-
cation and Ciphering Response (with the parameter
SRES*). The GMM handler compares SRES with
SRES*. If they match, the authentication is successful.

Step 8: The GMM handler sends the Attach | P request to the
firewall, which will allow the packets of this IP address
to pass the WGSN node. Then the GMM handler
reports to the log handler that the attach is successful
(with the corresponding IMSI and IP address).

Step 9: The GMM handler sends the GMM Attach Accept
message to the GMM module of the M S, and the GMM
module passes the Attach Response message to the
user interface. At this point, the attach procedure is
compl eted.

The WGSN connection can be detached by the MS or by
the network (the WGSN OA&M). The message flow for MS
initiated detach is illustrated in Figure 7, and the steps are
described as follows.

Step 1: When the user presses the detach button in the user
interface, the GMM module is invoked to send the
GMM Mobile Originated Detach Request to the

GMM handler of the WGSN node. The GMM handler
reports this detach event to the log handler.

Step 2: The GMM handler sends the Detach 1P Request
to the firewall. From now on, the packets of this IP
address will befiltered out by thefirewall of the WGSN
node.

Step 3: The GMM handler invokesthe Gr handler to send the
MAP_PURGE_MS Request (with the parameters
IMSI and the SSN address of the WGSN node) to the
HLR. The HLR updates the MS status in the database
and replies the MAP_PURGE_MS Response to the
Gr handler. The Gr handler reports this event to the log
handler.

Step 4: Through GMM Mobile Originated Detach Re-
sponse, the GMM handler informs the MS GMM
modul e that the detach operation is complete.

Step 5: The MS NIC module is instructed to recover the
origina network configuration. It sends the DHCP
RELEASE message to the DHCP server in the WGSN
node. The DHCP server reclaims the IP address and
reports this event to the log handler. The NIC module
then recoversthe original network configuration (which
was saved in Step 2 of the attach procedure).

The message flow for the network-initiated detach procedure
issimilar to that illustrated in Figure 7, and the detail s can be
foundin[12].
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@ cal arriva

FIGURE 8. The FSM state transition diagram for the SPC status
record.

5. PERFORMANCE OF THE WGSN PUSH
MECHANISM

To reduce the power consumption and computation
complexity of a WGSN MS, most WGSN applications are
not activated at the M S until the user actually accessesthem.
Thisapproach doesnot support ‘ always-on’ or M Sterminated
services such asincoming Vol P calls. To address this issue,
WGSN implements a push mechanism called SPC. Suppose
that aSIP Vol Pcaller intheexternal PDN issuesacall request
to a WGSN user, which is first sent to the WGSN node.
The WGSN node checks if the SIP UA of the called MS
is activated. If so, the request is directly forwarded to the
caled MS. If not, the WGSN node sends a message to the
M S to activate the corresponding SIP UA. After the SIP UA
isbrought up, thecall request fromthecaller isthen delivered
to the SIP UA following the standard SIP protocol. We note
that the VoI P call model istypically handled by the SIP UAs
or a call server (or softswitch) that controls the call setup
process and indicates whether the called party isbusy or idle
[26]. The WGSN SPC is only responsible for pushing the
SIPrequeststo the M Sswhere the SIP UAs are not activated.
For every SIP UA (an MS may have several SIP UAs for
different applications), a status record is maintained in the
SPC. A four-state Finite State Machine (FSM) is associated
with the record. These states are

State 0: The SPC has not initiated the activation process.

State 1: The SPC has initiated the activation process, and
oneincoming call iswaiting for setup.

State 2: The SPC has initiated the activation process. No
incoming call iswaiting for setup.
State 3: The SIP UA is active.

The incoming call waiting for setup at State 1 is referred to
asthe outstanding call. Thereisat most one outstanding call
during the SIP UA activation process. The state transition
diagram for the FSM of a status record is illustrated in
Figure 8 and the details are given below:

Transition 1: Anincoming call request arrivesat State0. The
SPC sends a message to activate the SIP UA. The SPC
setsatimer T1 and changesthe stateto *1'.

Transition 2: The timer T1 expires at State 1. The SPC
drops the current outstanding call request by sending
a timeout message to the caller. The state changes
to'2'.

Transition 3: An incoming call arrives at State 1. The SPC
dropsthiscall request (because the called MSisalready
engaged in an outgoing call setup). The state remains
in‘1.

Transition 4: An incoming call request arrives at State 2.
This call becomes the outstanding call. The SPC sets
the timer T1 and changes the stateto ‘1'.

Transition 5: When the SPC receives the activation com-
plete message from the called MS at State 1, the SPC
forwards the outstanding call request to the SIP UA of
the called M S following the standard SIP protocol. The
stateischangedto ‘3.

Transition 6: When the SPC receives the activation com-
plete message from the called MS at State 2, the SPC
changesthe stateto *3'.

Transition 7: When the SPC receives acall request at State 3,
it directly forwardsthe call request to the SIP UA of the
called MSfollowing the standard SIP protocol.

It isclear that for every SIP UA, the FSM eventually moves
to State 3. There is exactly one outstanding call at State 1,
and there is no outstanding call a State 2. During the state
transition, an incoming call is ‘lost’ if either Transition 2
or 3 occurs. Consider the timing diagram in Figure 9.
Suppose that the first outstanding call arrives at the SPC
at time 791 when the FSM is at State 0 (Figure 9, label
1). At time t, the SPC received the activation complete
message from the called MS (which indicates that the
SIP UA has been activated; see Figure 9, label 7). The
ith outstanding call arrives at the SPC at time tp; (see
Figure 9, label 4), which means that the previous i — 1
outstanding calls were timed out and lost). Several periods
are defined:

(i) The T1 timer for the ith outstanding call expires at
71,; (Figure 9, labels 2, 3 and 5). The timeout period
ist1; = 71,; — 70,1, which has the density function
ftlj B =pn e,

(ii) The incoming cal arrivals are a Poisson process
with rate A. Therefore the inter call arrival times
are exponentially distributed with mean 1/A. The
ith outstanding call is timed out at time r1;, and
the i + 1st outstanding call arrives at time ;11
(Figure 9, label 6). From the residual life theorem
[27] and the memoryless property of the exponential

distribution, the period r2; = 70,41 — t1; has
the exponential distribution with the density function
ftz,i () = re M,

(iii) The SIP UA activation timeisf; 1 = v — 10,1, which
has the density function fi;,(r) = ye?’. The
activation time ‘seen’ by the ith outstanding call is
13, = T—10,;. Thedensity functionof r3; isderivedas
follows. Wefirst observethat 131 = 11,1+ t2,1 + 13.2.
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FIGURE 9. Thetiming diagram | (adot ‘-’ represents dropping of an incoming call immediately after it arrives at the SPC).
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Since 13;-1 = t1;-1 + 12;-1 + t3;, the density
function f,,(¢) can be iteratively derived from (1),
and the resulting expression is

I 7S
Jisi (1) = [(k +y)(n + J/)i| Ve @

Note that t1;, t2; and 131 are assumed to be
exponentially distributed, which provide mean value

analysis [28] for quick and primary investigation on
the SPC performance. The SPC may exercise fixed
timeout period for 71. From our previous study of
mobility management [17], the performance of fixed
timeout period is similar to the exponential periods.
Furthermore, exponential timeout periods provide
randomness (just like the exponential backoffs
of re-transmission protocols), which avoids traffic
congestion at the SPC.

In Figure 9, the bullets in the periods #1; represent
the incoming cal losses due to Transition 3. The
bullets at 71; represent the outstanding call drops due to
Transition 2.

Based on the above description, Appendix A derives
the expected number E[N] of lost calls during a SIP UA
activation process, which is expressed as

A+ 4w

E[N] = ©)

THE COMPUTER JOURNAL,

Vol. 47, No.4, 2004




WLAN-BASED GPRS SUPPORT NODE WITH PUSH MECHANISM 415

Based on (3), Figure 10 plots E[N] against p and A.
Figure 10a indicates that when u < y/8, increasing the
timeout period for 71 only insignificantly reducesthe E[N]
value. Therefore, if the expected SIP UA activation delay
is1s, then it is appropriate to set the 71 timeout period as
8 or 16 s. Figure 10b indicates that E[N] is insignificantly
affected by the incoming call arrival rate A when A < y/32.
Inother words, itisappropriateto select any E[13 ;] valueless
than E[r2,;]1/128. For example, if a WGSN user receives an
incoming call for every 20 min, then good E[N ] performance
is expected if the elapsed time for SIP UA activation is less
than 19 s.

6. CONCLUSION

This paper proposed WGSN as a solution for integrating
3G and WLAN services. We described how the 3G
mechanisms are re-used for WLAN user authentication and
network access without introducing new procedures and
without modifying the existing 3G network components.
We described the WGSN features and showed how they
are designed and implemented. Then we focused on the
WGSN push mechanism. We proposed an analytic model to
investigate the restrictions on WGSN transmission delay so
that the system can accommodate most Sl P-based terminated
cals (i.e. the incoming calls) to a WGSN user during the
SIP UA activation process. A WGSN prototype has been
implemented in the Industrial Technology Research Institute
and National Chiao Tung University Joint Research Center.

ACKNOWLEDGEMENTS

This work was sponsored in part by the MOE Program
for Promoting Academic Excellence of Universities under
grant number 89-E-FA04-1-4, Chair Professorship of
Providence University, IISYAcademia Sinica, CCL/ITRI,
National Telecommunication Development Program, theLee
and MTI Center for Networking Research/NCTU.

REFERENCES

[1] 3GPPTR 22.934, v6.0.0 (2002) Services and System Aspects;
Feasibility Sudy on 3GPP System to Wireless Local Area
Network (WLAN) Interworking. 3rd Generation Partnership
Project.

[2] 3GPPTS23.040, v5.5.1(2002) Technical Specification Group
Terminals, Technical Realization of Short Message Service
(SMS). 3rd Generation Partnership Project.

[3] 3GPPTS22.140, v5.4.0 (2002) Technical Specification Group
Services and System Aspects, Multimedia Messaging Service
(MMS); Sage 1. 3rd Generation Partnership Project.

[4] 3GPPTS22.228, v5.6.0 (2002) Technical Specification Group
Services and System Aspects; Service Requirements for the
Internet Protocol (IP) Multimedia Core Network Subsystem;
Sage 1. 3rd Generation Partnership Project.

[5] Lin,Y.-B., Haung, Y.-R., Pang, A.-C. and Chlamtac, |. (2002)
All-IP approach for UMTS third generation mobile networks.
IEEE Network, 16(5), 8-19.

[6] Haverinen, H., Mikkonen, J., and Tekamaki, T. (2002) Cellular
access control and charging for mobile operator wirelesslocal
area networks. |[EEE Wireless Commun., 9(6), 52—60.

[7] Salkintzis, A.K., Fors, C., and Pazhyannur, R. (2002) WLAN-
GPRS integration for next-generation mobile data networks.
IEEE Wireless Commun., 9(5), 112-124.

[8] Holma, H. and Toskala, A. (eds) (2000) WCDMA for UMTS.
John Wiley & Sons.

[9] GSM 09.02, v7.3.0 (2000) Mobile Application Part (MAP)
Soecification. European Telecommunications Standards
Institute/ Technical Committees.

[10] IETFRFC2131(1997) DynamicHost Configuration Protocol.
Internet Engineering Task Force.

[11] 3GPP TS 23.060, v4.1.0 (2001) Technical Specification
Group Services and Systems Aspects; General Packet Radio
Service (GPRS); Service Description; Stage 2. 3rd Generation
Partnership Project.

[12] Technical Report (2003) System Requirement Specification of
WLAN-based GPRS Support Node (WGSN). ITRI and NCTU
Joint Research Center.

[13] IETF RFC 3261 (2002) SP: Session Initiation Protocol.
Internet Engineering Task Force.

[14] IETF RFC 3550 (2003) RTP: A Transport Protocol for Real-
Time Applications. Internet Engineering Task Force.

[15] IETF draft-biggs-sip-nat-00 (2000) A SIP Application Level
Gateway for Network Address Translation. 3COM Inc.

[16] Rao, C. H., Chang, D.-F, and Lin, Y.-B. (2001) iSMS:
an integration platform for short message service and P
networks. |EEE Network, 15(2), 48-55.

[17] Lin, Y.-B. and Chen, Y.-K. (2003) Reducing authentication
signaling traffic in third generation mobile network. |EEE
Trans. Wireless Commun., 2(3), 491-501.

[18] Lin, Y.-B. and Chlamtac, |. (2001) Wireless and Mobile
Network Architectures. Wiley.

[19] IETFRFC 2486 (1999) The Network Access|dentifier. Internet
Engineering Task Force.

[20] IETF RFC 2284 (2003) PPP Extensible Authentication
Protocol (EAP). Internet Engineering Task Force.

[21] IEEE Std 802.1X-2001 (2001) |EEE Sandard for Local and
Metropolitan Area Networks-Port-Based Network Access
Control. Ingtitute of Electrical and Electronics Engineers.

[22] IETF RFC 2960 (2000) Stream Control Transmission
Protocol. Internet Engineering Task Force.

[23] 3GPP TS 33.102, v3.7.0 (2000) Technical Specification
Group Services and Systems Aspects; 3G Security; Security
Architecture. 3rd Generation Partnership Project.

[24] MRTG: Multi Router Traffic Grapher. http://people.ee.ethz.
ch/~oetiker/webtool s/mrtg/.

[25] Lin, Y.-B., Lo, Y.-C., and Rao, C.-H. (2003) A push
mechanism for GPRS supporting private IP addresses. IEEE
Commun. Lett., 7(1), 24-26.

[26] Feng, V., Lin, Y.-B., and Chou, S.-L. (2004) Design and
implementation of asoftswitch for third generation mobileall-
IP network. Wireless Commun. Mobile Comput. J., in press.

[27] Ross, S. M. (1996) Sochastic Processes. John Wiley & Sons.

[28] Lazowska, E. D., Zahorjan, J., Graham, G. S, and
Sevcik, K. C. (1984) Quantitative System Performance.
Prentice-Hall.

APPENDIX A

Suppose that we observe j outstanding calls (where j > 0)
during the SIPUA activation process(i.e. thetransition period
from State 0 to State 3). Thefirst j — 1 outstanding calls are
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FIGURE Al. Thetiming diagram Il (adot ‘-’ represents dropping of an incoming call immediately after it arrives at the SPC).

timed out and are lost. These outstanding calls are referred
to as Type A calls. The jth (i.e. the last) outstanding call is
either timed out (which is referred to as the Type B call) or
successfully set up (Type C call).

InFigure9, 11, + 12; < t3; for theith Type A cal. Let
Ny, be the number of lost calls during the waiting time ry ;
of this outstanding call (including itself). We note that N4,
has a Poisson distribution [27]. Let Py, (n) bethe probability
that N4, = n. From (2) and the Poisson probability density
function, we have

Pa,(n) = Pr[Ny, =nltL; +t2; < 3]

Pri +12i < 13]
e (Ml,i)nl]

/OO /OO /oo |:
11;=0J12;=0J13;=t1;+12 (n — D!

X S (00) fro; (02,0) fi; (83,0) dtz i di diy

L ]
11,;=0J1;=0J13,;=t1;+12,
A

(n —1)!
X i-1
— A re” 12, R ——
x (ne i) (re ){[()mLV)(M‘H/)]
x ye i }dts,i dtp; diy
B |: A ]i—l( U )( A >n—1
LaEnw+n] \y+2 \n+y+2

(A1

From (A1) the expected number E [Ny, |t + t2,i < 3]
Pr(tyi +t2; < t3;]isexpressed as

E [Nyt +t2; < 13;] Primi+12i < 13]

= Zn - Py, (n)
m =1
Z H(/\ﬂ/)(uﬂ/)} (V‘H»)

A n—1
X —_—
<u+y +/\> }
LA

A + /M);( + | <“’ > ( I’L )\‘ M)
(‘ ‘2)

The expected number of lost calls during the waiting time
of the last outstanding call is derived in two cases. With
probability Pr[t; ; < 13 ; < t1,; + t2,;], the last outstanding
cal isaTypeB call (see Figure Al). Let Ng; be the number
of lost calls during the waiting time ¢, ; of this outstanding
cal (including itself). Let Pg;(n) be the probability that
NB/' =n. Then

PBj(n) =Pr [NB_/- = n|t1,j < tg’j <n,j +t2,j]
-Pl'[tl,j <13 <IMt1j +l‘2’j]
/OO [OO /OO _e—)»ll,j ()\tlj)n_l_
B tl’jzo t3j=t,j Ji2j=t13 j—tj | (l’l—l)' ]
X fu;(t1,) f1p;(12,7) f1s ; (13, j) diz jd13 jd1y
/‘OO /OO /‘OO _e—)»tl,j ()"tlj)n_l_
B tlyj=0 13 j=t1j J12 j=I3 j—11 L (n_l)' |
X (Me_/”l.j) ()\’e_)‘tlj)
-1
:U“)" }] —VI3,j
VN ye V3it dey idts jdty
{[(k+y)(u+y) SR
et GG
A +y)n+y) y+A)\pn+ty+a
(A3)
From (A3), the expected number E[Np;|t1; <t3 ;<

i+ 121 Prt,; <3 <t +12;]isexpressed as

E [NBj|tl,j <t3j<th;+ tz,i] Pr [Il,j <t3j<t;+ tz,i]

=) n-Ppn)
n=1

o] (%)
A+py)(u+y) Y+
n—1
<u+y+?»> }

wy

(“‘ )’)(PL }) v y I“L ]
(‘ ' )

M8

With probability Pr[0 < ¢3 ; < 11 ;], thelast outstanding call
isaType C call (see Figure A2). Let N¢,be the number of
lost calls during the waiting time 73 ; of this outstanding call.
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FIGURE A2. Thetiming diagram Il (adot ‘-’ represents dropping of an incoming call immediately after it arrives at the SPC).

Let Pc,(n) bethe probability that N¢; = n. Then From (A2), (A4) and (A6), the expected number E[N] of lost

callsduring a SIP UA activation processis
ch(n) =Pr [Nci =nl0<13; < fl,j]

o0
Pr[0<r; <] EINI =Y (E[Na, |11 + 120 < 13.:] Prtni + 12 < ta.]
00 o0 e M3 (M3 )" i=0
B / / [ T } + E[Np, |11 <13; < t1; +12]
t3yj:O 11, j=13 n. Pr[ ]
X 11 <t3; <t;+1n,
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= € t3’]()‘l3,j)n — Uty
= | (H’e ",) i—1 M)\’
13.]-:0 11,j=t3,j n. Z
j-1 e (k+y)(u«+y) Aty
M—)L . — V13, . i )
* H(A+y)(u+y)} ye T dndis <y+x+u> [ s }1—1
m+y A +py)n+y)
A x
“lorne+rnl TUrs Yy \ (v trtnu
At + + 1+ x
A+y)n+y) Y 7 <A+ )( o )
From (A5), the expected number E [N¢;|13; < 11,] LTy 440
Pr(r3; < 1,;] isexpressed as ()»+J/)(M+V) s
E[ch|t3,j < tl,j] Pr[ts,j < tl,j] _ A+y)A+p) (A8)
> Y

—Zn'Pc(n)
)

n=1

In the right-hand side of (A7), the ith term in the summation
- . computes the number of lost cals during the waiting
. [ }] ( A ) period of the ith outstanding call. In this term, the ith
A+ V)(u+ V) y+A+pu outstanding call exists and is a Type A cdl with the
probability Pr[r1; + 12 < t3;]. Similarly, the probabilities
[ ] [VA(V +)»+M)] (A6) for Type B and Type C callsare Pr [11; < t3; < t1; + t2,]
r+ J/)(M +7) (v + n)? and Pr [r3; < 11, ] respectively.
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