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A Secure Data Hiding Scheme for Binary Images
Yu-Chee TsengMember, IEEEYu-Yuan Chen, and Hsiang-Kuang Pan

Abstract—This letter presents a novel steganography scheme ca-apply public-key cryptography to steganography. Reviews of
pable of concealing a piece of critical information in a host message steganography are in [2], [3], and [7].
which is a binary image (e.g., a facsimile). A binary matrix and a Hiding data in a binary image is a more challenging task,

weight matrix are used as secret keys to protect the hidden infor- . . . .
mation. Given a host image of sizen x n, the proposed scheme SINCe changing any pixel can be easily detected. References [16]

can conceal as many aslog, (mn + 1) | bits of data in the image  and [17] address this subject. The quality of the image, once data
by changing, at most, two bits in the host image. This scheme can are concealed in it, is further considered in [15]. Watermarking

provide a higher security, embed more information, and maintain g binary images is discussed in [9]. To improve the image
a higher quality of the host image than available schemes. hiding quality and hiding capacity, this letter presents a novel
Index Terms—Cryptography, data hiding, prisoners’ problem, scheme capable of hiding a large amount of data by changing a
security, steganography. small number of bits in the original binary image. Specifically,
given anm x n image block, the proposed scheme can conceal
I. INTRODUCTION as many aglog,(mn+1)] bits of data in the block by changing,
] ] . o . at most, two bits in the block. This approach is much more effi-
T HE increasing popularity of digital media has ushered ifient than available schemes [15]-[17], which can hide, at most,
concern over security-related issues. Tuafidentiality one pitin each block by changing, at most, one bit in the block.
of a document is typically achieved Bncryption However,  three aspects of the advantages of the proposed scheme

as an encrypted message normally reveals the importance ofi{5 .4 e considered. First, let us assume that the maximum
content, the ciphertext also attracts the interest of cryptanalys§mper of pixels that can be modified in the binary image

Steganographgliffers from encryption, in that it embeds criticalig fivad. We can consider an image block of szen. The
information in a noncritical host message (e.g., webpages posed scheme can hifleg,(2mn + 1) bits by changing,
advertisements) to distract opponents’ attention [8], [13]. Thergr 4t two bits in the image. In contrast, available schemes
fore, steganography is also knowndega/information hiding o partition the image into two blocks, each of size. Then,

The study of steganography can be traced to [10], in which ,¢t two bits in the image can be modified to conceal two
the Prisoners’ I?ro_b_lemNas proposed. In this scenario, AIICer)its of data. Thus, the proposed scheme offers a data-hiding
and Bob were in jail, and attempted an escape plan. Howevgi, ta is| log, (2mn+1) | /2 times that of available schemes.
all their communications must go through the warden, Willie. econd, if, on the contrary, equalizing the amount of embedded
detecting any encrypted messages, Willie would frustrate thit, js desired, the image quality after modification will be
plan by putting them into solitary confinement. There'core'A“CEignificantly improved, since fewer pixels are altered. Third,
and ,BOb must find a way Fo conceal theirsepret inan innocuoqﬁje to the above reasons, the proposed scheme is more secure
looking covertext. The history and bandwidth concems of thgah ayailable ones because the existence of hidden data is less
subliminal channehre discussed in [11], [12]. detectable.

Data hiding is typically achieved by altering some nonessen-ryq rest of this letter is organized as follows. Section I

tial information in the host message. For example, given Qasents our data-hiding scheme. Section Il discusses our

color image, the Ieast-significant bit (LSB) of eac_h_pixel C""prerimental results. Finally, conclusions are drawn in Section
be changed to embed the hidden secret [14]. A hiding schefe

based on the conventional keystream generator is proposed in
[5]. Information hiding for security documents (e.g., currency)

is discussed in [6]. References [1] and [2] consider how to
Il. PROPOSEDDATA-HIDING SCHEME FORBINARY IMAGES

, _ The proposed scheme uses a binary matrix and an integer
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3) W is a secret-weight matrix shared by the sender ai] Hiding Steps

the receiver. It is an integer matrix of size x n whose Definition 1: An m x n matrix W can serve as a weight

content satisfies some requirements (to be stated later, otrix if each element of1,2,...,2"—1} appears at least once
4) r is the number of bits to be embedded in eaehx n i1y e ([W]; i =1 o 7~’_ 1. n}=1{1,2 or _
e {Wli,,i=1...m,j=1...n} ={1,2,...,

block of F'. The value of- satisfie2” — 1 < mn. 1}.

5) B is critical information consisting ofr bits to be em-
bedded inf’, wherek is the number ofn x n blocks in
I,

The rationale behind this definition will become clear later.
Note that it is trivial to find a legal’’ because we have already
imposed the condition that — 1 < mn. In fact, many choices
are available for choosingd’ . Specifically, we can first pick" —

1 elements in matriy and randomly assigfiL, 2,...,2" —1}
The proposed scheme uses the weight ma#fito represent tg them. The remainingun — (2" — 1) elements if¥ can then

the embedded data. This section presents an illustrative exam%ssigned with arbitrary values. Based on such an assignment'
to demonstrate how to manage weights. Section |I-B presefig number of choices fd is

the complete scheme.
Assume that the size &f andW is 3x 3. Below, we consider TR (27 — D) (27 — 1)"1"—(2“1),
a 3x 3image blockF;, which is a part of the hostimage. The
purpose is to show how to embed= 2 bits of data inF;. Let Forinstance, ifn = » = 8 andr = 5, there are’§} «31!x 3132
us assume the following inputs: possiblél’s. This number should be sufficiently large to prevent
a brute-force attack.

A. Weight Management

P 1 10 x— (1) 1 1 W 1 3 3 Let W be a legal weight matrix andl; be an image block,
P 1 (1) 0 - 1 (1) - L o 3 which is a part off". Below, we show how to embedbits of
0 0 3 data, sayib- . .. b, into I; by changing, at most, 2 bits ifi;.
First, a bitwise exclusive-OR of; and X is performed. The goal is to modifyF; into F7 to ensure the following in-
variant:
1 1 0 0 1 1 1 0 1
FEeK=|10 0|4¢|1 1 0|=|0 1 0 I2:SUM[(F ® K) @ W] = b1by...b. (mod 2").
1 1 0 0 1 1 1 0 1

Next, let® be the componentwise multiplication operator on Below, the embedding scheme is derived in four steps.
' P b b 1) Computef; ¢ K.

two equal-size integer matrices. The following computation is
; 9 g comp 2)  ComputeSUM[(F; & K) ® W].

conducted: .
From the matrixZ; & K, compute for eachv =
1 0 1 1 2 3 1 0 3 1...2" — 1 the following set:
(LeK)eW=|0 1 0|@|1 2 3|=|0 2 0
1 0 1 1 2 3 1 0 3 Sw:{(],k')“[W]J’kIw/\[E@K]LkIO)\/
Summing all elements in the rightmost matrix yields (Wi =2" —wA[E & K] = 1)}
SUM[(F, e K)oW]=14+3+2+1+3=10. . . L
Next, two data bits, denoted ash,, are to be embedded into Intuitively, S, represents th_e setcontaining each matrix index
F;. Assume thaf; is transformed intd. Regarding; b, as a (4, k), such that complementirig;|; . would increase the sum

binary number, the proposed scheme will ensure the validity igfstep 2 byw. Two possibilities to achigve this ar_e[_W]j,k -
the following invariant: wand[F;@K]; r = 0, then complementing]; » will increase

the weight byw; and if [W]; . = 2" —w and[F; & K];x = 1,
I1. SUM[(F ® K) ® W] = b1by (mod 4). then complementin{F; |, » will decrease the weight /" — w,
or, equivalently, increase the sum ty(under mod").
With this invariant, the receiver can deribgh, by computing  The following lemmas indicate some important properties of

SUM[(F] & K) @ W] mod 4. these sets. (Detailed proofs can be found in [4].)
Next, modifying F; to ensurell is demonstrated. The goal [emma 1: For eachw = 1...2" — 1, such thaty # 21,

is to change as few bits ifi; as possible. SincBUM[(F; & the following statement is true:

K) @ W] = 2, if, fortunately, b1, = 2, then F; does not

need to be changed. Otherwise, some bit(s) must be modified. (Sw =0) = (Sar_yw # 0).

Observe that if we complement Bf;]; », then[F; & K], » will

be complemented. [; ¢ K]; » is swapped from 0 to 1, then Lemma 2: The setS,-—1 # (.

the modular sum will be increased by ;; otherwise, the sum ) Define a weight difference as

will be decreased by, . For instance, if we swafF;]; 1, the

sum will be decreased hy; ; = 1, and if we swagF;]; 2, the d=(bib2...b.) — SUM[(F, ® K)@ W] (mod 2").
sum will be increased by, 2 = 2. In this example, it is not

hard to verify that we only need to complement one bifjro The sum in step 2 must be increasedliyp satisfyl2.
increase or decrease the sum by 1, 2, or 3. How to ensure the If d = 0, F; does not need to be changed. Otherwise,
success of the swapping process will be discussed later. the following steps are executed to transfaFiinto
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F, F,
o(1|0(110|1]1}0
10001 |1{1{1
110|000 (0|0]|O0 1111010 1121314
Fe 0o(0|0}j010|0]|1 |0 - 0jJ1101]0 - 5161711
1{1/1(0fj1|o0|l0]|0O 1j1fj1}o 2|13]4]5
ojoj1|1}j1({0]|1]0 ojoj1]o0 6|17]1]2
1(1]0]1 1|11
1{o|1|1]0|1|1]|1
F, F,
Fig. 1. Example of host imagE, secret keyiX', and weight matrid}’.

F®K F,®K F F,
1{0j]01131]0]170 oj1/0j13011(1]0
1i1j0|0f1|0]|1]1 1]0/0]1]t}1]1]|1
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ojoj1]|1]1|0l0f1 1{1|0|1fJ0l0]1]|1
1jojofl1jol1]|0]|1 1,0|/1]l0JO0|1]|1[1

E®K F,©K F F,

(@ (b)
Fig. 2. (a)F @ K. (b) Modified host image.
F!. For ease of presentation, let us defifig = S, Lemma 3: Step 4 always succeeds, and, at most, two bits of
for anyw = w' (mod2"). F; are modified to embed bits of data.

) The following example demonstrates how our scheme works.
a) Randomly selectane {0,1,...,2" —1},such | etthe hostimage b, secret key bé(, and weight matrix be

thatSyq # 0 andS_g,_1)q # 0. W, as shown in Fig. 1. FirstF' is partitioned into four 4 4
b) Randomly select@, k) € Snq and complement plocksF; ... Fy. Letr = 3, so we can embed 12 bits, say=
the bit[£;]; .- 001010000 001, into F.
¢) Randomly select &, k) € S_(4—1)a @and cOM-  Thexor result of eachF;, i = 1...4 with K is in Fig. 2(a).
plement the bif£7]; . For F1, SUM[(F1 @ K)®W] = 0 (mod 8). Since the embedded

Intuitively, to increase the sum b¥ two nonempty sets;, data is 001, the weight must be increased by 1. Sji¢ed
andS_;,_1)q can be selected. This is possible since these séf§:,4 = 0 and[W]; 4 = 1, we can complemerj# | 4. For
indicate the locations wherg; can be complemented to in-£2, SUM[(F> @ K)® W] = 2. Since the embedded data is 010,
crease the weights byd and—(h — 1)d, respectively. Conse- £»> does not need to be modified. Fék, SUM[(I3 & K) @
guently, a total increase of the weight Bys obtained. W] = 2. Since the embedded data is 000, the weight must be

- - d by 6, which can be done by complementiidy ..
However, the above steps are logically flawed, which chrease = ) =
not mentioned intentionally for ease of presentation. In fa or Iy, SUM|(Fy & K) ® W] = 4. Since the embedded data is

the setS, (and similarlySy , Sy.or, Ss.0r, €tc.) is not yet de- 601, the.weightmust be i.ncrea}sed by 5. Thereis no siqglg point
fined. Similar to otherS,;s, Sy can be regarded as the set of" Iy \gh'cﬂ can chgmpllsh thblfci.ta;k' 'I;hzrefgre,;w; bltﬂg
indices such that complementing these locations;imvill re- must be changed. One possibilitydgo = 52 = {(2,2)} an

sultin an increase of the weight by 0. Since this can be achiev@d® — 53 =1{(1,3),(2,1),(3,2), (3, 4)}. I_n this ex_ample, we
by changingnothingon F}, Sy can be regarded as a nonempty''0°S€ to complemefify > » and[Fy]s,». Fig. 2(b) displays the
set. Whenever the statement “complement thémit; ,.” is en- inal modified image.
countered, this step is simply omitted. This amendment makes
step 4 logically correct.

Finally, whether step 4 is successful depends on the succesderein, Wu and Lee’s (WL) scheme [16] and the proposed
of step a) to identify a qualified. This is proved below. scheme are implemented to visualize the data-hiding effect.

Ill. EXPERIMENTAL RESULTS
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Fig. 3. Embedding effect on Chinese characters. (a) Original host image. (b) After embedding 1686 bytes by the proposed scheme with RI8ckai2dt8r
embedding 357 bytes by WL scheme with block size 8. (d) After embedding 297 bytes by the proposed scheme with block size322(e) After embedding
29 bytes by WL scheme with block size ¥616. (f) After embedding 357 bytes by the proposed scheme with block size283 (g) After embedding 357 bytes
by WL scheme with block size 8 8.
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(a)

Fig. 4. Embedding effect on English characters. (a) Original host image. (b) After embedding 1650 bytes by the proposed scheme with bidt:K s)z&f&r
embedding 348 bytes by WL scheme with block size 8. (d) After embedding 340 bytes by the proposed scheme with block sixe322(e) After embedding
122 bytes by WL scheme with block size 616. (f) After embedding 344 bytes by the proposed scheme with block size322 (g) After embedding 344 bytes
by WL scheme with block size 8 8.

Two host images were tested, as shown in Figs. 3(a) and 4@)ntaining no hidden data. Our simulation experience indicates
Also, the image quality after data embedding is taken into attvat the data-hiding ratio is only slightly affected by these
count by making two slight enhancements. First, pixels arouedhancements, because many choices are typically available to
black-and-white margins are altered with a higher prioritynodify a block.

Second, if a blockF; is completely black or white, no data We conclude our comparisons and observations in the fol-
will be concealed in it because changing any bifinis easily lowing.
visible. To avoid confusion resulting from this enhancement, 1)

a block F; which is not completely black or white, but which

will become completely black or white when being hidden

with data, is not used for concealing data. However, this block

is still converted into a completely black or white block to

be transmitted (based on our scheme, 2 bits, at mosk;; of

will be modified). Consequently, when the receiver receives

a completely black or white block, this block is regarded as

Equal Block SizeWe use the same block size and com-
pare images’ quality after data hiding. The results are
in parts (b) and (c) of Figs. 3 and 4, where the block
size is 8x 8. Our results are noisier, since as many as 2
bits in each block are modified, compared to 1 bit of the
WLU's. In this case, image quality is traded for a higher
data-hiding ratio. In general, our scheme can conceal
about four-to-ten times more data than that of WL's.
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2) Equal Image Quality:This experiment attempts torection is to account for human visual effects during the data
equalize the image quality by adjusting the blockmbedding process.

size. The WL scheme will modify, on average, 0.5
bit in each block hidden with data. The same image
quality can be maintained by using a block size that 1
is four times larger than that used in the WL scheme.
Thus, in the worst case, 2 bits are modified in each
of our blocks, or equivalentlz/4 = 0.5 bit in each
of the WL blocks. Based on this assumption, the [3]
experimental results are summarized in parts (d) and
(e) of Figs. 3 and 4, where the block size isxX66
for WL's scheme and 32 32 for our scheme. In this
case, the WL scheme can embed, at most, 1 bit in eacHS]
16 x 16 block, and ourglog(322 + 1)] = 10 bits in
each 32x 32 block. Our data-hiding ratio is at least [g]
2.5 higher than that of WL.

3) Equal Amount of Embedded Dathlere, the amount
of embedded data is further equalized by adjusting the
block sizes to compare the image quality after data
hiding in the WL scheme and the proposed scheme.
These results are summarized in parts (f) and (g) of[9]
Figs. 3 and 4. Notably, since the hiding ratio of the WL
scheme depends on the nature of the host image,
have to adjust the block sizes in order to embed approx-
imately the same amount of hidden data for a fair com-{11]
parison. Specifically, the block sizes used in Figs. 3(f),[12]
3(9), 4(f), and 4(g) are 28 28, 8x 8, 32x 32, and
8 x 8, respectively. In this case, our scheme deliverd!3]
a better image quality than the WL scheme. [14]

V. CONCLUSION [15]

This letter has presented a novel steganography scheme ca-
pable of concealing a large amount of data in a binary imagehe]
The proposed scheme has the following features: it uses a se-
cret key and a weight matrix to protect the hidden data, it use
a weight matrix to increase the data-hiding ratio, and it uses a
XOR operator to increase the security. One future research di-

17]
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