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Study and Design of Seamless Mobility Scheme for IEEE 802.16 WiMAX

Network

Student: Chen-Hua Shih Advisor: Dr. Yaw-Chung Chen

Institute of Computer Science and Engineering

National Chiao Tung University

Abstract

As technologies for the high quality multimedia application and 4G WiMAX network
prevail, one can easily be under services. everywhere through WiMAX wireless network.
However, the service disruption-time (SDT) and packet loss caused by handover procedure
leads to-an unacceptable quality of Service (QoS) for mobile users in WiMAX wireless net-
work, iespecially in IEEE 802.16) mobile relay station (MRS) mode. Therefore, minimizing
SDT and packet loss are necessary in supporting seamless mobility and satisfactory QoS for
mobile users in WiMAX network.

For supporting seamless mobility, several notable mobility schemes were proposed. Mo-
bile 1IPv6 (MIPv6) provides the fundamental handover methods for mobility management at
IP layer. Fast MIPv6 (FMIPv6) provides a parallel handover mechanism between link-layer
and IP layer to reduce the SDT. Hierarchical MIP (HMIP) employs hierarchical architecture
to perform local mobility management. Proxy MIPv6 (PMIPv6) provides a network-based
mobility scheme in which mobile station (MS) needs not participate in the IP layer handover
procedure. However, the above schemes are general solutions and do not aim at WiMAX
network. They still suffer high SDT and packet loss problem in IEEE 802.16f] MRS mode in
which the link-layer handover is performed by the MRS instead of MS. In this dissertation,
for supporting seamless mobility, we proposed three enhanced mechanisms to reduce the SDT
and packet loss in the IEEE 802.16e and IEEE 802.16j] MRS mode.

The first proposed scheme aims at IEEE 802.16e. The proposed cross-layer IPv6 fast
handover scheme which features integrated layer 2/layer 3 messages and pre-layer 2 network
re-entry procedure (Pre-L2NR). It can reduce the SDT and the numbers of control messages



during handover. In the proposed scheme, the MS will negotiate with the base station (BS) to
perform the layer 2 network re-entry procedure in advance. The Pre-L2NR includes acquire-
ment of dedicated ranging time slot, temporary authentication mechanism, and pre-service
flow construction. Therefore, the MS can resume receiving/sending packets after it completes
the ranging procedure, leading to the reduced SDT.

The second proposed scheme is for IEEE 802.16j) MRS mode. It is a host-based mobility
approach. It utilizes the cooperation between the MRS’s link-layer and MS’s IP layer to
achieve the parallel handover. The MRS’s link-layer will notify the MS’s IP layer to perform
IP layer handover procedure when the MRS performs link-layer handover. The parallel
handover reduces the SDT efficiently. On the other hand, the proposed buffering mechanism
can avoid packet loss during handover. We also integrated the first mechanism into the second
mechanism to further reduce the SDT.

The third proposed scheme also aims at IEEE 802.16) MRS mode. A network-based mo-
bility approach is presented to-improve the SDT and packet loss in the MRS mode. Through
the cooperation between the MRS’s link-layer and access router’s (AR’s) IP layer; the parallel
handover can be achieved, and the MS needs not participate in the IP layer handover proce-
dure. The proposed network-based mobility approach can reduce the time for considerably
longer duplicate address detection (DAD) process in the host-based mobility approach. The
third proposed scheme further reduces SDT by Pre-L2NR.

According to the results of analyses and simulations, the proposed schemes can reduce
the SDT and packet loss efficient. As a result, the seamless mobility and satisfactory QoS can
be achieved for mobile users in WiMAX network.

Keywords: QoS, mobility, Mobile IP, Proxy Mobile IP, relay station, WiMAX
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Chapter 1

Introduction

Recent advances in wireless technologies (e.g., WiMAX wireless network) enable users
to be under variety of services with any device, anytime, and anywhere. Therefore, providing
a satisfactory quality of Service (QoS) for mobile users.is a critical issue. In the WiMAX
network, the mobile users can move freely; however, the handover' procedure causes a long
service disruption time (SDT)-and- packet loss, leading to service termination and an unac-
ceptable QoS. Therefore, minimizing SDT is necessary in supporting seamless mobility and
satisfactory QoS for maobile users, and it can be achieved by an efficient mobility management
technology. The main purpose of mobility management is to provide continuous service to a
mobile station (MS) without breaking the connection when an MS changes its point of at-
tachment (PoA) [1].

Mobile IPv4 (MIPv4) [2] and mobile IPv6 (MIPv6) [3] are defined by the IETF as the
mobility management protocol in IPv4 and IPv6 networks, respectively. They provide the
fundamental handover methods for mobility management at IP layer (i.e., layer 3, L3). Fast
MIPv6 (FMIPv6) [4, 5] provides a parallel handover mechanism between link-layer and IP
layer to reduce the SDT. MIPv4, MIPv6, and FMIPv6 belong to the host-based mobility ap-
proaches that require modification to the protocol stack of the MS to support IP mobility. In

contrast, Proxy MIPv6 (PMIPv6) [6] provides a network-based mobility scheme in which MS

! Handover is the process of maintaining the active sessions of a mobile station (MS) as it migrates from the
network served by one base station (BS) to the network served by another BS. There are two categories of
handover: the link layer handover and the IP layer handover, also known as layer 2 and layer 3 handover, respec-
tively.
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needs not participate in the IP layer handover procedure and the serving network manages IP
mobility on behalf of the MS. For the latest few years, several fast handover mechanisms [7, 8,
9] based on PMIPv6 were proposed to reduce the SDT and packet loss with PMIPv6. Unlike
above mobility schemes that deal with the mobility in IP layer, Session Initiation Protocol
(SIP) [10, 11] is adopted for application layer mobility. It utilizes an SIP Redirect Server to
keep tracking the MS's location. On the other hand, Host Identity Protocol (HIP) [12, 13] is a
new protocol layer between network and transport layer to support secure mobility manage-
ment in IP networks. The roles of locator and identifier of an IP address are decoupled in HIP,
and therefore, IP. address is only used for packet forwarding and host identifier (H1) is a public
key used to represent the host identity. Cellular IP [14] provides the mobility management of
cellular systems into an IP paradigm.

Hierarchical MIP (HMIP) [15] employs hierarchical architecture to perform local IP mo-
bility management. It is a tunnel-based protocol that employs hierarchical mobility architec-
ture or requires a mobility gateway to tunnel packets to and from MSs. On the other hand, the
host-specific-routing based protocols, such as Handoff-Aware Wireless Access Internet Infra-
structure (HAWAII) [16] and fast intra-network andcross-layer handover (FINCH) [17],
adopt new routing schemes to support intra-domain mobility. That is, standard IP routing is
not used for intra-domain mobility management.

In HAWAII protocol, the inter-domain mobility management still uses the MIP, and it
deals with the intra-domain mobility management. HAWAII divides a network into several
small domains, and network nodes in HAWAII maintain mobile-specific routing entries on
the legacy routing tables. In addition, the authors in [17] proposed an FINCH for the mobile
WiIMAX and other IEEE 802-series standards, it also uses the MIP to handle the inter-domain

mobility management.



1.1 Motivation

The above IP layer mobility schemes are general solutions and do not aim at WiMAX
network. They still suffer high SDT and packet loss problem, especially in IEEE 802.16j
MRS mode in which the link-layer handover is performed by the MRS instead of MS.

In this dissertation, for supporting seamless mobility, we proposed three enhanced
mechanisms to reduce the SDT and packet loss inthe IEEE 802.16e and IEEE 802.16) MRS

mode.

1.2 Contributions

In this dissertation, we proposed three enhanced mechanisms to reduce the SDT and packet
loss in the IEEE 802.16e and the IEEE 802.16] (Mobile Relay Station) MRS mode.

The first proposed scheme aims at IEEE 802.16e. The proposed cross-layer IPv6 fast
handover scheme which features integrated layer 2/layer 3 messages and pre-layer 2 network
re-entry procedure (Pre-L2NR). It can reduce the SDT and the numbers of control messages
during handover. In the propoesed scheme, the MS will negotiate with the base station (BS) to
perform the layer 2 network re-entry procedure in advance. The Pre-L2NR includes acquire-
ment of dedicated ranging time slot, temporary authentication mechanism, and pre-service
flow construction. Therefore, the MS can resume receiving/sending packets after it completes
the ranging procedure, leading to the reduced SDT.

The second proposed scheme is for IEEE 802.16j) MRS mode. It is a host-based mobility
approach called host-based fast mobility scheme (HFMS). It utilizes the cooperation between
the MRS’s link-layer and MS’s IP layer to achieve the parallel handover. The MRS’s
link-layer will notify the MS’s IP layer to perform IP layer handover procedure when the

MRS performs link-layer handover. The parallel handover reduces the SDT efficiently. On
3



the other hand, the proposed buffering mechanism can avoid packet loss during handover. We
also integrated the first mechanism into the HFMS to further reduce the SDT.

The third proposed scheme also aims at IEEE 802.16] MRS mode. A network-based mo-
bility approach called network-based fast mobility scheme (NFMS) is presented to improve
the SDT and packet loss in the MRS mode. Through the cooperation between the MRS’s
link-layer and access router’s (AR’s) IP layer, the parallel handover can be achieved, and the
MS needs not participate in the IP layer handover procedure. The proposed network-based
mobility approach can reduce the time for considerably longer duplicate address detection
(DAD) process. in the host-based mobility approach. The NFMS further reduces SDT by

Pre-L2NR.

1.3 Dissertation Outline

The rest of this dissertation is organized as follows. In Chapter 2, We review the back-
ground about IEEE 802.16e and IEEE 802.16) MRS mode. Some mobility schemes are also
discussed in this Chapter. The proposed schemes for IEEE 802.16e and IEEE 802.16j MRS
mode are described and evaluated in Chapters 3, 4, and 5, respectively. Finally, We conclude

the main work of this dissertation and point out some future work in Chapter 6.



Chapter 2

Background

In this chapter, we briefly introduce the IEEE 802.16e and IEEE 802.16j standards in the
first two sections. The notable solutions for seamless mobility including MIPv6, FMIPvV6,
HMIPv6, and PMIPvVG6 are presented in the third section. In the last section, the main charac-

teristics of notable mobility schemes are summarize.

2.1 Overview of IEEE 802.16e

The IEEE 802.16-2004 standard [18] defines the air interface specification for wireless
metropolitan area network (WMAN) to support high speed data transmission..As the en-
hancement to the IEEE 802.16-2004, the IEEE 802.16e [19] provides a series of handover
procedures to support mobility service in the worldwide interoperability for microwave access
(WiMAX).

The link layer handover, also known as layer 2 handover, defined in IEEE 802.16¢ in-
cludes three modes, a mandatory hard handover, also known as break-before-make; a macro
diversity handover (MDHO) and a fast BS switching (FBSS). The last two are optional
make-before-break soft handovers, in which an mobile station (MS) may register with several
base stations (BSs) simultaneously so it can achieve less handover latency. However, there are
quite a bit of restrictions on the BS under these two modes, such as synchronization in a
common timing source, same carrier frequency, and sharing of all information. Hence, the
IEEE 802.16e uses the hard handover basically. The IEEE 802.16e link layer handover pro-
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cess consists of cell reselection, handover decision and initiation, synchronization to the target

BS, ranging and network re-entry, and termination of context with previous BS.

2.2 Overview of IEEE 802.16j

IEEE 802.16] multi-hop relay standard [20] aims at gaining coverage extension and
throughput enhancement to WiMAX networks by introducing relay station (RS) to relay the
data and management.information between MS and BS. Table 2.1 shows the main differences
between the IEEE802.16€e and IEEE 802.16j [21].

Figure 2.1 shows the examples of the most important usage scenarios for RSs [22]. Fixed
RSs (FRS) can be deployed for providing coverage extension at cell edge, providing coverage
for indoor users, providing.coverage for users in coverage holes that in shadow or valleys
between buildings, or providing access for clusters of users outside the coverage area of the
BS, in the fixed infrastructure usage model.

Table 2.1: ' Comparison for IEEE 802.16e and IEEE 802.16.

IEEE 802.16e IEEE802.16j
Topology PMP only Tree structure
Hops Single hop Multi-hop
Traffic aggregation No Yes over multi-hop path
Coverage Lower Higher
Cost Higher Lower
System Lower Higher within BS coverage area
Legacy 802.16e stations — Backward compatible
Mobility support Yes Yes
PHY support OFDMA OFDMA extension




Emergency/
Disaster Recover

Penetration into
inside building

Shadow of
buildings

Valley between
buildings

Coverage on
mobile vehicles

Coverage extension
at cell edge

Figure 2.1: = Examples of usage scenarios for relay stations.

On the other hand, nomadic RSs (NRS) are deployed temporarily to provide additional
coverage or capacity in some areas where BSs and/or FRSs do not provide sufficient coverage
or capacity. Examples of temporary coverage are for emergency, disaster recovery situations,
or sporting event. An Mabile RS (MRS) can be mounted on a vehicle, such as a bus or train,
connected to a BS via a wireless link. In this case, the MRS provides a fixed access link to

end terminals (i.e., MSs) on the vehicle.

2.3 Mobile IP

The Mobile IP protocols (i.e., mobile IPv4 (MIPv4) [2] and mobile IPv6 (MIPv6) [3] are
defined by the IETF as the mobility management protocol in IPv4/IPv6 networks. They pro-
vide the fundamental handover methods for mobility management at IP layer. MIPv4 and
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MIPv6 allow mobile devices (i.e., MS) to maintain a fixed IP address when they roam be-
tween different network domains. The components in MIPv6 include home agent (HA), ac-
cess router (AR), correspondent node (CN), and mobile station (MS). The HA serves the MS
when the MS is within home network. The AR will advertise the network information and
serve the MS when the MS moves into visited or foreign network. The CN is the node that
communicates with the MS.

In MIPv6, when the MS roams to a foreign network, subsequent to a link-layer handover,
the MS will perform the IP layer handover procedure including movement detection, new care
of address (CoA) configuration and duplicate address detection (DAD), and binding update
(BU). The movement detection relays on the advertisement from the AR, and the MS will
configure a new CoA according.to.the information advertised by the AR. After finishing the
DAD procedure, the MS will register its new CoA to the HA by binding update. The HA will
intercept those packets coming from the CN and heading for the MS's home address (HoA),
encapsulate these packets, and then tunnel them to the MS's registered CoA after address reg-
istration. The MS has to report any change in the current CoA by sending a BU to its HA. The

overview of MIPv6 are shown in Figure 2.2.

Home Agent (HA)

Cupmunication

Corresponding Node (CN)

Access Router (AR)
Visited Network

Sa

Mobile Station

Figure 2.2: The overview of MIPv6.



Although MIPv6 is a mature protocol in mobility management, it still remains some
problems, such as long handover latency, SDT, and packet loss. The long SDT is caused by
the longer DAD procedure and the sequential handover procedures. Moreover, for real-time
application such as VolP, IPTV, and video conference, handover latency and SDT will di-
rectly affect the QoS for these real-time services. For improve the handover latency and SDT

in MIPv6, a cross-layer mobility scheme (i.e.; FMIPV6) is proposed.

2.4 Fast Mobile IP

FMIPV6 [4] is a cross-layering mechanism in which the link-layer and IP layer handover
procedures are performed simultaneously to reduce the SDT. On the other hand, the FMIPv6
allows an MS to obtain the newly associated subnet prefix information when it is still con-
necting to the current AR. Therefore, the MS can configure the new CoA and perform the
DAD procedure before connecting to new AR. The control messages in FMIPV6 include
router solicitation for proxy (RtSolPr), proxy router advertisement (PrRtAdv), handover initi-
ation (HI), handover acknowledgement (HAck), fast binding Update (FBU), fast binding
acknowledgement (FBAck), and fast neighbor advertisement (FNA).

The FMIPv6 handover procedures are as follow. The previous AR (PAR) is the router to
which the MS is currently attached and the new AR (NAR) is the router to which the MS is
about to move. An MS may discover available access points using link-layer specific mecha-
nisms (e.g. scan process in wireless LAN) and then request subnet information corresponding
to one or more of those discovered access points by exchanging RrSolPr and PrRtAdv mes-
sages with the PAR. After this process, the MS can produce a list of [APID, AR-Info] tuple(s).
The AR Information (AR-Info), containing the associated AR’s prefix information, IP address,
and link layer address, can be used to configure a new CoA.

Subsequently, the MS sends FBU message, including the new CoA configured by MS, to
9



the PAR for performing IP layer handover. Upon receiving an FBU message, the PAR ex-
changes the HI and HAck messages with the NAR to confirm the new CoA through DAD
procedure and set up a tunnel between the previous CoA and new CoA. Next, the PAR will
forward the packets destined to the previous CoA to the new one as well as send back an
FBAck message to the MS. The NAR will buffer these packets until receiving an FNA mes-
sage from the MS. When the MS moves into the NAR's domain, it sends the FNA message to
initiate the flow of packets at the NAR. When the NAR receives an FNA message, it will de-
liver the buffered packets to the MS.

In case the MS receives an FBAck message before starting the link layer handover, the
MS will operate in the predictive mode, which enables the MS to quickly receive packets
from the NAR after it has.moved.to the NAR. On the contrary, if the MS finished the link
layer handover before it acquires an FBAck message on the current link, it should operate in
the reactive mode. In this situation, the MS must issue an FNA message that encapsulates the
FBU message to the NAR, which will then verify the availability of the new CoA and forward
the inner FBU message to the PAR to establish a tunnel. Figure 2.3 and Figure 2.4 show the
basic operations of the predictive mode and reactive mode in' FMIPVv6, respectively. In reac-
tive mode, the MS must wait for packet rerouting to be executed, and then it can receive

packets from the NAR. The detailed explanations are described in [4].

<J & =

MS PAR NAR
——————————— RtSolPt-------~-- -
- - ——— - ——] PrRtAdv------ -~ -~
———————————— FBU-------——-» Ml
- HACk------------
<« -FBAck - -1---FBAck--»
L2 -
handover Data forwarding
————————————————————————— FNA------—- e
|
< Data delivery

Figure 2.3: Predictive mode in FMIPv6.
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Figure 2.4: Reactive mode in FMIPv6.

2.5 Hierarchical Mobile IP

HMIPv6 [15] separates mobility management into two parts. The first one is micro mo-
bility or intra-domain mobility and the second one is macro mobility or inter-domain mobility.
The central entity of HMIPV6 is the inclusion of a special conceptual element called mobile
anchor point (MAP). In HMIPv6, the MAP acts as a router or a set of routers that maintains a
binding cache mapping between itself and the visiting MSs in‘the local domain currently. It is
usually placed into the edges of a network, above the access routers, receives packets on be-
half of the MSs attached to that network. Whenever an MS attaches itself to a new network, it
registers with the MAP serving that network domain (MAP domain).

The characteristic of MAP acts as the local'home agent for the MS. It intercepts all the
packets addressed to the MS and forwards them to the corresponding on link CoA of the MS.
When the MS changes its current point of attachment within the same MAP domain, it only
needs to register a new on-link care of address (LCoA) from the foreign agent serving it, and
the MS just needs to register the LCoA to the MAP. Therefore it does not need to change the

global CoA or regional care-of address (RCoA), all packets heading for MS are intercepted by
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MAP, which encapsulate the packet and send it to MS's current LCoA. By using this approach,
the signaling cost is limited within a smaller area between MAP and AR. The handover sig-
naling without requiring propagation through the whole network and location update time is
reduced.

However, if an MS moved into a new MAP domain, the MS needs not only to get a
RCoA but also to acquire an LCOA, as its.current.location. Then, the MS uses the new MAP's
address as the RCoA, while the LCoA address can be formed as stated in [23]. The procedure
is as follows: After these addresses are formed, the MS sends a regular MIPv6 BU message to
the MAP, which will create a binding cache mapping and bind the MS's RCoA to its LCoA.
After creating BCE successfully, the MAP will return a binding acknowledgement (BAck)
message to the MS indicating.a.successful registration. After registering with the MAP, the
MS also needs register its new RCoA with its HA by sending another BU message that speci-
fies the binding (RCoA and MS's home address), as in MIPv6. Finally, it may send similar
BU to its current communicating CN, specifying the binding between its home address and

the RCoA.

2.6 Proxy Mobile IP

PMIPvV6 [6] is a network-based IP mobility management to support an MS in a topologi-
cally localized domain. In a network-based approach, the serving network controls mobility
management on behalf of MS. It does not require the participation of MS in any mobili-
ty-related signaling. The primary features of PMIPv6's goal are serving for unmodified MSs,
supporting the IPv4 and IPv6, efficient use of wireless resources, and handover performance
improvement.

Figure 2.5 illustrates an overview of how PMIPv6 works within a localized domain. The

brief descriptions of the basic terminology are also shown in this figure. As shown in Figure
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2.5, the new major functional entities of PMIPv6 are the mobile access gateway (MAG) and
local mobility anchor (LMA). The main function of the MAG is to detect the MS's move-
ments and initiate mobility-related signaling with the MS's LMA on behalf of the MS. In ad-
dition, the MAG establishes a tunnel with the LMA for allowing the MS to use an address
(e.g. HoA) from its home network prefix (HNP) and imitates the MS's home network on the
access network for each MS.

On the other hand, the LMA acts as MS's HA in PMIPv6. However, it has additional ca-
pabilities required to support PMIPv6. The main role of the LMA is to maintain reachability
to the MS's address when it moves around within a PMIPv6 domain. The LMA maintains a
binding cache entry (BCE) for each currently registered MS. The BCE maintained at the
LMA is more extended than that of the HA"in MIPv6 with some additional fields. These addi-
tional fields include the MS-Identifier, the MS's home network prefix, a flag indicating a
proxy registration, and the interface identifier of the bidirectional tunnel between the LMA
and MAG. This information associates the MS with its serving MAG, and enables the rela-

tionship between the MAG and LMA to be maintained.

Home Network

. IP Tunnel MS Home Network
IP-in-IP tunnel between LMA and MAG (Topological Anchor Point)

LMA: Local-Mobility Agent
MAG: Mobile Access Gateway

(Localized Mobility

.
1)
[} Management)

. )
movement
) \
"‘ N LMA Address (LMAA)
AN That will be the tunnel entry-point
MS kﬁgffﬁdress N-MAG o Proxy Binding Update (PBU)
( T 0 ) . Toxy Care of Address Control message sent by MAG to LMA to
MS continues to.use it as (PI‘OX}/-COA) establish a binding between MN-HoA and

long as it roams within a

. The address of MAG Proxy-CoA
same domain

That will be the tunnel end-point

Figure 2.5: Overview of PMIPv6.
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2.7 Chapter Summary

In this Chapter, we briefly introduce the IEEE 802.16e and IEEE 802.16j standards, and
then describe the notable solutions for seamless mobility including MIPv6, FMIPv6, HMIPv6,
and PMIPv6. Table 2.2 shows a summary of the main characteristics of host-based mobility

protocol compared with network-based mability protocol.

Table 2.2: Comparison of Mobility Schemes.

Protocol Characterize MIPv6 FMIPv6 HMIPv6 PMIPv6
Required infrastructure HA HA, AR HA, MAP LMA, MAG

MS's address HoA or CoA CoA LCoA HoA(always)
Handover latency Bad Good Moderate Good
Cross-layer No Yes No No
Modification for MS Required Not Required
Mobility Management Host-based Network-based
DAD Performed at every subnet movement Performed only one time
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Chapter 3

A FMIPv6 Based Handover Scheme for Re-
al-Time Applications in Mobile WiMAX

The IEEE 802.16-2004 standard [18] defines the air interface specification for wireless
metropolitan-area network (WMAN) to support high speed data transmission. As the en-
hancement to the IEEE 802.16-2004, the IEEE 802.16e [19] provides a series of handover
procedures to support mobility-service in the worldwide interoperability for microwave access
(WiMAX). Handover is the process of maintaining the active sessions of a mobile station
(MS) as it migrates from the network served by one base station (BS) to the network served
by another BS.

There are two categories of handover: the link layer handover and the IP layer handover,
also known as layer 2 and layer 3 handover, respectively. The former is defined in IEEE
802.16e that includes three modes, a mandatory hard handover, also known as
break-before-make; a macro diversity handover (MDHO) and a fast BS switching (FBSS).
The last two are optional make-before-break soft handovers, in which an MS may register
with several BSs simultaneously so it can achieve less handover latency. However, there are
quite a bit of restrictions on the BS under these two modes, such as synchronization in a
common timing source, same carrier frequency, and sharing of all information. Hence, the
IEEE 802.16e uses the hard handover basically. The IP layer handover procedures comprising
movement detection, new care of address (CoA) configuration, and binding update are han-
dled by the Mobile IPv6 (MIPV6) [3].
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If the serving BS and target BS involved in the handover locate in the same subnet, the
MS only needs to perform link layer handover, which is regarded as an intra-domain handover.
Otherwise, it is called an inter-domain handover, and the MS must re-configure a new IP ad-
dress then execute both the link layer and IP layer handover.

Generally, in a handover procedure there are two types of time interval, the total hando-
ver delay and service disruption time (SDT).. The former represents the time spent in both link
layer and IP layer handover procedures. While the latter is the time interval during which the
MS is unable to receive/send packets. SDT is caused by the hard handover and IP layer
handover, and minimizing the SDT is a key issue in supporting seamless handover for re-

al-time applications.

3.1 Problem Statements

Several handover schemes have been proposed to improve the handover latency in the
IEEE 802.16e network. In [24], new schemes including target BS selection, fast synchroniza-
tion and association, and optimized handover initiation timing were presented to reduce the
layer 2 handover delay. In [25], a network assisted fast handover scheme using the fast asso-
ciation and fast network re-entry methods was proposed to improve the layer 2 handover.
These two studies focus on reducing the link layer latency. For decreasing both link and IP
layer handover delays, several researches use the cross-layer designs [5, 26, 27, 28, 29]. The
authors defined several events for supporting the interaction between the IP layer and the link
layer handover procedures [5, 26]. The scheme in [27] uses a layer 3 tunnel between the serv-
ing BS and the target BS to redirect and relay the link layer messages such as ranging, capa-
bility negotiation, and registration during handover. Therefore the direct message transfer
between the MS and the neighboring BSs can be minimized. In [28], the integrated design of

the layer 2 and layer 3 handovers reduces the overhead of handover procedures. In [29], a fast
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key exchange and fast authentication procedure based on cross-layering design decreases the
authentication time during the network re-entry procedures.

The above studies focus on reducing either the link layer delay or total handover delay
without concerning the SDT. For delay sensitive real-time applications, minimizing the SDT
will effectively improve their QoS. In this study, we propose a cross-layer IPv6 fast handover
scheme based on the integrated layer 2/layer 3.messages and pre-layer 2 network re-entry
methods. Through performance analysis, we demonstrate that our proposed scheme features
much lower SDT and total handover delay than the fast mobile IPv6 over 802.16e network

scheme.

3.2 Related Work

3.2.1 IEEE 802.16e Handover Procedure

The IEEE 802.16e link layer handover process consists of cell reselection, handover deci-
sion and initiation, synchronization to the target BS, ranging and network re-entry, and termi-
nation of context with previous BS. The detailed procedures are depicted in Fig. 3.1.

To provide the network topology information and facilitate an MS to synchronize itself
with the neighboring BSs, the serving BS periodically broadcasts a mobile neighbor adver-
tisement (MOB_NBR-ADV) message containing the channel information about the neighbor-
ing BSs. An MS may exchange the mobile scanning request (MOB_SCN-REQ) and mobile
scanning response (MOB_SCN-RSP) messages with the serving BS and perform a scanning
process to monitor and measure the radio condition of these neighboring BSs.

During the scanning process, the serving BS may buffer the incoming data destined to the
MS and transmit them after the scanning. After the scanning process, the MS will select suita-

ble ones from the candidate neighboring BSs for a future handover.
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Figure 3.1: The IEEE 802.16e handover procedure.

An MS or serving BS may decide to perform handover based on the signal strength or
QoS parameters, and use a handover request message (MOB_MSHO-REQ) or
(MOB_BSHO-REQ), respectively to initiate a handover. Upon receiving a MOB_MSHO-REQ
message, which contains the candidate neighboring BSs selected by the MS, the serving BS
will reply with the MOB_BSHO-RSP message that contains the recommended BSs based on
the information in the MOB_MSHO-REQ message. In this study, we assume that the handover
procedure is initiated by an MS.

Once switched to the target BS, the MS has to perform the ranging and 802.16e network

re-entry processes. There are four steps in the 802.16e network re-entry procedure including
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negotiation of basic capabilities, authentication, registration, and establishing service flows.
Their detailed messages are displayed in Fig. 3.1. In order to accelerate the network re-entry
procedure, the target BS may negotiate with the serving BS to obtain the information of the
MS over the backbone network after receiving a RNG-REQ message which contains a base
station identifier (BSID) of the serving BS. Following the registration of the MS with the target
BS, the target BS will become a new serving BS. After the network re-entry process is com-
pleted, the connection between the MS and the target BS will be established. Moreover, the
MS should obtain some connection identifiers (CIDs) and associated bandwidth allocations for
transmission..However, when the MS moves to a different subnet, it should re-configure a new
IP address and re-establish an IP connection. Additionally, the MS should perform an IP layer
handover to resume the active session of the previous connection. To reduce the time latency
of the IP layer handover, the fast mobile IPv6 handover procedure for executing in the MS has

been developed.

B Authentication procedure in IEEE 802.16e layer 2 network re-entry
procedure

IEEE 802.16e provides EAP. authentication mechanism, EAP-TLS defined in RFC 3748
[30], to create a shared secret (i.e., authentication key, AK) between MS and BS. The authen-
tication process in layer 2 network re-entry procedure includes EAP-TLS authentication,
SA-TEK 3way handshake procedure, and key exchange. Therefore, it costs a lot of time in the
authentication procedure. After succeeded EAP authentication between MS and authentica-
tion, authorization, and accounting (AAA) server, the MS and AAA server will both generate
a 512-bit master session key (MSK) by using pseudo random function. Next, the pairwise
master key (PMK) and authentication key (AK) are derived by truncating 160 bit of the MSK
and by putting PMK into key distribution function, respectively. Then, the MS and BS will

both own the AK.
19



MS BS NAR AAA

S <« 802.16 link up é Gg'

PKMv2 EAP Start

m
3 EAP Reg/ID
;‘ EAP Rsp/ID » Access Req/EAP ID Rsp
2 g EAP Req (TLS Start)
3 EAP Rsp|(client hello,...) .
l'\:g? = EAP Req (server hello, certificate,...)
g»_ EAP Rsp ( client cert,...) q
<« PKM-RSP(EAP success) | ¢ EAP TLS ( success,MSK)
Form PMK Form PMK
Form A‘K Form AK
= AKtransfer
8w Q| SA-TEK Challenge
&= 5" SATEKReq
%‘< L SA-TEK Rsp
Key Req |
) Key Reply

Figure 3.2: The authentication process of the MS.

After confirming the consistency of AK between the BS and MS through SA-TEK 3way
handshake procedure, the MS and BS will produce the key encryption key (KEK) and the
message authentication keys (HMAC, CMAC). Finally, the traffic encryption key (TEK)
which is used to encrypt data will be produced through exchanging Key Req and Key Reply.

Figure 3.2 shows the authentication process of MS in layer 2 network re-entry procedure.

3.2.2 Fast Mobile IPv6 Handover Procedure over IEEE 802.16e
network

MIPvV6 is able to handle the IP handover between subnets and thus provides the session
continuity during handover. However, for streaming traffic such as Voice over IP (VolP), the
handover delay resulted from the MIPv6 process which comprises movement detection, new
CoA configuration, and binding update is often unacceptable [31]. In order to reduce the

handover delay, the fast mobile IPv6 handover protocol (FMIPv6) has been developed. For

20



movement detection, the FMIPv6 enables an MS to quickly detect its entering to a new subnet
through providing the new BSID. Regarding new IP address configuration, the FMIPv6 al-
lows an MS to obtain the newly associated subnet prefix information when it is still connect-
ing to the current subnet.

Figure 3.3 illustrates the FMIPv6 handover procedure over IEEE 802.16e network [5].
An MS learns the network topology and.obtains.the link information through listening to the
periodic MOB_NBR-ADV message from its serving BS. Then it may perform the scanning
process. Once an MS finds a new BS through the methods described above, a Link_Detected
(LD) event will be triggered by the link layer to notify the IP layer to exchange the router so-
licitation for proxy (RrSolPr) and proxy router advertisement (PrRtAdv) messages with the
previous access router (PAR).to.obtain the associated access router (AR) information of the
new BS and produce a list of [BSID, AR-Info] tuple(s). The AR Information (AR-Info) that
contains the associated AR’s prefix information, IP address, and link layer address can be
used to configure a new CoA.

A Link Handover Imminent (LHI) event will be triggered after the MS sends a
MOB_MSHO-REQ message to initiate the handover procedure and then receives a
MOB_BSHO-RSP message containing the recommended BSs as a response. This event indi-
cates that a link layer handover decision has been made and an impending handover is coming.
It also forces the IP layer to send a fast binding update (FBU) message to the PAR. Upon re-
ceiving an FBU message, the PAR exchanges the handover initiation (HI) and handover ack
(HAck) messages with the target AR to confirm the new CoA (i.e., duplicate address detec-
tion (DAD) procedure) and set up a tunnel between the previous CoA and new CoA. Next, the
PAR will forward the packets destined to the previous CoA to the new one as well as send

back a fast binding acknowledge (FBAck) message to the MS.
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Figure 3.3:. FMIPv6 handover procedure over IEEE 802.16e network.

The target AR will buffer these packets until receiving a fast notification (FNA) message
from the MS. In order to force the MS to switch from the current BS to the target BS, a
Handover_Commit (HC) event triggered by the receipt of the FBAck message will inform the
link layer to issue an MOB_HO-IND message. As the MS performs the ranging process and
completes the 802.16e network re-entry procedure after switching to the target BS, it will
trigger a Link_Up (LU) event indicating that the MS has established the link layer connection
with the target BS, the LU will force the IP layer to send an FNA message to the new AR
(NAR). When the NAR receives an FNA message, it will deliver the buffered packets to the

MS.
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In case the MS receives an FBAck message before starting the link layer handover, i.e.,
receiving an FBAck message before the MS sends an MOB_HO-IND message, the MS will
operate in the predictive mode, which enables the MS to quickly receive packets from the
NAR after it has moved to the NAR. On the contrary, if the MS finished the link layer hand-
over before it acquires an FBAck message on the current link, it should operate in the reactive
mode. In this situation, the MS must issue an-FNA message that encapsulates the FBU mes-
sage to the NAR, which will then verify the availability of the new CoA and forward the inner

FBU message to the PAR to establish a tunnel.

3.3 A Cross-Layer IPv6 Fast Handover Scheme for IEEE

802.16e Network

In this work, a cross-layer IPv6 fast handover network architecture for IEEE 802.16e was
proposed to reduce the time latency caused by the 802.16e layer 2 and FMIPv6 layer 3 hand-
over procedures. Before the ranging process, the serving BS can be forced to negotiate with
the candidate target BSs to acquire new CIDs for the MS. The -new serving BS will send the
downlink packets after it receives an FNA-RNG-REQ message and finishes the SA-TEK
3-way handshake procedure with MS to confirm the consistency of AK. The uplink packets
can be sent by an MS after it finishes the ranging process. Moreover, the redundant messages
can be avoided by integrating the link layer and IP layer messages. Thus, the total handover

latency and SDT can be reduced.

3.3.1 Integration of Layer 2 and Layer 3 Messages

According to the IEEE 802.16e and FMIPv6 handover processes, an MS must periodical-
ly listen to the MOB_NBR-ADV message from its serving BS to obtain the information of the

neighboring BSs. Based on either the signal strength or QoS parameters of the neighboring
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BSs obtained via scanning process, the MS may select some candidate BSs for potential hand-
over. Next, the MS will request the corresponding ARs’ information of the candidate BSs to
re-configure new CoAs via exchanging the RtSolPr and PrRtADV messages. By integrating
the MOB_NBR-ADV message with the PrRtADV message, the MS can simultaneously obtain
the information of the BSs and corresponding ARs. The new integrated message is called
Pr-MOB_NBR-ADV.

While moving to the target BS, the MS will perform initial ranging process with the target
BS to obtain the relative timing and power-level adjustment required for maintaining the up-
link connection. through sending a RNG-REQ /message first. This implies that the MS has
moved to.a new network, thus, the MS can notify the NAR via the FNA message to forward
the buffered packets to it. In.our.proposed method the target BS will transmit the FNA message
to the NAR upon receiving the FNA-RNG-REQ message with an encapsulated FNA, instead of
sending an FNA message by the MS. By integrating these messages, certain messages become

redundant and can be eliminated, thus the total handover latency can be reduced.

3.3.2 Pre-layer 2 Network Re-entry Scheme (Pre-L2NR)

Before an MS resumes receiving/sending packets, it must complete the layer 2 network
re-entry procedure. In order to simplify the steps of the 802.16¢ layer 2 network re-entry pro-
cedure, the serving BS may coordinate with the target BS over the backbone [19]. However,
the process only can be performed after the MS switches to the target BS. Therefore, the SDT
is dramatically long.

The Pre-L2NR includes acquirement of dedicated ranging time slot, temporary authenti-
cation mechanism, and pre-service flow construction. As mentioned before, it costs the most
time for the authentication procedures in the layer 2 network re-entry procedure. Therefore, in

the proposed scheme, the AK, TEK, and KEK using between the serving BS and MS will be
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reused between the target BS and the MS temporarily after the MS connects to the target BS.
However, the MS still needs to perform the full authentication procedure hereafter. As a result,
the MS can send/receive data before finishing the full authentication.

Based on the Pre-L2NR scheme proposed here, after the serving BS receives an
MOB_MSHO-REQ message which contains the candidate target BSs selected by the MS for
future handover, it will issue a HO_notification-REQ message to negotiate with these candi-
date target BSs regarding.the information of the MS. The HO natification-REQ message con-
tains the parameters of MS's MAC address, serving BSID, the initial ranging process, basic
capabilities of MS, temporary authentication, registration, service flow construction, and QosS.
The parameters for authentication include the AK, TEK, and KEK using in the current BS.

Asa candidate target BS obtains these parameters, both an opportunity for unicast ranging
and the new CIDs for traffics will be provided to the MS. Note that the candidate target BS
only allocates the bandwidth for ranging process of the MS at the moment, while the band-
width “allocations for actual traffics will not be available until the MS sends an
FNA-RNG-REQ message to indicate its arrival. Furthermore, the candidate target BS starts a
timer for retaining the resources. The serving BS will get the'results from these candidate tar-
get BSs through a HO notification-RSP message. Then, the serving BS forwards the results to
the MS through the MOB_BSHO-RSP message.

Upon receiving an MOB_HO-IND message, the serving BS will issue a HO_Decision
message to notify these candidate target BSs (except the target BS) the final choice of the MS.
The resources retained for the MS will be released upon the expiration of the timer or receipt
of a HO_Decision message. For performing the temporary authentication mechanism in the
proposed scheme, the target BS will reply an RNG-RSP with an encapsulated SA-TEK Chal-
lenge to the MS after it receives the FNA-RNG-REQ message. The SA-TEK Req and SA-TEK

Rsp will be encapsulated and exchanged in the next RNG-REQ and RNG-RSP, respectively.
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After finishing the SA-TEK 3way handshake, the MS and the target BS not only authenticate
each other, but confirm the consistency of AK between them. Therefore, they can use the tem-
porary TEK to encrypt data.

On the other hand, when the target BS receives the FNA-RNG-REQ message, it knows
the MS's arrival, and it will sends packets to the MS after finishing the SA-TEK 3way hand-
shake. In contrary, since the SA-TEK 3way- handshake will be finished before the ranging
process, the MS can send packets after completing the ranging process. Finally, the MS still
needs to perform the full authentication procedure. Moreover, the MS can issue the
FNA-RNG-REQ message without competition because it owns a dedicated time slot for rang-

ing process. Thus, the SDT for downlink (DL) and uplink (UL) can be minimized.

3.3.3 Procedure of proposed scheme

There are two situations to be considered. in the proposed scheme depending on the occa-
sion of receipt of the FBAck message. Figure 3.4 and Figure 3.5 illustrate these two situations

respectively and the detailed steps are described below.

B [Predictive mode]

1. The serving BS broadcasts a Pr-MOB_NBR-ADV message periodically.

2. The MS obtains the information of neighboring BSs with associated ARs, then it generates
a list of [BSID, AR-Info] tuple(s), starts the configuration of CoA, and performs the scan-
ning process to find suitable BSs for handover.

3. To initiate a handover, the MS sends an MOB_MSHO-REQ message which contains a list
of the candidate BSs.

4. The serving BS negotiates with these candidate BSs through exchanging the

HO _notification-REQ and HO_notification-RSP messages. After this step, these candidate
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9.

10

11.

12.

13

BSs begin to retain resources for the MS.
The serving BS informs the MS the negotiated result via an MOB_BSHO-RSP message.
The link layer triggers an LHI event to the IP layer after the MS receives an

MOB_BSHO-RSP message.

. Upon detecting the LHI event, the IP layer will transmit an FBU message to the PAR.

As the PAR receives an FBU message from the MS, it will exchange the HI and the HAck
messages with the NAR to establish a tunnel and confirm the new CoA. Next, the PAR
sends back an FBAck message to the MS. The packets destined to the previous CoA will be
forwarded to the new CoA after the tunnel is established.

Upon receiving the FBAck message the IP layer will trigger an HC event to the MAC layer.

. The'HC event forces the MAC layer to send an MOB_HO-IND message to the serving BS

to disconnect the link. While the serving BS receives this message, it will issue a
HO_Decision message to notify these candidate target BSs (except the target BS) to cancel
the resources retained for the MS.

The MS with a dedicated time slot for ranging process sends.an FNA-RNG-REQ message
to the target BS to inform its arrival. After receiving this message, the target BS begins to
allocate bandwidth for the MS. Next, it sends an FNA message to inform the NAR to de-
liver buffed packets. The target BS will also reply an RNG-RSP with an encapsulated
SA-TEK Challenge to the MS to perform the SA-TEK 3way handshake procedure. The
MS can receive packets after completing the SA-TEK 3way handshake procedure.

After completing the ranging process for adjusting the UL transmission power, the MS can

start sending the packets.

. The MS perform the full authentication procedure.
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Figure 3.4: The predictive mode with the proposed scheme.

| [Reactive mode]

1-7. These are same as the predictive mode described above

8. The MS sends the FBU message to the PAR. However, due to the low signal strength of
serving BS, the MS transmits an MOB_HO-IND message to the serving BS before it re-
ceives the FBAck message. The serving BS will issue the HO_Decision message to notify
these candidate target BSs except the target BS to release the resources retained for the

MS as it receives the MOB_HO-IND message.
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Figure 3.5: = The reactive mode with the proposed scheme.

9. The MS with a dedicated time slot for ranging process sends an FNA-RNG-REQ message
to the target BS to inform its arrival. Upon receiving this message, the target BS will
begin to allocate bandwidth for the MS and send an FNA[FBU] message to NAR. Next,
the NAR will confirm the new CoA and forward the inner FBU message to the PAR. Be-
cause the MS knows that it operates in the reactive mode, and the time for DAD is at least
one second. Therefore, the MS will skip the SA-TEK 3way handshake procedure and
perform the full authentication directly.

10. As the PAR receives an FBU message, it will establish a tunnel with the NAR and send
back the FBAck message to the MS. After the tunnel is established, the packets destined
to the previous CoA will be forwarded to the new CoA.
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11. The NAR will deliver these packets to the MS once it receives the tunneled packets from
the PAR, and the MS can receive packets thereafter.
12. The MS can send packets after finishing the ranging process and receiving the FBAck

message which confirms a successful new CoA.

3.4 Performance Analysis

Before analyzing the delay performance, we define the time intervals during handover
procedures. The total handover delay starts with the transmission of an MOB_NBR-ADV
message, and ends with the receipt of a packet by the MS in the target BS. The SDT can be
viewed from both DL and UL.

The SDT of DL is defined as the elapsed time experienced by an MS from its receiving the
last packet through its PAR to its receiving the first packet through the NAR via a tunnel. As
the PAR establishes a tunnel with the NAR, the packets destined to previous CoA will be for-
warded to the new CoA. Hence, in the predictive mode, the MS can’t receive packets from the
PAR after receiving an FBAck message. On the contrary, in the reactive mode, the MS can’t
receive packets after sending an MOB_HO_IND message.

The SDT of UL is defined as the elapsed time experienced by an MS from its sending the
last packet through its PAR to its sending the first packet through the NAR. In the predictive
mode, SDT starts with the transmission of an MOB_HO-IND message, and ends with finishing
the ranging process. While in the reactive mode, SDT starts with the transmission of an
MOB_HO-IND message, and ends with the finish of ranging process and receipt of an FBAck
message Vvia tunnel.

The total handover delay and SDT of DL/UL for the FMIPv6 over 802.16e network
mechanism (FM802.16e) and the proposed scheme are shown in Fig. 3.3, 3.4, and 3.5. We de-

fine and set the values of parameters based on the literature in [32]. Table 3.1 shows the pa-
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rameters for the analysis, and the topology considered for performance analysis and simula-
tion is presented in Fig. 3.6.

Table 3.1: Parameters for performance analysis.

Parameter Description Values
Thrame Frame duration of IEEE 802.16. 5ms
Teomt resor | Latency of contention resolution procedure during contention based ranging process. 50 ms
Trng Latency of ranging process. It usually needs at least six frames. 30 ms
T Latency of full authentication procedure. 175 ms
T1, ey |Latency of IEEE 802.16 layer 2 network re-entry procedure. 210 ms
Thop Latency of every routing hop in wired backbone network. 0.5ms
Tiad Latency of DAD procedure. 1s
Tys o | Transmission delay between BS and AR. 1ms
Noar nar  [Number of hop between PAR and NAR. 2 hops
D,y Overlap distance between Serving and Target BS. 35m
v Velacity of MS. -

ISP Network &
Authentication
server
HA
Target BS
Moves
// HA: Home Agent

AR: Access Router
BS: Base Station
MS: Mobile Station

MS MS

Figure 3.6: The network topology.
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Message transmission delay between serving BS and MS is Tj.ume, and between PAR and
MS IS Tjume + Trs a. Therefore, in predictive mode, the total handover delay with both

FM802.16e and proposed schemes can be expressed by (3.1) and (3.2) respectively.

127}’rame + 6Thsﬁar +2 % (Nparinar"' l) x Thop + Tdad + Tcontﬁresol + Trng + TLZﬁentry (31)

12]}‘mme + 6Tbs_ar +4 % (Npar_nar+ 1) x Thop + Tdad (32)

In predictive mode, the SDT of DL/UL with both schemes can be expressed as follows:

B SDT of DL with the FIM802.16e:
3T pgme + 275 o SN S, (3.3)
B SDT of DL with the proposed-scheme:
5T hame (3.4)
B SDT of UL with the FM802.16e:
yy gr (3.5)
B SDT of UL with the proposed scheme:

7}‘rame i Trng (36)

In the reactive mode, SDTs were expressed as follows:

B SDT of DL with the FM802.16e:
2T ame + 2Tps ar + 2 X (Npar nar+ 1) X Thop + Teont resot ¥ Trng * T12 entry + Tdaa (3.7)
B SDT of DL with the proposed scheme:
2T rame + 2Tps ar + 2 X (Npar nar+ 1) X Thop + Taa (3.8)

B SDT of UL with the FM802.16e:
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ZTﬁ’ame + 2T, bs_ar +2 X% (N par_nar+ 1) X T hop + T cont_resol + ng + T, L2 entry + T, dad (39)
B SDT of UL with the proposed scheme:

2]}rame + 2Tbsiar +2x (Nparinar"' l) x Thop + Ta’ad (310)

SDT is affected by the velocity of MS. If the MS moves very fast, it will not receive
FBAck message before it has to send MOB_HO-IND message as a final indication of hando-
ver. As a result, the handover process has to operate in reactive mode that may cause longer
SDT. Therefore, the overlap distance between two BSs affects SDT. When MS is moving in
the overlap area, it performs the handover preparation-as well as handover decision and initia-
tion procedures. At the edge of this area, MS must execute the handover process. So the rela-
tion among overlap distance,.velocity of MS and handover preparation latency (7) can be ex-

pressed as (3.11).
N " (3.11)

Figure 3.7 shows the total handover delay and SDT in both modes of proposed scheme
and FM802.16e scheme, and the effect of the MS’s velacity-on the SDT of the proposed
scheme and FM802.16e scheme is shown in Fig. 3.8. We can clearly observe that the SDT
and total handover delay of proposed scheme in both modes are smaller than that in
FM802.16e scheme because the layer 2 network re-entry procedure was accomplished in ad-
vance and the contention-free ranging process.

On the other hand, the SDT of DL is lower than that of UL with proposed scheme in the
predictive mode because packets can be forwarded to MS after it finishes the SA-TEK 3way
handshake procedure without waiting for finish of ranging process. Besides, in reactive mode,
the SDTs with both FM802.16e and proposed schemes are larger than 1000 ms due to the long
DAD procedure.

In proposed/FM802.16e scheme, MS has enough time to initiate fast handover in predic-
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tive mode for velocity of MS up to 120/119 km/h, but it has to switch to the reactive mode
over 120/119 km/h. Hence, MS almost can perform handover procedure in predictive mode

even it moves with a vehicle speed.
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Figure 3.8: SDT in terms of velocity.
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3.5 Simulation Results

We perform simulation using NS-2 (version 2.33) simulation tool [33] with Seamless
and Secure Mobility Module which is designed and developed by the National Institute
Standards and Technology (NIST) [34]. In this simulation, the MS moves from serving BS to
target BS that belongs to different IP subnets in the same ISP network, and it receives and
transmits a downlink and an uplink \VolP traffic respectively. The VolIP traffic rate is 64 Kbps
and the packet size is 200 bytes. The uplink VoIP and downlink VolIP begins at 0 second and
at 0.5 second, respectively. Both traffics end at 6 second. The MS starts to move at 1th second
with speed of 100 km/hr (27.78 m/s) or 130 km/hr (36.11 m/s). The MOB.NBR-ADV or
Pr-MOB_NBR-ADV will be sent at one second.

Figure 3.9 to Figure 3.12 show the simulation results. We can find higher downlink
packet loss rate in reactive mode because of no buffering mechanism and long SDT which is
larger than 1 second. However, in reactive mode the SDT of the proposed scheme is still less
than that of FM802.16e. In the Fig. 3.9, we can observe that the SDT of proposed scheme is
about 0.05second in DL and 0.05 second in UL. On the other hand, In the Fig. 3.11, the SDT
of FM802.16¢ is about 0.325 second in DL and 0.3 second in UL. And due to the buffering

mechanism, there is no packet loss in predictive mode.
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Figure 3.9: Packet sequence numbers in FM802.16e predictive mode.
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Figure 3.10:. Packet sequence numbers in FM802.16e reactive mode.
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Figure 3.11: Packet sequence numbers in proposed predictive mode.
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Figure 3.12: Packet sequence numbers in proposed reactive mode.

Table 3.2 shows the total handover delay and SDTs. The simulation results are almost
the same as the performance analysis. In our proposed scheme, The SDT of DL and UL are
both less than 50 ms. Compared with the FM802.16e, the SDT of DL can be reduced by

84.62%, and UL by 83.33% in the predictive mode. Regarding the reactive mode, our pro-
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posed scheme reduces the SDT of DL and UL by 22.64% and 22.14% respectively. On the
other hand, our proposed scheme reduces total handover delay by about 20.07% in the predic-
tive mode.

The results shows that our proposed scheme features much shorter total handover delay
and SDT of DL/UL, therefore it can significantly improve the QoS for real-time applications

during handover in IEEE 802.16e networks.

3.6 Chapter Summary

In this Chapter, we carefully examine the reasons which lead to long SDT and then pro-
pose a cross-layer 1Pv6 fast handover network architecture for IEEE 802.16e to accommodate
the delay sensitive real-time applications. The total handover delay and SDT were reduced by
integrating the link layer and IP layer messages and using a pre-layer2 network re-entry
mechanism. The performance analysis result showed that our proposed scheme features much
smaller SDT than the FMIPv6 over 802.16e scheme. As a result of a small SDT, the impact of

handover on real-time services can be minimized.

Table 3.2: Total handover delay and SDTs in both schemes.

Total handover delay SDT
Predictive Reactive
Predictive
DL UL DL UL
FM802.16e 1370 ms 325ms | 300 ms | 1325 ms | 1355 ms
Proposed 1095 ms 50 ms 50ms | 1025 ms | 1055 ms
Improvement 20.07% 84.62% | 83.33% | 22.64% | 22.14%
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Chapter 4

A Host-based Fast Mobility Scheme (HFMS)
in 802.16j Mobile RS Mode

IEEE 802.16j multi-hop relay standard [20] introduces relay station (RS) to gain cover-
age extension and throughput enhancement in WiMAX networks. A mobile RS (MRS) can be
mounted on a vehicle, such.as.a bus or train, connected to a BS via a wireless link. In this case,
the MRS provides a fixed access-link to end terminals (i.e., mobile stations) riding on the ve-

hicle. However, the introduction of MRS also leads to new handover problem.

4.1 Problem Statements

In IEEE 802.16e WIMAX network, cross-layering handover procedure has been studied
and it can reduce SDT and solve the packet loss problem. Most solutions focus on forcing the
mobile station’s (MS’s) link-layer to cooperate with MS’s IP layer, then the link-layer and IP
layer handover procedures can be carried out simultaneously. However, these approaches only
can be used in IEEE 802.16e WiMAX networks because these protocols assume that the
link-layer and IP layer handover procedures are both performed by MS.

In IEEE 802.16j MRS mode [20], the MRS and MS perform the link-layer and IP layer
handover procedures, respectively because the MSs will still be attached to its associated
MRS when the MRS moves from one base station (BS) to the other. The MS’s IP layer will
not obtain any triggers from MRS’s link-layer. Therefore, the previous cross-layer approaches

[5, 26, 31, 35] for IEEE 802.16e cannot be applied and only the non-cross-layer schemes such
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as Mobile IPv6 (MIPv6) scheme or the Proxy Mobile IPv6 (PMIPv6) can be used in MRS
mode. The considerably longer duplicate address detection (DAD) process and sequential
handover procedures in MIPv6 scheme lead to packet loss and long SDT.

On the other hand, for supporting MS's mobility in the IEEE 802.16j fixed RS (FRS)
mode, the work in [36] classifies the handover scenarios in the multi-hop relay networks, and
then defines the MAC handover procedure and proposes the optimized message transmission
route as well as the effective message delivery process for reducing the number and the size
of MAC management messages on the relay link. The work.in [37] proposes a greedy RS
grouping algorithm to overcome the frequent handovers problem in multi-hop relay networks.
The algorithm groups neighboring RSs together to form an RS group which can be regarded
as a logical RS with larger.coverage. In [38], an efficient adaptive contention-based approach
is proposed for the initial ranging and bandwidth request to achieve low handover delay, low
handover dropping, and low collision probability. In [39], a fast handover scheme to apply
FMIPV6 to 802.16j networks is proposed. The work in [40] proposes extending existing IP
mobility and encapsulation/tunneling technologies (particularly point-to-point) to provide a
stable network access for maobile users in IEEE 802.16] multi-hop mobile WIMAX system.

Besides, the IEEE 802.16m [41] and Third Generation Partnership Project (3GPP) Long
Term Evolution (LTE)-Advanced [42] also provide enhanced link layer handover mechanisms
for providing short handover interruption time. However, they are optimized only for
non-mobile relay, i.e., the RS is attached to a designated BS as a fixed RS. Therefore, the
work in [43] proposes an improved handover scheme for mobile relays in IEEE 802.16m.
However, it does not consider the inter-ASN handover, i.e., layer 3 handover.

In addition, the network mobility [44, 45] allows session continuity for every node in the
mobile network as the network moves. It also allows every node in the mobile network to be

reachable while moving around. An outstanding network mobility solution [46] has been
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proposed for reducing SDT, it is still a challenge to reduce SDT in MRS mode due to different
characteristic between the MRS mode and network mobility. The former behaves like a mo-
bile BS while the latter features mobile access router (AR) with IP layer functionality.

In this study, we proposed a host-based fast mobility scheme with cross-layering design
to solve the packet loss problem as well as to reduce the SDT in MRS mode. The proposed
scheme allows the link-layer handover in.MRS to.cooperate with the IP layer handover in MS
to achieve the parallel handover. On the other hand, we also integrate our pre-layer 2 network
re-entry procedure (Pre-L2NR) scheme into the host-based fast mobility scheme.

The analysis and simulation results show that our proposed scheme can reduce both SDT
and packet loss significantly so as to achieve seamless mobility for the MS in IEEE 802.16j

MRS mode. As a result, the. mobile users can experience the satisfactory Qos.

4.2 Related Works

4.2.1 IEEE 802.16j MRS Handover Procedure

IEEE 802.16j defines a link-layer handover procedure for MRS when MRS moves and
needs to change the BS. The MRS handover procedure can be decomposed into three phases:
handover preparation, handover decision and initiation, and handover execution. Figure 4.1
illustrates the MRS handover procedure.

The handover preparation phase includes network topology advertisement, scanning
process, and association procedure. During the network topology advertisement procedure, a
BS broadcasts information about the network topology by mobile neighbor advertisement
(MOB_NBR-ADV) message which provides an MRS with the current network identification
and information about neighboring BSs. Then, the MRS may initiate a scanning process by

exchanging mobile scanning interval allocation request (MOB_SCN-REQ) and mobile scan-
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ning interval allocation response (MOB_SCN-RSP) messages with serving BS (SBS) to find
and monitor the suitable neighboring BSs as a target for a handover. Association procedure is
an optional initial ranging procedure occurring during the scanning interval with respect to
one of the neighbor BSs.

In the handover decision and initiation phase, an MRS decides to switch from SBS to
target BS (TBS). The MRS initiates the handover.by sending a mobile MS handover request
(MOB_MSHO-REQ) message to SBS. After receiving the MOB. MSHO-REQ, the SBS will
reply a mobile BS handover response (MOB_BSHO-RSP) message with recommended TBSs
to the MRS as well as send the MAC addresses and connection identifications (CIDs) of the
MSs under MRS to TBS over the backbone.

In ‘the handover execution.phase, the MRS sends a mobile handover indication
(MOB_HO-IND) message to the SBS as a final indication of handover. After that, packet
transfer between the MRS and SBS is disallowed. Then, the MRS performs downlink syn-
chronization, raging, and layer 2 network re-entry procedure (L2 NR) to the TBS. The TBS
assigns new CIDs for MSs and sends them to MRS by ranging response (RNG-RSP) message,
then MRS creates mapping between old and new CIDs for each MS. After handover execu-
tion phase, the TBS becomes the new SBS and starts to provide service to the MRS.

3 b
MS MRS Serving BS Target BS
MOB_NBR-ADV

Scanning | |-t — o 11T T

process |\ MOB_MSHO-REQ

MOB_BSHO-RSP

- ——— == m -

Ranging MOB_HO-lND

,,,,,,,,,,,,,,,,,,, -
process _

< Layer 2 Network Re-entry -

«Frames on old CID—¢ — — Frames on new CID— — — 4

Creates mapping between new and old CID

Figure 4.1: MRS handover procedure.
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4.2.2 MIPv6 handover procedure in MRS mode

In MIPV6, subsequent to a link-layer handover of MRS, the MS performs the IP layer
handover procedure including movement detection, new care of address (CoA) configuration
and duplicate address detection (DAD), and binding update (Fig. 4.2). The sequential hando-

ver procedures lead to a long SDT and packet loss. The detailed MIPv6 handover procedure is

described as follows.

1. After a link-layer handover of MRS, the MS initiates the IP layer handover by the move-
ment detection. The MS detects that it is moving to a new subnet by receiving the router

advertisement (RA) message periodically sent by the new AR (NAR). The MS can also

request the NAR to send.RA by sending a router solicitation (RS) message.

then it performs the DAD process to confirm its new CoA by exchanging neighbor solici-

tation (NS) and neighbor advertisement (NA) messages.

acknowledge (BAck) with the home agent (HA) for updating MS's current location.

((é))

&

Through RS and RA messages, the MS obtains the information to create a new CoA, and

Only after completing DAD, the MS could exchange binding update (BU) and binding
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Figure 4.2: MIPv6 handover procedure in MRS mode.
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Figure 4.3:  PMIPv6 handover procedure in MRS mode.

4.2.3 PMIPv6 handover procedure in MRS mode

In PMIPv6, the NAR must conduct the IP layer handover on behalf of MSs under an
MRS after it receives a router solicitation (RtrSol) message from them. Figure 4.3 shows the
PMIPv6 handover procedure in.MRS mode.

The procedure starts when the NAR sends a proxy binding update (PBU) to the MS's HA
for updating the current location of the MS. Upon accepting this PBU, the HA sends back a
proxy binding acknowledge (PBA) and sets up a bi-directional tunnel to the NAR. The packet
loss may occur during the periods of the L2 NR and PMIPv6 procedure. The SDT is affected
by the interval of RtrSol sent from MS. The detailed PMIPVv6 procedure can be found in the

previous report [6].

4.3 Host-based Fast Mobility Scheme (HFMS)

Because the original cross-layer mechanism in FMIPv6 cannot be applied in MRS mode,
we proposed a new cross-layer scheme between MRS’s link-layer and MS’s IP layer. Our
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proposed cross-layering scheme, called host-based fast mobility scheme (HFMS) can reduce
SDT by performing the MRS’s link-layer and MS’s IP layer handover procedures simultane-
ously, and avoid packet loss by a buffering mechanism. The proposed scheme enables the
MSs to carry out IP layer handover when the MRS performs link-layer handover through ex-
changing the proposed management messages including MRS_NBR-ADV, MRS_HO-REQ,
MRS_HO-RSP, and MRS_HO-CLT between the. MS and MRS. The detailed messages are de-
fined as follows. In addition, the MS should possess the basic functionality of FMIPv6 in our

proposed scheme.

4.3.1 Definition of the proposed messages

MRS_NBR-ADV: The functionality of MOB_NBR-ADV sent from a BS is to notify the
MRS the information about neighboring BSs. The neighboring BSs are the candidates of tar-
get BS for MRS, and thus the MSs must obtain the information of the neighboring BSs and
then obtain the corresponding AR information for conducting subsequent IP layer handover
procedure. Therefore, we designed an MRS_NBR-ADV._message which includes the infor-
mation of neighboring BSs for MRS to send to MSs. After receiving the MRS_NBR-ADV, the
MS will be triggered to send a RtSolPr (Router Solicitation for Proxy) for getting the associ-

ated AR information of the new BS and produce a list of [BSID, AR-Info] tuple(s).

MRS_HO-REQ: The MRS can decide the target BS after it receives the
MOB_BSHO-RSP message from serving BS. Therefore, the MRS must notify the MSs the
information of target BS. After that, the MSs can send an FBU (Fast Binding Update) to cur-
rent AR for performing IP layer handover procedure. In the proposed scheme, the information

of target BS will be sent to MSs by MRS_HO-REQ.

MRS_HO-RSP: \When the MSs finish the IP layer handover procedure, it has to notify the

MRS to conduct subsequent link-layer switch process through MRS_HO-RSP message. The
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MRS will conduct the subsequent link-layer only when it receives MRS_HO-RSP from all MSs

under it or the signal strength of serving BS is less than a threshold.

MRS_HO-CLT: When the MRS finishes the layer 2 network re-entry process, it must no-
tify the MSs to send an FNA (Fast Neighborhood Advertisement) message to the new AR for
obtaining the buffered packets. This functionality is achieved by the proposed MRS_HO-CLT

message.

B The detailed functionality of the proposed scheme

> MRS_NBR-ADV [BSID(s)]

Sender: MRS Receiver: MSs under MRS Parameter: BSID(s)

When triggered: an MRS receives.the MOB_NBR-ADV from a BS.

Effect of receipt: If the BSID (s) in MRS_NBR-ADV was not resolved to the corresponding
AR information, the MS will be triggered to exchange RtSolPr (Router Solicitation for
Proxy) and PrRtAdv (Proxy Router Advertisement) with the current AR to get the corre-

sponding subnet information.

> MRS_HO-REQ [Target BSID]

Sender: MRS Receiver: MSs under MRS Parameter: Target BSID

When triggered: an MRS receives an MOB_BSHO-RSP and decides which BS (i.e., target BS)

it wants to switch.

Effect of receipt: The MS will realize the target BS. After then, it will be triggered to send

an FBU to the current AR for performing IP layer handover procedure.
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> MRS_HO-RSP

Sender: MS Receiver: MRS Parameter: none

When triggered: an MS receives an FBAck (Fast Binding Acknowledgement), indicating that

the MS’s IP layer handover has finished.

Effect of receipt: The MRS will send an MOB.HO-IND to the current BS as a final indication

of handover.

> MRS_HO-CLT

Sender: MRS Receiver: MSs under MRS Parameter: none

When triggered: an MRS finishes the layer 2 network re-entry process.

Effect of receipt: The MS will realize that the link-layer handover is finished. Thus, it sends

an FNA to new AR for getting the buffered packets.

4.3.2 The proposed HFMS handover procedures

The proposed scheme can be divided into predictive and reactive modes as in the

FMIPv6. The detailed scheme with predictive mode (Fig. 4.4) is described as follows.

1. The serving BS (SBS) periodically broadcasts information  of neighboring BSs via

MOB_NBR-ADV message.
2. Upon receiving MOB_NBR-ADV, the MRS will inform MS about information of neigh-
boring BSs by MRS NBR-ADV and perform a scanning process for a future handover.

3. The MS may find new BSs from MRS NBR-ADV. Then, it will request the corresponding

subnet information by exchanging RtSolPr and PrRtAdv with the previous AR (PAR).

2 The functionalities of RtSolPr, PrRtAdv, FBU, HI, HAck, FBAck, and FNA are similar to FMIPV6.
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Figure 4.4: The HFMS in predictive mode.

4. According to either signal strength or QoS parameters, the MRS may initiate handover via
MOB_MSHO-REQ. The SBS can choose possible target BSs (TBSs) for MRS via MOB _

BSHO-RSP. The MRS will decide the TBS after the process.

5. By MRS _HO-REQ from the MRS, the MS is informed that there is an impending link-layer
handover to the TBS.

6. Upon reception of MRS HO-REQ, the MS finds the corresponding AR and sends FBU,
including the new CoA configured by MS, to the PAR for performing IP layer handover.
After receiving HI (Handover Initiation) from the PAR, the new AR (NAR) confirms the
new CoA by the DAD process and replies HAck (Handover Acknowledge) to PAR. After-
ward, the tunnel between PAR and NAR is established, and the PAR will copy and forward
MS’s packets to the NAR. Moreover, the PAR will inform the MS of a successful IP layer
handover procedure via FBAck, and the NAR will buffer the packets from PAR for MS to

avoid packet loss in the subsequent handover procedures.
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7. Since the IP layer handover is finished and tunnel is established, the MS will notify the

MRS to conduct subsequent link-layer switch process through MRS HO-RSP message.

8. The MRS sends MOB_HO-IND to SBS as a final indication of handover and performs the
ranging process and layer 2 network re-entry process (L2NR) after receiving

MRS _HO-RSP.

9. The MRS sends MRS HO-CLT to the MS immediately after finishing the L2NR. Upon re-
ceiving MRS _HO-CLT, the MS realizes that the link-layer handover is finished. Then, it

will notify the NAR to deliver the buffered packets to it by FNA.

If the MRS moves at a high speed, the MS may not receive FBAck until the MRS con-
ducts L2NR and sends MRS HO-CLT to ‘it. Therefore, the MS will consider that IP layer

handover procedure may not be finished and it may operate in reactive mode (Fig. 4.5).

Q) 5 Sy A
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Figure 4.5: The HFMS in reactive mode.
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In this situation, the MS will send FNA with an encapsulated FBU to the NAR after it
receives MRS HO-CLT. Upon receiving FNA, the NAR verifies the new CoA by DAD and
forwards the inner FBU to the PAR for establishing a tunnel. After replying FBAck to the
NAR, the PAR starts to forward the packets which are buffered in the old CoA and destined to

the new CoA, and the NAR will deliver the packets to MS.

4.4 Host-based Fast Mobility Scheme with Pre-layer 2

network re-entry procedure (HFMS-Pre-L2NR)

Although the proposed host-based fast mobility scheme allows the link-layer handover in
MRS to cooperate with the IP-layer handover in MS to achieve the parallel handover. The
MRS still needs to perform contention-based ranging process and layer 2 network re-entry
procedure. For further reducing the SDT, we add the pre-layer 2 network re-entry procedure

(Pre-L2NR) to the host-based fast mobility scheme.

4.4.1 Integration of Layer 2 and Layer 3 Messages

As the scheme proposed in Chapter 3, the AR information will be included in the
MOB_NBR-ADV, and the new integrated message is called Pr~-MOB_NBR-ADV. After re-
ceiving the Pr-MOB_NBR-ADYV, the MRS will send the Pr-MRS  NBR-ADV to the MSs. In
this case, the MSs can obtain the [BSID, AR-Info] tuple(s), therefore, they need not to ex-

change RtSolPr and PrRtAdv with the current AR to get the corresponding subnet information.

4.4.2 Pre-layer 2 network re-entry procedure (Pre-L2NR)

The functionality of pre-layer 2 network re-entry procedure is the same with the scheme
proposed in Chapter 3. The Pre-L2NR includes acquirement of dedicated ranging time slot,
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temporary authentication mechanism, and pre-service flow construction for MRS. The AK,
TEK, and KEK using between the SBS and MRS will be reused between the TBS and the
MRS temporarily after the MRS connects to the TBS. However, the MRS still needs to per-
form the full authentication procedure hereafter. As a result, the MRS can send/receive data
before finishing the full authentication.

Based on the Pre-L2NR scheme proposed here, after the SBS receives an
MOB_MSHO-REQ message which contains the candidate TBSs selected by the MRS for fu-
ture handover, it will issue a HO_notification-REQ message to negotiate with these candidate
TBSs regarding the information of the MRS. The HO_ notification-REQ message contains the
parameters of MRS's MAC address, serving BSID, the initial ranging process, basic capabili-
ties of MRS, temporary authentication, registration, service flow construction, QoS, and the
information of MSs under the MRS. The parameters for authentication include the AK, TEK,
and KEK using in the current BS.

As a candidate TBS obtains these parameters, both an opportunity for unicast ranging and
the new CIDs for traffics will be provided to the MRS. Note that the candidate TBS only allo-
cates the bandwidth for ranging process of the MRS at the moment, while the bandwidth allo-
cations for actual traffics will not be available until the MRS sends a RNG-REQ message to
indicate its arrival. Furthermore, the candidate TBS starts a timer for retaining the resources.
The SBS will get the results from these candidate TBSs through a HO_notification-RSP mes-
sage. Then, the SBS forwards the results to the MRS through the MOB_BSHO-RSP message.

Upon receiving an MOB_HO-IND message, the SBS will issue a HO_Decision message
to notify these candidate TBSs (except the TBS) the final choice of the MRS. The resources
retained for the MRS will be released upon the expiration of the timer or receipt of a
HO_Decision message. For performing the temporary authentication mechanism in the pro-

posed scheme, the TBS will reply an RNG-RSP with an encapsulated SA-TEK Challenge to
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the MRS after it receives the RNG-REQ message. The SA-TEK Req and SA-TEK Rsp will be
encapsulated and exchanged in the next RNG-REQ and RNG-RSP, respectively. After finish-
ing the SA-TEK 3way handshake, the MRS and the TBS not only authenticate each other, but
confirm the consistency of AK between them. Therefore, they can use the temporary TEK to
encrypt data.

The MS under the MRS can begin to receive.packet after it finishes the layer 3 handover
procedure (i.e., exchanging FNA and FBAck with NAR). Finally, the MRS still needs to per-
form the full authentication procedure. Moreover, the MRS can issue the RNG-REQ message

without competition because it owns a dedicated time slot for ranging process.

4.4.3 The HFMS-Pre-L2NR handover procedures

The HFMS-Pre-L2NR can also be divided into predictive and reactive modes. The de-
tailed scheme with predictive mode (Fig. 4.6) is described as follows. And the
HFMS-Pre-L2NR with reactive mode is shown in Fig.4.7.
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Figure 4.6: The HFMS-Pre-L2NR in predictive mode.

51



1. The SBS periodically broadcasts information of neighboring BSs and corresponding ARs

via Pr-MOB_NBR-ADV message.

2. Upon receiving Pr-MOB_NBR-ADV, the MRS will inform MS about information of
neighboring BSs and corresponding ARs by Pr-MRS NBR-ADV and perform a scanning

process for a future handover.

3. According to either signal strength or QoS parameters, the MRS may initiate handover via

MOB_MSHO-REQ.

4. The SBS negotiates with these candidate BSs through exchanging the HO notification-REQ
and HO_notification-RSP_messages. After this step, these candidate BSs begin to retain re-

sources for the MRS.

5. The SBS informs the MRS the negotiated result and chooses possible TBSs for MRS via

MOB_ BSHO-RSP. The MRS will decide the TBS after the process.

6. By MRS HO-REQ from the MRS, the MS is informed that there is an impending link-layer

handover to the TBS.

7. Upon reception of MRS _HO-REQ, the MS finds the corresponding AR and sends FBU,
including the new CoA configured by MS, to the PAR for performing IP layer handover.
After receiving HI from the PAR, the NAR confirms the new CoA by the DAD process and
replies HAck to PAR. Afterward; the tunnel between PAR and NAR is established, and the
PAR will copy and forward MS’s packets to the NAR. Moreover, the PAR will inform the
MS of a successful IP layer handover procedure via FBAck, and the NAR will buffer the

packets from PAR for MS to avoid packet loss in the subsequent handover procedures.

8. Since the IP layer handover is finished and tunnel is established, the MS will notify the

MRS to conduct subsequent link-layer switch process through MRS HO-RSP message.
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9. After receiving MRS HO-RSP, the MRS sends MOB_HO-IND to SBS as a final indication
of handover. Next, it sends an RNG-REQ with a dedicated time slot to the TBS for ranging
process. After receiving the RNG-REQ, the TBS will reply an RNG-RSP with an encapsu-
lated SA-TEK Challenge to the MRS to perform the SA-TEK 3way handshake procedure.
After finishing the ranging process and SA-TEK 3way handshake procedure, the TBS begins
to allocate bandwidth for the MRS. The MRS can send/receive packets after completing the

SA-TEK 3way handshake procedure and ranging process.

10. The MRS sends MRS HO-CLT to the MS immediately after finishing the SA-TEK 3way
handshake procedure and ranging process. Upon receiving MRS HO-CLT, the MS realizes
that the link-layer handover-is finished. Then, it will notify the NAR to deliver the buffered

packets to it by FNA.

11. The MRS performs the full authentication with TBS.
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Figure 4.7: The HFMS-Pre-L2NR in reactive mode.
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4.5 Performance Analysis and Simulation Results

4.5.1 Performance Analysis

Parameters used in the performance analysis and simulation are listed in Table 4.1 and

described as follows.

Table 4.1: Parameters used in performance analysis and simulation.
Parameter Value Description
Trsur 1ms The transmission time between BS and AR
T ir-ta 6 ms The transmission time between AR and HA
Tpar-NAR 4 ms The transmission time between PAR.and NAR
Tiame 5ms Frame duration of IEEE 802.16] PHY
The elapsed time after the. MRS finishes L2NR until the MS sends an
t _ RtrSol
. i, Latermcy of contention- resolution procedure during contention based
N ranging process.
Tong 30 ms Latency of ranging process. It usually needs at least six frames.
Ty, 210 ms IEEE 802.16j layer 2 network re-entry procedure delay
Tpap 1,000 ms The DAD process delay
Tr - The packets forwarding delay
Tro-np - Latency of the MOB_HO-IND message
Trsra - Latency of Router Solicitation plus Router Advertisement
Tnsna - Latency of Neighbor Solicitation and Neighbor Advertisement
Teu/Back - Latency of Binding Update-and Binding ACK
T RirSol/Rirddy - Latency of Router Solicitation and Router Advertisement
Trsu/pBa - Latency of Proxy Binding Update and Proxy Binding Ack
Twvirs Ho-cLT - Latency of the MRS_HO-CLT message
Trna - Latency of the FNA message
Trausrsa - Latency of FBU and FBAck
) - The velocity of MRS
Doty 40 m The overlap distance between two BSs
T - The handover preparation latency
Tecan 10 ms The scanning process delay
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Tss-ar, Tar-ma, and Tpyrnar represent the transmission time between BS and AR, AR and
HA, and PAR and NAR, respectively. Ts.. is the link-layer frame duration and ¢ is the
elapsed time after the MRS finishes L2NR until the MS sends an RtrSol. Teon resor aNd g
represent the latency of contention resolution procedure during contention-based ranging
process and the ranging process delay, respectively. T7,, Tpsp, and Tr represent the L2NR de-
lay, DAD process delay, and packets forwarding delay, respectively.

The message transmission time between MS and MRS as well as MRS and BS iS Tjame.
Hence, the message transmission time between MS and BS as well as between MS and AR
equals twice Thame, aNd 2T jame + Tps-ar, rESPectively.

The SDT is calculated at the MS as from the reception of the last data packet from the
PAR to the reception of the first data packet from the NAR. Hence, the SDT of using MIPV6,

PMIPv6, HFMS, and HFMS-Pre-L2NR can be calculated as follows:

= In MIPvV6, six messages including RS, RA, NS, NA, BU, and BAck are exchanged after
the MRS finishes the contention-based ranging and L2NR. The first four messages are ex-
changed between the MS and the NAR, and each message takes 27, + Tps.4x. The BU and
BAck are exchanged between the MS and HA, taking 2(2Zsume + Tss-4r + Tar-ra). The packets
forwarding delay, Tr, equals 274ume + Tpsar + Tar-na because the packets have to be for-
warded from HA to MS. Besides; the DAD processing delay and L2NR delay should be add-

ed. As a result, the SDT in MIPv6 can be expressed as follows.

SDTwmipvs = Teon resor T Tug + T12 + Trsra + Tnsva + Tpap + Tsumack + Tr
= Tcontfresol + Trng + TL2 + 2(2]}fmme + TBS—AR) + 2(27}’rame + TBS—AR) + TDAD +
2Q@Thame + Tos-ar + Tar-tia) ¥ (2Tame + Tpsar + Tar-ria)

=1 47}kame + 7T, BS-AR T 3T AR-HA T T, cont_resol + Trng + 7T 2t T, DAD

= In PMIPvV6, after the MRS finishes L2 NR, the process idles for an uncertain time until

the RtrSol is sent by the MS. Hence, the factor ¢ representing the above elapse time must be
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taken into account. The latency of RtrSol plus RtrAdv exchanged between the MS and NAR
equals 2(2Tume + Ts-4r). The PBU and PBA are exchanged between NAR and HA, hence the
latency equals 27 4z-n4. In addition, the Tr equals 2Tjame + Tps.ar + Tar-na DECAUSE the packets
must be forwarded from HA to MS. Therefore, the SDT in PMIPv6 can be expressed as fol-

lows.

SDT, PMIPv6 — T, cont_resol + T, rng + T 2Tt i RtrSol/RirAdv T T, PBU/PBA T T, F
= Teont resot T Trmg + Tpo + t + 202 same + L ps-ar) ¥ 2T aptis (2T same + Ths-ar + Tar-ra)

= 67}i”ame R 3TBS—AR 4 3TAR-HA + Tcont_resol + Trng + TL2 Sl

= In the HFMS in_predictive mode, after finishes L2NR, the MRS sends the
MRS_HO-CLT to the MS. Then,.the MS sends the ENA to NAR. Thus, the latency of the two
messages equals 3Tjume + Tps-ar~tn-addition, the Tzequals 27jame + Ts.4r because the packets
are forwarded from NAR to MS. Hence, the SDT of the HFMS in predictive mode can be ex-

pressed as follows.

SDTHFMS_pre N Tcont_resol + Trng + TLZ o TMRS_HO-CLT + TFNA + TF

= L AR, T, el NI Nea [T .,

FP T s B L cont resol T Tng + 112
= In the HFMS in reactive mode, after finishes L2NR, the MRS sends the MRS _HO-CLT
to the MS. Then, the MS will send the ENA[FBU] to NAR. Next, the NAR will exchange the
FBU and FBAck with the PAR and perform the DAD procedure. Thus, the latency of the four
messages equals 37jame + Tas.ar + 2Tpar-nar. IN addition, the Ty equals Trar-nar + 2Tfame +
Tss.4r because the packets are forwarded from PAR to NAR, then from NAR to the MS.

Hence, the SDT of the HFMS in reactive mode can be expressed as follows.

SDTrrms re = Teont resot + Trng + Tr2 + Tars mo-cur + Tenvarsuy + Tpap + Trsursack + Tr

= Tcontfresol + Trng + TLZ + ]}i’ame + (Zz}iame + TBS—AR) + TDAD + ZTPAR—NAR
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+ (Tpar-nar + 2Tjame + Ths-ar)

= 5T ame + 2Ts.ar + 3Tpar-Nar + Teont resot T Trng + T12 + Tpap

=  In the HFMS-Pre-L2NR in predictive mode, after the MRS finishes the ranging process
and SA-TEK 3way handshake, it will send the MRS_HO-CLT to the MS. Then, the MS sends
the FNA to NAR. Thus, the latency of the two messages equals 374.me + Tps.4z. In addition,
the T equals 2Tjume + Tps.4r because the packets are forwarded from NAR to MS. Hence, the

SDT of the HFMS-Pre-L2NR in predictive mode can be expressed as follows.

SDTHrmS-Pre-L2NR pre = Trg + Turs mo-cor + Trva + Tr

AN s g K W YD

= ST fameteddps iy TN g
= Inthe HFMS-Pre-L2NR in reactive mode, after the MRS finishes the ranging process
and SA-TEK 3way handshake, it will send the MRS _HO-CLT to the MS. Then, the MS will
send the FNA[FBU] to NAR, and the NAR will exchange the FBU and FBAck with the PAR
and perform the DAD procedure. Thus, the latency of the four messages equals 37ume +
Ts-ar + 2Tpar-nar. In addition, the Tr equals Trsrnar T2 5ame+ Ths-4r DECaUSE the packets are
forwarded from PAR to NAR, then from NAR to the MS. Hence, the SDT of the

HFMS-Pre-L2NR in reactive mode can be expressed as follows.
SDTyrums-pre-L2NR re = Trng + Turs no-crr + Tenagrsup + Tpap + Trsursack + Tr
= Tong * Thame + CTfame + Ts-ar) + Tpap + 2T par-nar

+ (Tpar-Nar + 2T ame + Ts-ar)

= 5T%ame + 2Ts.ar + 3Tpar-Nar T Trng + Tpap

The major factors contributing to the SDT are 7y, and Tp4p. In the PMIPV6 approach,

the factor ¢ also needs to be taken into account. For our analysis, the 7. is assumed to be 5
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ms, and other parameters used are: 77, =210 ms, Tgs.4r =1 MS, Tragnar =4 MS, Tyg.zq = 6 MS,
and Tpsp = 1,000 ms.

Figure 4.8 shows the SDT of all schemes. It is worth noting that the SDT of MIPV6 is
substantially larger than that of the HFMS and HFMS-Pre-L2NR in the predictive mode due
to the considerably longer DAD process time (at least one second [47]) relative to the delay
caused by other factors affecting SDT. In.addition, the SDT in PMIPV6 is affected by 7 which
can be influenced by the-interval of RtrSol (4 s [48]). Increasing ¢ would result in growing
SDT in PMIPv6. The main factor contributing to the SDT of the HFMS is Tr,and Teons resor;
however, the Tzz and Teon: resor CaN be eliminated in the HFMS-Pre-L2NR.

The number of lost packets can be represented as 4 x SDT where 1 is the average packet
arrival rate. Besides, the buffered packets for the HFMS and HFMS-Pre-L2NR are equal to 4
X (SDTrrus pre + Tps-ar + 4T jame) aNA A X (SDTwEms-pre-22nr pret Ts-ar + 4T ame), respectively,
because the PAR will forward MSs’ packets to the NAR after receiving HAck. Figure 4.9
shows the number of lost packets with the traffic rate of 64 Kbps and packet size of 200 bytes
(i.e, A =40). The MIPv6 and the PMIPv6 with ¢ = 2 will still experience relatively higher
packet loss (more than 55 packets) due to their relatively higher SDT (more than 1,385 ms).

Since the HFMS and HFMS-Pre-L2NR use a buffering mechanism, the number of lost pack-
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all schemes.
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However, the buffered packets are 13.52 (i.e., 2704 bytes) and 3.12 (i.e., 624 bytes) for
the HFMS and HFMS-Pre-L2NR, respectively, which slightly affects AR. Particularly, when
the HFMS and HFMS-Pre-L2NR operate in reactive mode, few packets may be lost.

The SDT and number of lost packets in the proposed scheme are affected by the velocity
of MRS (v), the overlap distance (D,,,) between two BSs, and handover preparation latency
(7). When a MRS moves in the overlap area, it performs the handover preparation as well as
handover decision and initiation procedures. At the edge of this area, MRS has to execute the
handover process. Therefore, the relation between D, v and 7" can be expressed as D,y =
v x T. If velocity of MRS exceeds the threshold (i.e;; v > D, I T), the proposed scheme
will operate in reactive mode. The handover preparation latency for HFMS can be calculated
by T = 13Tfame + 4Tps.ar + 2Tpar-nar + Tscan + Toap (Fig. 4.4), where Ty, IS the scanning
process delay. On the other hand, the handover preparation latency for HFMS-Pre-L2NR can
be calculated by 7'= 9T sume + 6Tss.18 + 4Tp 1zt * Tican + Toan (Fig. 46)).

Figure 4.10 shows the SDT in terms of velocity. The 7., and D, are 10 ms and 40 m,
respectively. When o is less than 132.47 km/hr, the SDT of HEMS is 317 ms. The SDT of
HFMS will become 1329 ms when o is more than 132.47 km/hr. On the other hand, the
threshold of HFMS-Pre-L2NR is 133.7 km/hr. Therefore, the HFMS and HFMS-Pre-L2NR

will operate in the predictive mode if the v is less than 132.47 km/hr.
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Figure 4.10: SDT in terms of velocity. Figure 4.11: Network topology for simula-
tion
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4.5.2 Simulation results

Finally, the comparison in the performance between these three schemes is carried out
using network simulator ns-2 [33, 49]. The network topology shown in Fig. 4.11 indicates that
an MRS is mounted on a vehicle and moves from an SBS to a TBS in a different IP subnet.
The links between routers and ISP network have 100Mbps bandwidth and 2 ms delay, and the
links between BSs and ARs have 100Mbps bandwidth and 1 ms delay. The MS receives
downlink traffic with the traffic rate of 64 Kbps and packet size of 200 bytes. The general pa-
rameters are listed in Table 4.1.

The simulation duration is 6 seconds. At Oth second, constant bit rate (CBR) traffic is
sent from the corresponding.node (CN) to the MS. The MRS starts to move at 1th second with
speed of 100 km/hr or 135 km/hr. For CBR traffic, we check the packet sequence number re-
ceived by the MS, and observe whether a packet is delivered successfully or not. The result of
MIPV6 is shown in Fig. 4.12(a) and the results of PMIPv6 (¢ = 0, # = 2, and ¢ = 4) are shown in
Figs. 4.12 (b)-(d). The results of HEMS in predictive mode and reactive mode are shown in
Figs. 4.12 (e) and (f), respectively. And the results of HEMS-Pre-L2NR in predictive mode

and reactive mode are shown in Figs. 4.12 (g) and (h), respectively.

Table 4.2 illustrates the comparison in the SDT and packet loss between different schemes.
In the MIPv6 approach, the SDT is 1,400 ms because the L2NR and IP layer handover pro-
cedures are performed sequentially. A higher packet loss (i.e., 55 packets) in the MIPv6 ap-
proach is observed because of no buffering mechanism and long SDT. Although the L2NR
and IP layer handover procedures are also performed sequentially in PMIPv6 approach, the
SDT is reduced to be 350 ms when ¢ = 0 because the MS always uses the home address with-
out DAD process. In addition, 13 packets are lost in PMIPv6 approach because there is no
buffering mechanism.
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The SDT in the HSMF with predictive mode is 350 ms because the cooperation of
link-layer and IP layer forces the IP layer handover procedure to be carried out before the
MRS switches to TBS. Moreover, packet loss does not occur in the HSMF with predictive
mode because the MS’s packets are forwarded to NAR and sent to MS after the NAR receives
an FNA. When the HSMF operates in the reactive mode, 53 packets get lost because the
bi-direction tunnel will not be established until the MS finishes the IP layer handover proce-
dure. As compared with the MIPv6 approaches, the SDT s reduced by approximately 75%
and there is no packet loss in the HSMF with predictive mode.

In the HSMF-Pre-L2NR with predictive mode; the SDT is 75 ms because the MRS only
needs to perform the ranging process and SA-TEK 3way handshake. As compared with the
MIPv6 ‘approaches, the SDT . is.reduced by approximately 94.6%. However, when the
HSMF-Pre-L2NR operates in the reactive mode, 43 packets get lost because the bi-direction
tunnel will not be established until the MS finishes the IP layer handover procedure.

Table 4.2:  SDT and packet loss in all schemes.

A MIPV6 PMIPv6 HSMF HSMF-Pre-L2NR

t=0 t=2 t=4 pre re pre re
SDT (ms) 1400 350 2350 4350 350 | 1350 75 1100

#Lost Packets 55 13 93 173 0 53 0 43
Improvement of SDT - 75% | -67.9% |-210.7%| 75% | 3.6% | 94.6% 21.4%
Improvement of #Lost Packets - 76.4% | -69.1% |-214.5%| 100% | 3.6% 100% 21.8%

4.6 Chapter Summary

In this Chapter, we proposed a new cross-layer scheme which allows the link-layer
handover in MRS to cooperate with the IP layer handover in MS to achieve the parallel
handover. In the proposed HFMS, the MRS’s link-layer will notify the MS’s IP layer to per-
form IP layer handover procedure when the MRS performs link-layer handover. The parallel
handover reduces the SDT efficiently. On the other hand, the proposed buffering mechanism

can avoid packet loss. We also integrate our pre-layer 2 network re-entry procedure scheme
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into the host-based fast mobility scheme to further reduce the SDT and packet loss. The anal-
ysis and simulation results indicate that remarkable handover performance improvement can
be achieved. As a result, the seamless mobility and satisfactory QoS can be achieved for mo-

bile users in IEEE 802.16j MRS mode.




Chapter 5

A Network-based Fast Mobility Scheme
(NFMS) in 802.16j Mobile RS Mode

5.1 Problem Statements

In the previous Chapter,-we-can observe that when the HEMS and HEMS-Pre-L2NR op-
erate in the reactive mode, the-SDTs of them are more than 1,100 ms due to the longer DAD
process, which are longer than PMIPv6 with z = 0. On the other hand, in [1], it has been indi-
cated that PMIPv6 outperforms MIPv6 in the aspects of deployment, performance, and man-
agement of network service provider, and strongly expected that PMIPv6 will be a promising
solution for the next generation all-IP mobile networks. In the network-based approach such
as PMIPvG, the serving network manages IP mobility on behalf of the MS, and thus, it does
not require the modification to the protocol stack of the MS to support IP mobility. Besides, [9,
50] proposed the cross-layer based scheme to reduce SDT and packet loss for PMIPv6. These
approaches assume that the link-layer handover procedure is performed by MS, and they uti-
lize the cooperation of MS’s link-layer and new access router’s (NAR’s) IP layer to reduce
SDT. The previous cross-layer approaches also cannot be applied in the MRS mode because
the link-layer handover procedure is performed by MRS instead of MS.

Therefore, we further proposed a network-based cross-layering handover scheme (i.e.,
network-based fast mobility Scheme, NFMS) to solve the packet loss and longer SDT prob-

lems in the HFMS and HFMS-Pre-L2NR with the reactive mode. The NFMS allows the
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link-layer handover in MRS to cooperate with the IP layer handover in NAR by exchanging
new management messages. On the other hand, we also integrate our pre-layer 2 network
re-entry procedure (Pre-L2NR) scheme into the NFMS. The analysis and simulation results

show that NFMS can obtain better performance than HFMS.

5.2 Network-based Fast Mobility Scheme (NFMS)

5.2.1 Definition of the proposed messages

In NFMS, SDT is reduced by a network based cross-layering mechanism in which the
link-layer and IP layer handover procedures are performed simultaneously while packet loss
can be avoided by a buffering.mechanism. The NFMS enables the AR to conduct IP layer
handover on behalf of all MSs under the MRS when the MRS performs link-layer handover
by exchanging management messages, including MRS handover request/response
(MRS HO-REQ/RSP), handover request/response (HO-REQ/RSP), modified PBU/PBA
(MPBU/MPBA), MRS handover complete (MRS HO-CLT), and handover complete (HO-CLT)
between the BS, AR, and MRS. The detailed definition of these proposed messages are de-
scribed as follows. In addition, the NAR should possess the basic functionality of PMIPV6 in
the proposed scheme.

> MRS _HO-REQ
Sender: MRS | Receiver: SBS Parameter: Target BSID

When triggered: an MRS receives an MOB_BSHO-RSP and decides which BS (i.e., target

BS) it wants to switch.

Effect of receipt: The SBS will realize the target BS. After then, it sends an HO-REQ to the
AR (i.e., previous AR, PAR) for notifying the PAR that MRS wants to switch from SBS to
TBS.
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> MRS_HO-RSP

Sender: SBS Receiver: MRS | Parameter: none

When triggered: an SBS receives an HO-RSP.

Effect of receipt: The MRS will send an MOB_HO-IND to the SBS as a final indication of
handover and perform the layer 2 network re-entry process.

> HO-REQ

Sender: SBS | Receiver: PAR | Parameter: Target BSID, MRS’s and MSs’ MAC addresses

When triggered: an SBS receives an MRS_HO-REQ.

Effect of receipt: The PAR will realize the target BS. After then, it finds the corresponding
AR (i.e., NAR) and sends an MPBU to the NAR for initiating IP layer handover procedure on
behalf of all MSs under the MRS.

> HO-RSP

Sender: PAR | Receiver: SBS Parameter: MRS’s MAC addresses

When triggered: a PAR receives an MPBA.

Effect of receipt: The SBS will send an MRS_HO-RSP to the MRS for notifying the MRS to
conduct subsequent link-layer switch process.

> MPBU

Sender: PAR/NAR Receiver: PAR/NAR

Parameter: [The HAs’ addresses, home network prefixes, and home addresses of all MSs,
MRS’s MAC address]

When triggered: a PAR receives an HO-REQ or an NAR receives an HO-CLT.

Effect of receipt: When NAR receives the message, it will perform IP layer handover on
behalf of MSs with HAs and reply an MPBA to PAR for setting up tunnel for all MSs. In
contrast, when PAR receives the message, it will reply an MPBA containing the infor-

mation of HAs’ addresses, home network prefixes, and home addresses of all MSs to NAR

for setting up tunnel.
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> MPBA

Sender: PAR/NAR Receiver: PAR/NAR

Parameter: [The HAs’ addresses, home network prefixes, and home addresses of all MSs]

When triggered: a PAR or NAR receives an MPBU.

Effect of receipt: When PAR receives the message, it will realize the IP layer handover is in
progress. After that, it forwards MSs’ packets to NAR and sends an HO-RSP for notifying
the SBS to conduct further handover procedure. In contrast, when NAR receives the mes-

sage, it will perform’IP layer handover on behalf of MSs with HAs.

> MRS_HO-CLT

Sender: MRS Receiver:TBS Parameter: none

When triggered: an MRS finishesthe layer 2 network re-entry process.

Effect of receipt: The TBS will realize that the link-layer handover is finished. Thus, it sends
an HO-CLT to NAR for notifying the NAR of the MRS’s arrival.

> HO-CLT

Sender: TBS Receiver: NAR | Parameter: MRS’s MAC address

When triggered: a TBS receives an MRS_HO-CLT.

Effect of receipt: If the NAR has set up tunnel with PAR, it will forward the buffered pack-
ets to MSs. Otherwise, it will send an MPBU to PAR for initiating IP layer handover proce-
dure on behalf of all MSs under the MRS.

5.2.2 The NFMS handover procedures

The NFMS can be divided into predictive and reactive modes for dealing with different

handover conditions as it does in the FMIPv6.

[Predictive mode]
The detailed scheme in predictive mode (Fig. 5.1) is described as follows.

1. The SBS periodically broadcasts information about neighboring BSs using
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MOB_NBR-ADV message.
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Figure 5.1: NEMS in predictive mode.

Upon receiving MOB_NBR-ADV, the MRS may perform a scanning process to monitor
and measure the radio condition of neighbor BSs for a future handover.

Based on the signal strength or QoS parameters, the MRS may initiate handover by
sending MOB_ MSHO-REQ.

Through MOB_BSHO-RSP message, the SBS can indicate one or more possible TBSs
for MRS.

The MRS notifies the SBS that there is an impending link-layer handover to the TBS
through MRS HO-REQ. By means of HO-REQ from the SBS, the previous AR (PAR) is
informed that the MRS will move to the TBS.

Upon receiving HO-REQ, the PAR finds information of all MSs under the MRS, and sets
up tunnel for all MSs by exchanging MPBU/MPBA messages with the NAR. Afterward,

the PAR copies and forwards MSs’ packets to the NAR. The HAs’ address, home net-
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10.

work prefixes, and home addresses of all MSs as well as MRS’s MAC address will be
included in MPBU, and the NAR will perform IP layer handover on behalf of those MSs
with HAs.

Since IP layer handover is in progress and tunnel is established, the PAR will notify the
SBS to conduct further handover procedures through HO-RSP message. Moreover, the
NAR will buffer packets coming from PAR.for MSs to avoid packet loss in the subse-
quent handover procedures.

After receiving HO-RSP, the SBS notifies the MRS to conduct subsequent link-layer
switch process by MRS HO-RSP.

The MRS sends MOB_HO-IND as a final indication of handover and performs the
ranging process and L2NR.

The MRS sends MRS _HO-CLT to the TBS immediately after finishing the L2NR. Upon
reception of MRS HO-CLT, the TBS will notify the NAR of the MRS’s arrival by
HO-CLT. When the NAR receives HO-CLT from the TBS, it will deliver the buffered

packets to all MSs.

[Reactive mode]

If the MRS moves at a high speed, the NAR may not receive MPBU and set up tunnel

with the PAR before the MRS conducts L2NR. Therefore, the NAR will consider that IP layer

handover procedure may not be finished and it will be operated in reactive mode after receiv-

ing HO_CLT. The detailed scheme in reactive mode (Fig. 5.2) is described as follows.

1~

5.

4. The procedures are similar to those in the predictive mode.
Due to the fast movement of MRS, time is not enough for the PAR to acquire information
to create MPBU message. At this point, the MRS decides to start switching to the TBS.

Therefore, the MRS sends an MOB_HO-IND and terminates the connection with SBS.
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6. The MRS performs the ranging process and L2NR with the TBS. There is no tunnel be-
tween PAR and NAR at this moment.

7. Once the MRS completes L2NR, it sends an MRS HO-CLT message to the newly con-
nected TBS. Then, the TBS informs the NAR that the MRS has connected to the new
network by sending HO CLT.

8. The NAR requests information of MSs attached to the MRS by sending MPBU with
MRS’s MAC address.to PAR. IP-addresses, home network prefixes and HAs’ addresses of
all MSs are encapsulated in MPBA and sent back to NAR. Upon receiving MPBA, the
tunnel between PAR and NAR is established. At the same time, the NAR performs IP lay-
er handover for all MSs.

9. The packets which are still.sent to the PAR are forwarded to the NAR through the tunnel,
and then the NAR forwards them to the MSs. After the IP layer handover is finished, the
bi-directional tunnels between the NAR and the HAs are created and the packets can be

directly sent to the NAR.
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Figure 5.2: NFMS in reactive mode.
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5.3 Network-based Fast Mobility Scheme with Pre-layer 2

network re-entry procedure (NFMS-Pre-L2NR)

Although the proposed NFMS allows the link-layer handover in MRS to cooperate with
the IP layer handover in AR to achieve the parallel handover. The MRS still needs to perform
contention-based ranging process and layer 2 network re-entry procedure. For further reduc-

ing the SDT, we add the pre-layer 2 network re-entry procedure to the NFMS.

5.3.1 Pre-layer 2 network re-entry procedure (Pre-L2NR)

The scheme of pre-layer 2 network re-entry procedure here is the same with the scheme
proposed in Chapter 4. The MS under the MRS can begin to receive packet after the NAR re-

ceives the HO-CLT.

5.3.2 The NFMS-Pre-L2NR handover procedures

The NFMS-Pre-L2NR handover procedures in predictive and reactive mode are almost
the same with the NFMS. It only needs additional three steps.
a. The SBS exchanges the HO-natification-REQ and HO-notification-RSP with TBS for
providing the information of MRS to TBS.
b. The MRS only needs to perform the ranging process and SA-TEK 3way handshake in the
NFMS-Pre-L2NR.
c. The MRS still needs to perform full authentication with the TBS.
Figure 5.3 and Figure 5.4 show the NFMS-Pre-L2NR in the predictive mode and reac-

tive mode, respectively
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5.4 Performance Analysis and Simulation Results

5.4.1 Performance Analysis

Parameters used in the performance analysis and simulation are listed in Table 4.1. The
SDT is calculated at the MS as from the reception of the last data packet from the PAR to the
reception of the first data packet from the NAR. Hence, the SDT of using NFMS and

NFMS-Pre-L2NR can be calculated as follows:

= In NFMS in predictive mode, first of all, the MRS_HO-CLT is sent from MRS to TBS
after the MRS completes the-ranging process and L2 NR. Next, the HO-CLT message is sent
from TBS to NAR. Thus, thelatency of the two messages equals 7s.m. + Tps.4z- In addition,
the Trequals 275 + Tps.4r because the packets are forwarded from NAR to MS. Hence, the

SDT of the NFMS in predictive mode can be expressed as follows.
SDTNEMS pre = eont resol T fing ¥ L F Tvrs mo-crr+ T'rO-crr + 1 F

= Tcont_resol 1 ng + TL2 + Tfmme + TBS—AR i (27}‘mme = TBS—AR)

b 3]}rame i 2TBS—AR 4 Tcontﬁresol + Trng + TLZ
= If the reactive mode is triggered in the NFMS, the MPBU and MPBA messages are exchanged
between PAR and NAR after the NAR receives an- HO-CLT. Therefore, 2Tp4z.n4r Should be
added into the equation. In addition, the packets forwarding delay in the NFMS in reactive
mode equals Tpar-nar + 2Tfame + Tps-ar Decause the packets must be forwarded from the PAR

to NAR. Then, the NAR deliveries the forwarded packets to the MS. As a result, the SDT of

the NFMS in reactive mode can be expressed as follows.

SDTnrums re = Teont resot T Trng + Tr2 + Tiurs no-crr + T no-crt + Tvpsumpesa + Tr

= Teont resol + Trng + T12 + Thame + Tos-ar + 2Tpar-nar + (Tpar-nar + 2Trame + Tps-ar)
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= 3]}rame + 2TBS—AR + Tcontﬁresol + Trng + TLZ + 3TPAR-NAR

= In the NFMS-Pre-L2NR in predictive mode, after the MRS finishes the ranging process
and SA-TEK 3way handshake, it will send the MRS_HO-CLT to the TBS. Next, the HO-CLT
message is sent from TBS to NAR. Thus, the latency of the two messages equals Tsame +
Tgs-4r. In addition, the T equals 2Tj.ume + Tas-4r Decause the packets are forwarded from NAR
to MS. Hence, the SDT of the HFMS-Pre-L2NR in predictive mode can be expressed as fol-

lows.

SDTNrmS-Pre-L2NR pre = Lmg + Tiurs mo-cr + T no-cur + Tr

= Tng + Tame + Tos-ar + (2T fame + Ts-4r)

= 3T =t W ..
= In the NFMS-Pre-L2NR in reactive mode, after the MRS finishes the ranging process
and SA-TEK 3way handshake, it will send the MRS_HO-CLT to the TBS. Then, the TBS
will send the HO-CLT to NAR, and the NAR will exchange the MPBU and MPBA with the
PAR. Thus, the latency of the four messages equals Tsume + Trs-ar + 2Tpar-nar. In addition, the
Tr equals Tpar-nar + 2Thame + Tps-4r DECaUSE the packets are forwarded from PAR to NAR,
then from NAR to the MS. Hence, the SDT of the NFMS-Pre-L2NR in reactive mode can be

expressed as follows.
SDTNrms-Pre-L2NR re = Timg ™ Turs mo-cer + T no-cLr + Tmpsumrsa + T

= Ting + Thame + Tps-ar + 2Tpar-NaR + (Tpar-nar + 2Tframe + Tps.4r)

= 3Tfame + 2Ts.ar + Ting + 3TPar-NAR

Figure 5.5 shows the SDTs of NFMS, NFMS-Pre-L2NR, and the schemes discussed in

Chapter 4. It is worth noting that the SDTs of NFMS and NFMS-Pre-L2NR in reactive mode
is substantially reduced because these schemes does not need to perform the DAD process.
The SDT in the NFMS-Pre-L2NR is small than 59 ms.
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The number of lost packets can be represented as 4 x SDT where 4 is the average packet
arrival rate. Besides, the buffered packets for the NFMS and NFMS-Pre-L2NR are equal to 1
X (SDTneums pret Tas-ar + 2Tjame) aNd A X (SDTnFuss-Pre-LoNR pret Ts-ar + 2Tfame), T€Spectively,

because the PAR will forward MSs’ packets to the NAR after receiving MPBA.
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Figure 5.5:  SDT of all schemes.
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Figure 5.6: The number of lost packets in all schemes.
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Figure 5.6 shows the number of lost packets with the traffic rate of 64 Kbps and packet
size of 200 bytes (i.e, 1 = 40). Since the NFMS and NFMS-Pre-L2NR use a buffering mecha-
nism, the number of lost packets is 0. However, the buffered packets are 12.72 (i.e., 2544
bytes) and 2.32 (i.e., 464 bytes) for the NFMS and NFMS-Pre-L2NR, respectively, which
slightly affects AR. Particularly, the number of lost packets in NFMS-Pre-L2NR with reactive
mode is only 2.36, and in NFMS with reactive-mode is only 12.76.

The handover preparation latency for NFMS can be calculated by 7 = 5Tame + 2Tps.ar +
2Tpar-nar t Tsean (FIQ. 5.1), Where T, is the scanning process delay. On the other hand, the
handover preparation latency for NFMS-Pre-L2NR can be calculated by 7= 5Tjume + 6754z
+ 4Tpar-nar + Tscan (Fig. 5.3).

Figure 5.7 shows the SDT in terms of velocity. The 7., and D,,,, are 1,000 ms and 40
m, respectively. When o is less than 139.13 km/hr, the SDT of NFMS is 307 ms. The SDT of
NFMS will become 319 ms when » is more than 139.13 km/hr. On the other hand, the thresh-
old of NFMS-Pre-L2NR is 137.54 km/hr. It can be observed that even the NFMS and

NFMS-Pre-L2NR become the reactive mode, the SDT only increases slightly.

350

300 _w

=== NFMS

=== NFMS-Pre-L2NR

50 | Atttk A

10 50 90 130
Velocity of MRS (km/h)

Figure 5.7: SDT in terms of velocity.
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5.4.2 Simulation results

Finally, the comparison in the performance between NFMS and NFMS-Pre-L2NR is
carried out using network simulator ns-2 [33, 49]. The network topology is shown in Fig. 4.11,
and the general parameters are listed in Table 4.1. However, the Ti.., equals to 1,000 ms in the
simulation.

The simulation duration is 6 seconds. At Oth second, constant bit rate (CBR) traffic is
sent from the corresponding node (CN) to the MS. The MRS starts to move at 1th second with
speed of 100 km/hr or 140 km/hr. For CBR traffic, we check the packet sequence number re-
ceived by.the MS, and observe whether a packet is delivered successfully or not. The results
of NFMS in predictive mode.and.reactive mode are shown in Fig. 5.8 (a) and (b), respectively.
And the results of NFMS-Pre-L2NR in predictive mode and reactive mode are shown in Fig.
5.8 (c) and (d), respectively.

Table 5.1 illustrates the comparison in the SDT and packet loss between different
schemes. The SDT in the NSMF with predictive mode is 325 ms because the cooperation of
link-layer and IP layer forces the IP layer handover procedure to be carried out before the
MRS switches to TBS. Moreover, packet loss does not occur in the NSMF with predictive
mode because the MS’s packets are forwarded to NAR and sent to MS after the NAR receives
an HO_CLT. When the NSMF operates in the reactive mode, the SDT is still 325 ms, however,
12 packets get lost. As compared with the ‘MIPv6 approaches, the SDT is reduced by ap-
proximately 76.8% and there is no packet loss in the NSMF with predictive mode.

In the NSMF-Pre-L2NR with predictive mode, the SDT is 50 ms because the MRS only
needs to perform the ranging process and SA-TEK 3way handshake. As compared with the
MIPv6 approaches, the SDT is reduced by approximately 96.4%. Even the NSMF-Pre-L2NR

operates in the reactive mode, the SDT is only 75 ms because the network-based scheme does
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not need to perform the DAD process. On the other hand, the NSMF-Pre-L2NR also outper-

forms the PMIPv6 (with ¢ = 0) when it operates in the reactive mode.

* Downlink traffic with NFMS _pr</ * Downlink traffic with NFMS_re /
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Figure 5.8: Packet sequence number to receiving time.

Table 5.1: SDT and packet loss in all schemes.

PMIPV6 HSMF HSMF-Pre-L2NR NSMF NSMF-Pre-L2NR
Protocol |MIPv6

t=0 pre re pre re pre re pre re
SDT (ms) | 1400 | 350 | 350 | 1350 | 75 1100 325 325 50 75
#Lost Packets| 55 13 0 53 0 43 0 12 0 2
'mziog’gﬁe”t - 75% | 75% | 3.6% | 94.6% | 21.4% | 76.8% | 76.8% | 96.4% | 94.6%
Improvement
of #Lost - | 76.4% | 100% | 3.6% | 100% | 21.8% | 100% | 78.2% | 100% | 96.4%
Packets
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5.5 Chapter Summary

In this Chapter, we proposed a network-based cross-layering handover scheme, called
NFMS, to solve the packet loss and longer SDT problems in the HFMS and HFMS-Pre-L2NR
with the reactive mode. We also integrate our pre-layer 2 network re-entry procedure

(Pre-L2NR) scheme into the NFEMS ] ation results, we can observe that the

SDT and the number of 10ss p: d

ed substantially.
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Chapter 6

Conclusions and Future Work

Providing a satisfactory QoS for mobile users is a critical issue in the WiMAX network.
However, the handover procedure in WiMAX network causes a long SDT and packet loss,
leading to service termination and an unacceptable QoS. Therefore, minimizing SDT is nec-
essary in supporting seamless mobility and satisfactory QoS for mobile users. In this disserta-
tion, three enhanced mechanisms-are proposed to improve the SDT and packet loss problems
in WiMAX network. We now conclude the dissertation by summarizing our contributions and

briefly discussing the future work.

6.1 Summary of Contributions

In this dissertation, we proposed three enhanced mechanisms to reduce the SDT and
packet loss inthe IEEE 802.16e and the IEEE 802.16j MRS mode.
® Fast handover scheme for IEEE 802.16e: The first proposed scheme described in
Chapter 3 aims at IEEE 802.16e. The proposed cross-layer 1Pv6 fast handover scheme
which features integrated layer 2/layer 3 messages and pre-layer 2 network re-entry pro-
cedure (Pre-L2NR). It can reduce the SDT and the numbers of control messages during
handover. In the proposed scheme, the MS will negotiate with the BS to perform the
layer 2 network re-entry procedure in advance. The Pre-L2NR includes acquirement of
dedicated ranging time slot, temporary authentication mechanism, and pre-service flow
construction. Therefore, the MS can resume receiving/sending packets after it completes
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the ranging procedure, leading to the reduced SDT.

® HFMS: The second proposed scheme is for IEEE 802.16j MRS mode. It is a host-based
mobility approach. It utilizes the cooperation between the MRS’s link-layer and MS’s IP
layer to achieve the parallel handover. The MRS’s link-layer will notify the MS’s IP
layer to perform IP layer handover procedure when the MRS performs link-layer hand-
over. The parallel handover reduces.the SDT efficiently. On the other hand, the proposed
buffering mechanism can avoid packet loss during handover. We also integrated the first
mechanism into the second mechanism to further reduce the SDT.

® NFMS: The third proposed scheme also aims at IEEE 802.16j MRS mode. A net-
work-based mobility approach is presented to improve the SDT and packet loss in the
MRS mode. Through the cooperation between the MRS’s link-layer and AR’s IP layer,
the parallel handover can be achieved, and the MS needs not participate in the IP layer
handover procedure. The proposed network-based mobility approach can reduce the time
for considerably longer duplicate address detection (DAD) process in the host-based

mobility approach. The third proposed scheme further reduces SDT by Pre-L2NR.

6.2 Future Work

This study only focuses on the mobility in the WiMAX network. As moving toward next
generation wireless networks, we are facing the integration of heterogeneous access networks.
The main challenge is to provide mobile users moving freely across different radio access
technologies with satisfactory QoS for a variety of applications. Consequently, the seamless
roaming over heterogeneous networks is an important concern . Therefore, one research di-

rection is to extend the concept of the proposed approach to a heterogeneous network.
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