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Implementation of Speculation Pre-filter

Student : Pei-YiJu Advisor : Prof. Tsern-Huei Lee

Degree Program of Electrical and Computer Engineering

National Chiao Tung University

ABSTRACT

Pattern matching, finding patterns to gain wealthy information, is one of the most
applied . techniques in information retrieval and malware detection. Based on the
purpose of improving pattern matching outcome, we review several most popular
theories of pattern matching process in current technology, including pre-filter, a
quickly excluder to ecliminate the mnullity part of patterns, which is a common
technique to lead to efficient pattern matching result .

The Speculation pre-filter developed by NTL Lab is an efficient pre-filter that
utilizes all previous query results by software programming. In the research, it is
provided three different pre-filters implemented by Xilinx FPGA, containing Stateful
pre-filter, Speculation pre-filter and Pipeline speculation pre-filter. Dual-port ram and
pipeline are expected to accelerate pattern matching speed by multi-tasking function
and enhance the performance of the hardware utility. Experimental result shows that
the throughput in Speculation pre-filter is 1.5 times greater than Stateful pre-filter.
Moreover, we discover that the throughput in pipe-line speculation pre-filter is 4 times
faster than which in Speculation pre-filter, however, LUT in pipe-line speculation
pre-filter only increases 2 times than which in Speculation pre-filter and no extra
RAM spaces in pipe-line speculation pre-filter added. In the conclusion, pipe-line
with pre-filters promises higher efficiency and performance in pattern matching.
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B v&*‘%&&»‘;m@ﬁ%@ BRWZE e g BFF L 0 50 R4 RERLE Fac g
% M enPeERE o F Bt g (Pattern matching) sk i A B R JIL T 0 % ehidp
TR AFHEA  TRREHFIE 2 BRI P 7 ERUE AT

ik BaEE ¢ o

EF R FEEY T2 BRAEY A S%Y  KMP, D.E Knuth, JH.
Morris and V.R. Pratt [1] ~ Boyer-Moore (BM), R.S. Boyer and J.S. Moore[2] ~ W
u-Manber, S. Wu and U. Manber [3] ~ Aho-Corasick (AC), A.V. Aho and M.J.

Corasick [4]  § #F7tF B " Him B 2B 2 v P H A&
VA ReR ek ¢ VA 5 T (linear) g / TS s i4(sub-linear) ; F B 4
R
CHe vl zd-ALAr §FLanMprf me 2 > v %3 ¢ (pattern)
= 7 "Lk & 18 (Finite state automaton) » 8 éjﬁj »#— B 4- B (one by one)ﬁi%J
» F “u(character) » £ 1395 IR & ik (current state) 2 #ij »~ ¢ = (input character) -
Bk R 3 T - Bk i (next state) e AC JF B 2 EFE R AR S 0(n) 0 T A
B Ak Him(worst case)en& Lo BM F B W ¥F 2 P AL Al e MM PEFR O Y
2o RS R(FR)T o E B e (B E)- B R E > R
PR AT R A T R SRR 0 R 5 3 PR SR o i E R

g2k 3 h— i (average case) T & LR o PFRF4F SR SO(ntm) 0 H P on 3
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2.1 Aho-Corasick ;#& i

Aho-Corasick xAlfred V. Aho {rMargaret J. Corasick #& 11 41%* 3 'L
f e Vg skiny BRI RS B e 20 P B A P R hm s ¢ i
FREE T oL d R B ERT R RIL S ST B A R T2 F

Vs R~ R oA WRIE O [ACACH B2 -

MéEs 5 ¢ v ¥4 (pattern matching machine) Rl § PEL
A RaET T e g TRt AC WE Y 2R ST S A Bl G A Sl
(goto function) -~ j 4 3 #i (output function) v % % & % (failure
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Aokdlic f A S B S Sl I A B Bk PR ST Y - R R R
Sifice BR-F 8 u¥ S Sk? HF - BhEap iR @FAGKET 07 PR
7 ST FHEHIFE wRHFuIGRET S Ador FR uBEvAN KR S
SRET QAT FvEu? RESI ER IS )=Q 0 doB 2.1 0w BRI
a1 f(5)=2> &7, 8&” 5 ehshe# 7 k17 27 “he-

B 2.6 % rcanlic

#iy &1t Qutput RIS M%ﬂisﬁg’ﬂﬁgvéiﬁéoﬁm&
£

s B B FAamenF P pdefk T 57 F % 7 she & he fi H B )

~E

0 #ic & Output(5)={she > he} -

S Output(S)
2 {he}

5 {she, he}
7 {his}

9 {hers}

Bl 2.7 65 Sl

WM 32 B AL RIBZU ACHEZR YT o A LGRIF P
AR S SRARE oy SBREmAFAT y B T TR Tox
g(S,y)=Q RLF B2 #-p B " S WA SR T Q7 dE s T y T - B E
~ox E Qutput(Q)2B (5 & &) Bl& 7 - BFEFH L - g g(§,y)=fail -
AL 32 22 A snglde > WA scdidicd 2 f(S)=R- w82 47 BRERT
TR B NE LT R



2.2 Wu-Manber ;# & ;%

i &2 d Sun Wu foUdi Manber & = 24 *t"A fast algorithm for
multi-pattern searching"# < # % F#& o 1 * 5f LB B (pre-filter) & s

RF A K ed2F B MR o

-.u

FLABRELS T MET I B n B2 A2 3nMET e £2 o
SHETER Y hehr Al MAET SR E- LR T F okl r A

WrER AR P MBEMEFF? A7 LT RRNT RN G T RTE G

/\

!

R - R TR VO S M RJTE A o 2R R s S F e e Y
FFeOFLMEFAT ONEMEFTIE FRTEEARME o VhRE Lk L HF
Bok @ 3me 7B r e 4 2 (SHIET table) v 52i% % (HASH table) ~

P iRz F 19 2 (PREFIX table) o =/ & & m40&F AR T &g 30 0 A& BRI # & 5|

TR A F P TR AR Al K x*%;z\%lﬂﬁjé’ 1" B P R A
4 HhaaeRi e IRNLATHe 3 7 QR OMETF e c BB L7 A

TN AN -

for h<— until N do SHIFT[h] < m-k+I ;
for j< until mk+l do
begin

for 1< until y do

begin

]+] J+k0-1 )

h<hash( p/ p/™...p;
SHIFT[h] < m-k+1-j;
end

end

Bk - Mz F e FEHE m=b> B¢ 3 h- BMEFF P {abcde) Bt B

8



T F R UFEF B k47 mkt]l B3 B4EF F 8 {abc) ~ {bcd} ~ {cde} °
MR 2.8 G B FIHFARE AT BT ﬁsa] »2FFE Y OWFARTY @@ﬁﬁ v FF

P 7 g o (fgede)  WHFAMRT 6= B {cde) PIARIEE 2 BT ER > T
hash{cde}=h > =~ {cde} 5 F Witz 38 FH¥ 2 - » HT 7 WEEH £ 77
SHIFT{h}=0 - % SHIFT{h}=0 ]+ & » 3% & HASH{h}=p # 3|5 ¢ 4pifdp= B @

SHEERARLE Va4 & k4t s 3 8 {adede) °

4 5 a b c d e
BAXTET B d f g c d @ i
HMERE

Bl 2.8 AR % 4% Bl -

FEFAE @?’—_3‘%% ~FFe ¢T3 {fcbedl4r® 2.9 F AT
6 = B~ {bcd} Rl deHE = BorEE > 7 @ hash{bcd}=h - * {bed} = & B 423
FrEHEA L - R T UBEREIERERRT - B Pa e UEH
FIR4EEF P {abcde) » #10l A =48 £ 7 @ SHIFT(h}=1 » & »t @ #I0F L7 445

R

Foa RS F P o ET REFARE A AR DRIEL A o

Fide a b c d e
MAXTTE d f c b c d T
HMERE

Bl 2.9 AT =4 Bl =

FIERT /@Tﬁlﬁﬁ r»exFg e P Ty F AL {xyzuvi4c® 2. 10 HFARE
(6= B {zuv) Pl#IEE S BorriE# > ¥ ® hash{zuv}=h> = {zuv}* # & =-
TRz g e EHP 2 - o B AP 5 SHIFT{h}=0-% SHIFT{h}=0
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PIR P wiPFRTATAMEET TR 50 MEFPFART 4 n-ktl =~ 4o
Bl 2.10 -
kg a b c d e
WAXFFE d X y z u v r
HERE
B 2.10 AT =4 K=
BRERRFRZAPWEF BT R > BT P "E’%J ~ hash =8 3 - R

3
BRI BARH AT EATEBE 2B LB E S 0 N4 R RHEFRT
€7 P4z ket

es 7 A2 MEET F P dpthod TP 4

2.3 ki F Bt 4 (Stateful pattern matching)

pF et 2 d Tsern-Huei Lee foNai-Lun Huang*" A Pattern
Matching Scheme with High Throughput Performance and Low Memory
Requirement"sm = ¥ d& > H ZEp it 43 8 &2 5 3 BHIR & - f&ﬁ,ﬂ?iﬁﬁﬁ

MR FFPREFAGRFHAE > IF I AT AAAMEET F P Dima

SHERT R FAMET TP DA R RBEENKRE KRBT A DY FF
AEFEREIMET P FABRFOH T ABITF B F A iR
WEod R E VHRE ST TR R HMeET TR e G A Ra
Heng AR A M ORILE R g AR R A HEBE % 2T VAT T
SOREGEF F B 0 AT ILL RO E BN 4 F BB BHREEF LS D3 P 2R

re EMAEFF R o

2.3.1 & B 33 B 58 (Membership Query Module)
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BARPIFLERE > TARFFRT (searchwindowW» # 4 % £ A& (window
length) % m~ 4% = s.(block)® * B. & & (block size) 3 k- B Mgz 3¢ &
Ee GNBMEFFP > 20 FMZE AR MEFFP RBanB 3 Lo &
TOREKREBHEFTFE A inktle FERkBEA TREER G F O
B 39 I fics. (Membership Query Module, MQM) °

T F 2 {b9c0012e8a272e3226dd022e882743e2f2c3} & & » (- F B B~

2 % ClamAV > 1116 &4l &7 =6 BT 3R R B A

{ b9c0012e8a27 KR e — g F A Peee Bog BRI 0 et

B HoB.(MQ
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= |ha|be|ba| b |G | B[l

Rightmost 1 detector Verification
J engine
¥

( »is used to compute the window
advancement g = m-k+1-r)

Fl2.11 m=6 > k=3 g L B &

Ko E e MEFFE EEY T I f&&éﬁ%?i?ﬂﬁ\ﬁmfﬁ—?iﬂ‘l
P=pp.p' MFF8 pp'.p wixts- BAEEHEN pp . p
B W S B RR RECE s e p M pt i AR mekt] B

LS =L

X R R A TEAE R BT 702 L5 (hash array) e ¢ 0 & R 3
BB g 3RS RE RS A S EANKRY A BB P L TiERE S
#(hash function)zJd® » @ 3|- 3% & (hash value) > ¢ 3e2 B 5 - B>
pho FRadgecp FREA DTN S RAN M GRS TP R A
WERT T MEFTFE AP T s JIF RZ2AR G AVERR TS
B e Bf 3k Bk 2 R blhe S BRMEFF P j AR OF F P G

FagdpeipleaieaiEa 22 EAR -

2.3.2 B+ =~ i P B (Rightmost Bit Detector)

ER AR AR RS B RS FRT Sk A EY
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FRBZEE G LENM 4oB2. 11605 F m=6 - k=3=F2; 7 ¥ 12 17 2|MQM1 ~ MQM2 -
MQMS ~ MQM4 » ot 2 B =~ & (P20 40F 5 B %3 MeET T B hiE % o %
{MQM1, MQM2, MQM3, MQM4 }={0010} 4-®12. 1277 > MQM3 5 185 % {1, 0,40, }

TRBESHMETFEPIOS ZRST F AT RFERT &V N DT F

|

BB HATT BIOFAAT 5 (1,0l sl sl sty ) THB - Bl o

HERE th | thir | thez | Thes | thea | thes
403 this | Thea | Thes
Pi ? ? thas | thes | thes | 2
BHMGARE thir | theo | thes | thes | thes | thes

Bl 2.12 Bt i~ R E-

{1100} 4=@2. 13577 » MOML 51 2 {40t 0t )

% {MQMI, MQM2, MQM3, MQM4 }
FRBEFMEFTFIPIPIOTE - DE = F 2o MM2A 1+ £ {1, 0, 4t JF it # &
SMETFEPHE IS e T R PTG A BB ER KA R RE D
FERS TR 67 BAMES TR ARWIF I NRBIPIRT ERERLE A

B s 0 ST BAEE AT 5 (1, ol byl | 45 855 B~ bo B2, 13 0

HERE th | ther | thee | Thes | Thee | thes
Pi this | thia | tws | 7 ? ?
i ? | tws | tha | s | 7 ?
BEUIRE thio | thes | thaa | s | thee | thet

Bl 2.13 vz~ dpE=

£ {MQM1, MQM2, MQM3, MQM4}={ 1001} 4= @12, 14577 - MQM1 5 1 4 {¢, ., t,.. }
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, 2

THREEMETTIPINT - HPZF A MQUE TR A {005} F i B8
FMEFTFEPE e FE A F A R o n T ERBFERRE
z_ b FIMQMI={1} 2 7 *» B} B

{ th+3th+4th+5th+6th+7th+8 } Rl %g fh = fl} e

T MAET T TR ERT S H T

e N th | ther | thee | Thes | Thee | thes
P this | thia | tws | 7 ? ?
Pj ? ? ? this | thia | thes

this | thea | ths | thee | ther | thes
BEAATAE

Fl2.14 &+ dplE=

£ (MQM1, MQM2, MQM3, MQM4}={0000} 4= B2 1545 7 % 7 P + FipFAF i2 §
REHEF TP o AUBEIOFTIRT IL,.0, sl ) P B8 2 B

B X e B R L m-kt1=6-3+1=4 -

R th | ther | Tthee | Thes | Thee | thes

BHUFRE |ty | ths | Thes | ther | tes | e

Bl 2.15 vz~ dplEe

PR FIOFRTREG P BEHECH g 3T FLE S DB
S METF P IF SRR TN BB B DEH L R FMML A 1T =
#FIBi~o MQM25 17 =B2B =~ > MQM3 5 17 =1 =~ » EMQMA 5 1+ % 3
T F P A (MQMI, MQM2, MQM3, MQM4} % > F Al =441 =~ - F R EH &)
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5 B {MQM1, MQM2, MQM3, MQM4} ® 5 & % B 1pF > EH S L Bl (F5 H5EH o

2.3.3 i == =3 |(Master Bitmap)

i = s (Master Bitmap)4-® 2.16 #t7+ » & MB={mbl, mb2, mb3, mb4} -

AT ) -

BN F 5 - BEERHnS BN FRMCEAD L B H s r A

ra

ARt 3P B KB ALV S

5N

’K Ei_“:‘\} _}_—5 ]ﬁ %} 19 L”ﬂ&"g ﬁ“ K?’

OFMEFTF P DEFFITMARE EBER T THAMET F P HFDER o

B3R = N A FFE o LHHFART N F Llabedef) Fd h- BT

P {defcceh o Bt ART e B 29 B B3 MQ={0110} » #7v iRdp & #rit 2R 0] 45

WHFRE AT - BRIARLP, F 5 (def?2?) > TR —F X FH DN A

e BF T b S ez a4l 1 1855 » MB i 7 3] MB={1011} » & B =
F AR E {def?2?7} e MQ={0100} % # # /& MB > i 45 MQ & =5 5 2 fr— > fe 5 4
A A Es o F1 5 MB={1011}» & 7 =M s AL
PR AEE F B AT T B P MQ={0100) 2 R A P RARE RN B EM
3R LaMETFB R R2EE 1 M0 & MB (B3 dEeh AND 7 3|

{0000} 7P - B EsdBirr.
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fier | Geo | Biva | -
——— Master bitmap AB
= mb,mb,mb mb,

,_.
B

>

MQu |MQ: | mbi | | MQa||mb | |MQs||mb s | | MQa || mb.

| AND‘| | J—‘-.ND‘| |FAND1| | AND‘|
Rightmost 1 d‘etector Verification
”l engine

{ r is used to compute the window advancement g = m-trt-1-r )

B Q1 ~ MQ3
FFERF AT B % AR T = 4% 18 Bk MQM={0010}

AL 1A 8 51

A MQ

i A m AR T A 10) HBEFARE | AT
A4 B BT
MQM=
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WEALT th | thar | thee | thes | Thea | thes
MQU=1010
Pi ths | thea | ths | 7 ? ?
Pi ? Pt | thea | tws | 7
BEA0F R thit | Thez | thes | Thea | thes | Thes
MQH=0010

Pk

thi1o
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Max Max PowarsC Rocketio | Total |Max

Ay | Logle Distributed| XtremeDSP| 18 Kb | Block Processor | Ethemet | Transcetver | 1D User

Device RowxCol | Cells | Slices | RAM(KD) [ Slices'™ |Blocks |RAM (Kb)|DCMs| PMCDs|  EBlocks MACs Blocks | Banks | 1O
HCAVLEAS B4x24 | 13.824 | 6144 96 a2 48 854 4 0 MN/A MA N/A 9 (320
HCAVLX2E 96 x28 | 24102 | 10,752 168 43 T2 1,296 B 4 MN/A MA MN/A 11 | 448
MCAVLXA0 | 12Bx 36 | 41,472 | 18.432 288 B4 96 1,728 B 4 N/A MiA N/ 13 | 640
XCAVLNED | 12852 | 59004 26624 | 446 [ {160 | 2840 B 4 MIA His N/A 13 | &40
XCAVLXED | 160x56 | BOG40 | 35840 | 560 B0 200 | 3500 | 12 8 MiA Wi N/& 15 | 768
XCAVLX100 | 192 x84 | 110,592 (49,452 | 768 o8 240 | 4320 | 12 8 MN/A Mis N/A 17 960
MCAVLXI60 | 102 x BB | 152,064 | 67,584 1056 = 283 | 5184 12 8 N/ MA MN/A 17 | 960
MCAVLXR00 | 192 x 116 | 200,448 | 89,088 1362 = 33 | 6048 12 8 /A MA N/A 17 | 960
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Number of Slice | Number of 4- Number of Clock Speed Throughtput
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Implementationr Result List

e State-ful Pre-Filter

Design Summary

Number of e

Logic

Number

Number of 4

Logic Distri

Number of occupied S

143 100%

Number of Slices containing only relat gic: 143 out of

Number of Slices containing unrelated logic: 0 out of 143 0%

*See NOTES below for an explanation of the effects of unrelated logic.

Total Number of 4 input LUTs: 262 out of 12,288 2%

Number used as logic: 244
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Number used as a route-thru: 18

The Slice Logic Distribution report is not meaningful if the design is

over-mapped for a non-slice resource or if Placement fails.

Number of bonded I0Bs: 19 out of 240 %

Number of BUFG/BUFGCTRLs: 1 out of 32 3%

Number used as BUFGs:

Number of FIFO

Number

Averag

Peak

Total REA

Total CPU

Utilization by Hierar

| Module | Slices | Slice Reg | LUTs | LUTRAM | BRAM/FIFO |
| System / | 13/165 | 2/57 | 227262 | 0/0 | 0/12

| +hashgen | 9/24 | 5/5 | 14/75 | 0/0 | 1/7 |
| ++hashl | 33/33 | 0/0 | 61/61 | 0/0 | 0/0 |
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| +incontr | 37/317 | 28/28 | 52/52 | 0/0 | 0/0 |

| +jailram | 12/12 | 20/20 | 3/3 | 070 | 1/1 |

| +textram | 61/61 | 2/2 | 110/110 [ 0/0 | 4/4 |

Timing summary

Timing errors:0 Score:

Design statist

Minimum

Desig

Number

Number of warnings

Logic Utilization:

Number of Slice Flip Flops: 74 out of 12,288 1%

Number of 4 input LUTs: 362 out of 12,288 2%

Logic Distribution:

Number of occupied Slices: 213 out of 6,144 3%

Number of Slices containing only related logic: 213 out of 213 100%
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Number of Slices containing unrelated logic: 0 out of 213 0%

*See NOTES below for an explanation of the effects of unrelated logic.

Total Number of 4 input LUTs: 392 out of 12,288 3%

Number used as logic: 362

Number used as a route-thru: 30

The Slice Logic Distributio ) not mea he design is

over-mapped fo

Number of b

Numbe

Peak Memory Usage: 181 MI

Total REAL time to MAP completion: 9 secs

Total CPU time to MAP completion: 8 secs

Utilization by Hierarchy

| Module | Slices | Slice Reg | LUTs | LUTRAM | BRAM/FIFO |
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| System2/ | 24/245 | 2/74 | 35/392 | 0/0 | 0/12

| +hashgen2 | 18/73 | /1 | 26/192 | 0/0 | /1
| ++hashl | 29/29 | 0/0 | 54/54 | 0/0 | 0/0
| ++hash2 | 26/26 [ 0/0 | 49/49 | 0/0 | 0/0

| +incontr2

| +jailram?

| +textram?

Timing

Timing e

Constrains

Design statist

Minimum periord: 6.665ns (Ma 1 frequency:150. 038Mh

® Pipeline Speculation Pre-Filter

Design Summary

Number of errors: 0
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Number of warnings: 1

Logic Utilization:

Number of Slice Flip Flops: 278 out of 12,288 2%

Number of 4 input LUTs: 810 out of 12,288 6%

Logic Distribution:

Number of occupied Slic
Number of Slice
Number of
*See N
Total Nu
Number use
Number used as a

The Slice Logic Distr r
over-mapped for a non-slice resource o aceme ails
Number of bonded 10Bs: 19 out of 240 I

Number of BUFG/BUFGCTRLs: 1 out of 32 3%

Number used as BUFGs: 1

Number of FIFO16/RAMB16s: 12 out of 48 25%

Number used as RAMB16s: 12
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Average Fanout of Non-Clock Nets: 3.78

Peak Memory Usage: 183 MB

Total REAL time to MAP completion: 13 secs

Total CPU time to MAP completion: 9 secs

Utilization by Hie

Module ] i K BRAM/FIFO

thashgen

++hashl

++hash?2

+pipe_gen | 204/358

+4p5_incontr_3v | 38/38 | 40/40 | 46/46 | 0/0 | 0/0
+4pb_incontr_3v | 38/38 | 40/40 | 46/46 | 0/0 | 0/0
+4p7_incontr_3v | 38/38 | 40/40 | 46/46 | 0/0 | 0/0
+4p8_incontr_3v | 38/38 | 40/40 | 46/46 | 0/0 | 0/0
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Timing summary

Timing errors:0 Score:{} (Setup/Max:0,Hold:0)

Design statistics:

Minimum periord: 5.588ns (Maximum frequency:178. 95Mhz)




Hi g =

(block) 4% = K.

(block size) = H.&
C.
(character) &
D.
(data ble
F.
(failure
G.
(goto grag
(goto fur
H.

(hash array) j&/%
(hash function) #&/%
(hash table) #&i% %
(hash value) 3% &

(hazard) R

M

(Master Bitmap) i == 7]

(Membership Query Module) = F 3 B® fich.

P.
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(pattern) F @

(pattern matching machine) R4z B v“ 447
(Pipeline Speculation Pre-Filter) ¢ #4aip|3f L%
(pre-filter) Fp LB =B

(PREFIX table) {34

(Previous Query Result) # %3 R 2%

0.

(output function) #& d}d 4
R.

(Throughp
V.

(window length)

(window shift) # % =#
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