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The Influence of Threat Vehicles on Dynamic Navigation in

Vehicular Ad Hoc Network

Student : Po-Chih Chen Advisor : Dr. Chuen-Tsai Sun
Institute of Computer and Information Science

National Chiao-Tung University

ABSTRACT

With the development of vehicular ad-hoc network (VANET), drivers can use
on-board unit (OBU) to share traffic information via inter-vehicle communication
(IVC) or roadside-to-vehicle communication (RVE){ Through the dynamic navigation,
a route-planning system based on real-time information sharing, drivers can find

smooth paths to their destinations immediately.

Because of the property of the minority-game in VANET, the threatening
vehicles might jam traffic operations on purpose for their personal benefit. Desirable
faultless validation methods for detecting such threatening vehicles have not been
completely developed yet, so in this study we try to find solutions by putting

threatening vehicles into the dynamic navigation model.

In this study we build a dynamic navigation traffic model, and then propose
schemes for handling three kinds of threatening vehicle: the weight-modified scheme,
the weight-modified and timestamp-modified scheme, and the evil
message-reverberated scheme. In addition to the basic traffic information sharing

methods, we also propose a new traffic information sharing method that takes the

III



relative vehicle locations into consideration.

Experimental results show that the evil message-reverberated scheme
demonstrate much bigger influence to VANET than the other two types. Our results
also show that the traffic information update method with relative vehicle location is
helpful in resisting the interference of threatening vehicles; the weighted update
method can avoid unnecessary movement; and the timestamp-first update method
with relative vehicle location has the best performance in terms of comfortable

driving.

Keywords: VANET, Inter-Vehicle Communication, Threat model, Dynamic

Navigation
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A

s rERE 5 % %t(Intelligent Transportation System, ITS) °

Travelers

W 1.1 ITS 3 # 2 B
T4 %R ¢ U.S. GAO(1997)

B 1.1 5 ITS efh A % ﬁf-@ o A fl"%ﬁé Ad §m % %3 §445(On Board Unit,
OBU) > & §mfF# 3 @ g ;& 4wy ¥ 153 OBU frit ] % # (Roadside Unit,
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JE T UEITS © 3 4 e enf7 5 &4 5 & B i 2 (Inter-Vehicle Communications,
IVC)~# j i 31 (Roadside-to-Vehicle Communications, RVC) 12 % ;& £ RVC 2 IVC

fu

-

IVC 48 8 g5 &7 @5 BN > 518 OBU b ps iy 28 v o
fmip T B L S RVC A & €5 OBU - RSU A T L4 A Feng u)
53 RVC % B 540 H ¥ i 7 T enfE £ 0 £ 1518 RSU #-5 & B e Be T

BELER S B E  IVC 3 BN L hFIRAY o0 £ 58 OBU &
FHUDROT A SRTRLS RECEREER A IVCEFDFR TG

W RVC J& 7 e BR300 4 T pE o

IVC T3t enfdc s B 3% 419 gk WEGIRRNGE fm /L ¢ i L 3% 5] fead
3 e @i o chdhe WAEE RESLE PR el g 1§ =0t (multi-hop)
753 KGR 7 R AT o BB AT R § R e dt e
hd R R A R o dod [Tl e Bl oo T oA S H B
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Fer TR BT

HEL{EE) (unicast) o

ZB0{ER; (multicast) @ @
O
e
EFE (broadcast) ® + 0 @

BITS ¥ 34 ¥ ehg ST 300 % 300 it Bn L f5 B5 e 0
o AL {7 6 3 SE R e BL(Mobile Ad Hoc Network , MANET) « & §%£7 & §g s
29§57 RSU & MANET B3R 35 ¢ 3~ L5 & * 5§ § B (Vehicular Ad Hoc
Network, VANET) > ¢ RVC 4 IVC #7% = e VANET & MANET ¥ - fé }-i& %
& 03] it (Blum, Eskandarian, & Hoffman, 2004; Biswas, Tatchikou, & Dion,

2006) -

MANET = VANET 2. fF 3 ¥ % 177 I 8 o bl4e @ & VANET ¥ & i i + 3%

»

~ v o

MANET } ch& 8L~ VANET * MANET { 2 2 2 B A ® LB EEE o 57
Tt VANET © 3§ i (78 cid 2% > 2004 # 2 E 3 & &3 i 4 0 [EEE

802.11a % i kA > 4127 IEEE 802.11p i B3 » § scenle® 4 it 5
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VANET s B i 3F S anfig* > He B3N X 2P a3 §- AL & R
* o (Abolhasan, Wysocki, & Dutkiewicz, 2004; Bernsen & Manivannan, 2009)#* 3
T I OL A et & MR E 0 4o P 3 VANET @ 3% T g e 0 3 30 4
FoasiR e Bl P2 FRAPLF TR RA LT AT Rl B
FGEY ook s F R 5 % i o Tang & Yip (2010)i% i 4 Jc @ jRenf 4
oIRGB IR ARG EE > GIPETATA L A EL
T ook F E R # 78 % > - Chang, Tsai, & Young (2010) 2.2 + % X E > 3
i RIHIT B gRend o JRU R N hA 2 o bt g o sk § (R 8

1% 3 o

Bty £ - BEE I IR T A BE S A R T
Mo R Nk Bfes 4758 k% (Ohara, Nojima, & Ishibuchi, 2007; Zhao & Cao,
2008; Kitani, Shinkawa, Shibata, Yasumoto, Ito,.& Higashino, 2008) - £ # ;% & uif
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¢, & i¥ 52 % (Message replay attack) : 7z # AR TR S R U i L 3

SRR LE TN
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2.1 & * g s (Vehicular Ad Hoc Network, VANET)

LAY g Emens g VANET ¥ 4p B crF 5 o % — ) & ¢ L3P VANET
4v MANET ¢4 B » % = | &3/ % VANET #7i # ¢ IEEE 802.11p i 3 3 >

% 2] & g 45 VANET s b & 2188 4 5 VANET # 4p b ™

Bois— o] B & P & VANET ¥ S8BLF 65 S o

2.1.1 VANET ¥ MANET 3£ &

P fed B Guerié % G SUEGLS Y Ad Hoee = Ad Hoe ft @ < 204
& %L«FK Fd B %}ﬁb’ﬁ#:}«‘ » * #5 MANET(Mobile Ad Hoc Network) e

VANET (Vehicular Ad Hoc Network) % 3t ¥

A
- BEELTE S iﬁﬁ;ﬁf i~ B

MANET 35 ¢ 2 (7 g Sl o

VANET £ MANET 2. @3 1T B BLZ foehgrd !

. i @ R nperipf C Fl5 & VANET P & 2L 7 # & e

B im

g MANET ¥ ehé& g8y & 5 B & aurid» B 8 & & v VANET 4p+t

BEMW S BEBE AR PREIEE § R RS G R g T

]
& VANET ehik i ¢ @R 54+ & A enFapsr 5

o
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2. VFIERINBIT D & MANET ¥ ch& 87 USER A5 6 0 7% 3 seensgipld
FITELAR o @ B VANET ¥ cn&h BEER AR 45 38 B P o (2 2 P00 i B g
Bo SR FgRasGaBe Tt > 7@y T30 FLH

18 f SRR & B B o foR S o

3. BRAMSEIHF TR & MANET S35 ¢ > - BV B &g 2h- 5
BOMEFORELF L LgBEDIRSRT LBEEFP G

F U . & VANET ¥ > d 0§ 8henf did B B 2 L ¥ %4 o

2. 1.2 IEEE 802.11a 4~ 802.11p

802.11a o 1999 & & 17 48 o S80I Fhs 4B 3 ch— B 1% 7452 - 802.11a
SRR T R e Pl ke B R ARLA 9 802.11a i ¥ 0 B T
Lt (1)~ d % 2.4GHz ek SRR U s ¢ 802.11a £ F R R
gk o (2) ~ d 802 11a\* B A RIS 7 L B EEdE 2 080211 -

802.11g 7R4k g » i #* 3t B [ {2ag /8 E B A UT K 5y o

IEEE 802.11p(WAVE : Wireless Access in the Vehicular Environment) % & ¢ *

5.9GHz #g £ » f1* 802.11a /¥ 5 i M FjiF o B 5 & I8 4544 !

o B A v RRIA L WA S L R L PP IEEE802.11p % T &2
ASTM  E2213-03 4p % - 3B fr TC204 WG16(ISO ‘w5 ¥ & F* 4] 2 8 # 44t
chE ) BBk 0 H o §2 IEEE 802.11p chd B A o F|pt A &k B ff ik

Jir o R RGATTE o

2. ¢ IEEE802.11a ¥ & * ik 4% # ! IEEE 802.11a &2 2R ¥ % 3% 54 Mbps

ﬁ?@ﬁﬁi@i v e @2 Bt B i@ A5 F o IEEE 802.11p ¥ IEEE 802.11a i®

12



2.1.3 VANET chsess 2% #

& VANET % ¥ » & & IVCfv RVC ¢ 7, % - % VANET % § > » VANET

RERERET RS ST 248

® ? j%ii 31 (Roadside-to-Vehicle Communications, RVC) (Korkmaz, Ekici, Ozguner,

& Ozguner, 2004)

ho@] 2.1 #77% > B ) % ¥ (Road-Side Unit, RSU) te i3 £ i & dmfr b 30 e i
SO E E o B oD s i RSU ¥ rLdideg] ohn et >+ i 538 RSU Fe e+
PRA R R R AR B F L S SRSU o B MECEOY B RN BRI B
£ ARSUW @ﬁ;%lﬁp\ g iﬁ’q R R g DR G F * At SRR A Aret A

REFR

& RVC O ™ » 5 S @R E g et » 1 - & 2w 7 RSU
B F R 0 T 6 R DR e RSU L9 aE 2 45 i BUZETH i BT R

% pT o
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SIERFRES

EREERE

B 2.1 & it 3B

® & ['if 21 (Inter-Vehicle Communication, IVC) (Little & Agarwal, 2005)

Yo@l 2.2 4770 0 B g 5B L fe § ch2 £ 4%(On Board Unit, OBU){r# v &
REFF RSP 2 FRFLEPARSUC d 28 §p2 P25 BERSUZ ‘&
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2.3.1 § # #& % (Greedy Forwarding)
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2.3.2 %z S ¥+ (Propagation Function)
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1. f& i L s (Bogus information attack) @ & 4 7 it & 7 k& h
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