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Student: Nan-Kun Lo Advisor: Dr. Wen-Hsiang Tsai

Institute of Computer and Information Science
National Chiao Tung University

Abstract

With the advance of computer technologies and the popularity of the Internet,
more and more data can be transmitted speedily and conveniently on public networks.
In this study, several methods for three data hiding applications, namely, covert
communication, authentication, and copyright protection, on two application
platforms, namely, personal computers and cellular phones, are proposed. In order to
transmit large-volume secret messages on the'web page more securely, an active
covert communication method -for MPEG -videos IS proposed. Because contents of
web pages are getting richer, authors needto protect their ownership of MPEG videos
on web pages. Two active watermarking methods for copyright protection of this
purpose are proposed. Due to the prevalence of hacker activities, receivers cannot be
sure that MPEG videos received from the public network are genuine, so an active
authentication method is also proposed to verify the integrity and the fidelity of them.
Furthermore, with the prevalence of using cellular phones, mobile computing
technologies of cellular phones are getting more powerful. They can be used to take
images and transmit them through wireless networks provided by telecommunication
companies. In order to transmit secret messages via cellular phones, two covert
communication methods using cover images are proposed. Moreover, for the purpose
of using cellular phones to transmit captured images and ensuring the validity of them,
an authentication method based on data hiding techniques is also proposed. Good

experimental results show the feasibility of the proposed methods.



ACKNOWLEDGEMENTS

The author is in hearty appreciation of the continuous guidance, discussions,
support, and encouragement received from his advisor, Dr. Wen-Hsiang Tsai, not
only in the development of this thesis, but also in every aspect of his personal
growth.

Thanks are due to Mr. Chih-Hsuan Tzeng, Mr. Chang-Chou Lin, Mr. Chih-Jen
Wu, Mr. Tsung-Yuan Liu, Mr. Cheng-Jyun Lai, Mr. Yen-Chung Chiu, Miss
Yen-Lin Chen, Mr. Wei-Liang Lin, Mr. Yi-Chieh Chen and Mr. Kuei-Li Huang for
their valuable discussions, suggestions, and encouragement. Appreciation is also
given to the colleagues of the Cemputer Vision Laboratory in the Department of
Computer and Information Science at National-Chiao Tung University for their
suggestions and help during:his thesis study.

Finally, the author also extends his profound thanks to his family for their
lasting love, care, and encouragement. He dedicates this dissertation to his

parents.



CONTENTS

ABSTRACT (iN ChINESE) ...eeivieiieecieesiee e i
ABSTRACT (in ENGHISN) ..o I
ACKNOWLEDGEMENTS ... e i
CONTENT S e e e e nrnes Y,
LISTOFFIGURES ...ttt Vii
Chapter 1 INtrodUCTION........c.oooiiieie e 1
1.1 MOTIVALION ....etiiiciieiee bbb bbb nre s 1

1.2 Review Of Related STUAIES .........coiiiiiiiiee e 2
1.2.1 Active Information Hiding Techniques..........ccccccvvvevrivereiiieneee s 2

1.2.2 Passive Information Hiding TeChNIQUES ........cccecvveieiverieiieceece e 3

1.2.3 Brief Descriptions of MPEG Standard ...........cccccvevvviverveieseesnenenne 5

1.3 Overview Of Prop0Sed MEtNOUS s suss st crsassevverveervrrreeseesiesiesiresseseeseesseseesees 7
1.3.1 Definitions Of ToIMS il b et 7

1.3.2 Brief Descriptions of Proposed Methods............cccccvveveiieiieivcnene, 8

1.4 CONtriDULIONS. ..o it st 0008 FE L0t i s bttt 11

1.5 Thesis Organization ....... i e e eeisiiohe e see e e seeseesie e e eseeseesreenees 12
Chapter 2 Design of ACtiVe AQENTS .......ccoviiieiieiie e 13
2.1 INEFOTUCTION. ....eetiitiitieieee et bbbt 13
2.1.1 Definition of ACtIVE AQENL.......ccoveiiiieee e 14

2.1.2 Application ENVIFONMENTS .......cccveiverieeieieesie e esie e 14

2.2 Methods fOr ACHIVE AGENT ACCESS....cvviieieeiieieieesieeiesee e eseeeeeseesaeeneeseeas 15
2.2.1 FromWED PagesS .....c.ccouiiieiieiie et 16

2.2.2 FrOM FTP SITES .ouiiiiiiieie ettt 16

2.2.3 From E-MailS.......cocoooiiiiiiiiiiicce e 16

2.3 Methods for Active Agent HidiNg........cccoovveiieieiiieiice e 17
2.3.1 Hiding Agents in Cover Media.........cccoovviveveiiieniieie e 17

2.3.2 Hiding Agents in ACtiVeX Programs..........ccccevevveereereesieeseeniesennnns 18

2.3.3 Proposed Method for Hiding Agents in ActiveX Programs and Cover

IMIEAIA ... 19

2.3.4 Proposed Method for Hiding Agents in JAVA Programs.................. 20

2.4 SUMMary and DiISCUSSIONS .......ccueiverieiieseeiesiesaeseeseesteeeeseesseeseesreesseaneens 21

Chapter 3 Active Covert Communication by MPEG Videos with



Secret Authentication Capability........c.cccccoevvviiiieiinenn, 23

3.1 INEFOTUCTION. ...ttt ettt 23
3.2 Review of A Secret Data Hiding Method for MPEG Videos.........c..cccccveue.. 23
3.2.1 Process for Hiding Secret Data in | Frames.........cccccevevvvenveieneenne. 25
3.2.2 Process for Hiding Secret Data in P Frames........c.cccceeevvvevverieseene. 26
3.2.3 Process for Hiding Secret Data in B Frames ...........cccccovvevveiiennenne. 29

3.3 Authentication Method for Secret MesSages.......cccovvevvrieereeresieesesrieseeseeas 31
3.3.1 Calculation of Authentication Signals of Secret Messages............... 31
3.3.2 Process for Embedding Authentication Signals............c.cccoeevvenenne. 32
3.3.3 Process for Extracting Authentication Signals.........c...cccccvevevvenenne. 33

3.4 Proposed Active Covert Communication Method for MPEG Videos........... 35
3.4.1 Process for Embedding Secret MeSSages. .......cccvevvevvereereeseesieereennns 35
3.4.2 Process for Extracting Secret MeSSages ........ccocvvvevverieseeseeresennnns 36

3.5 EXperimental RESUILS .........cceeiiiieiieie e 38
3.6 SUMMAry and DiSCUSSIONS ........cueiverieirieseeiesieseeseeseesteeeessaesreeseesreesseaneens 42
Chapter 4 Active Authentication of MPEG Videos..........c..cccovevveennen. 44
4.1 INtroduCtioN.......cveveveveenee et B e 44
4.2 Review of An Authentication Method.forfMPEG Videos...........c.ccoovvennnnn. 44
4.2.1 Process for Hiding Authentication Signals in | Frames.................... 45
4.2.2 Process for Hiding Authentication Signals in P and B Frames......... 48

4.3 Proposed Active Authentication'Method for MPEG Videos ..........c..ccccue.... 50
4.3.1 Process for Embedding Authentication Signals...........cccccoeevvenenne. 51
4.3.2 Process for Extracting Authentication Signals...........cccccccvvveivenenne. 52

4.4 Experimental RESUIS ........c.cccveiviiiiiece e 54
4.5 Summary and DiSCUSSIONS ........ccueiverieiieieerieeieseesesee e e e seesee e e eas 58
Chapter 5 Active Copyright Protection of MPEG Videos................... 59
5.1 INEFOTUCTION. .....etiitiitieiieieie ettt bbb 59
5.2 Review of A Watermark Hiding Method for MPEG Videos..........c..ccccvene.. 59
5.2.1 Process for Hiding Watermarks in | Frames..........cccccccvevvviveivenenne 60
5.2.2 Process for Hiding Watermarks in P and B Frames.............cccccoeve.ne. 62

5.3 Proposed Method for Transforming Removable Visible Watermarks Actively
0 INVISIDIE ONES ... bbb 64
5.3.1 Embedding Process for Removable Visible Watermarks.................. 65
5.3.2 Transformation Process for Invisible Watermarks..............cc.coeee. 66

L ] =TSR 68
5.4.1 Embedding Process for Invisible Watermarks.............ccccccvvvervennnne. 68
5.4.2 Transformation Process for Visible Watermarks .........cccccevvvvveennee. 70



5.5 EXperimental RESUILS ..........cceiiiieiieie e 72
5.6 SumMmMary and DiSCUSSIONS ........cueiverueiieieeiesieseesieseesteeeeseesseeseesseesseaseens 76
Chapter 6 Active and Passive Large-Volume Covert Communication
by Cover Images with Secret Authentication Capability

on Cellular PRONES ..o 77
6.1 INEFOTUCTION. .....itiitiitiiticieie ettt 77
6.2 Proposed Active Covert Communication Method for Cover Images on

CellUIAr PRONES ...ttt 78
6.2.1 Process for Embedding Secret MeSSages. .......cccvvvvvrvereereeseesieereennns 78
6.2.2 Process for Extracting Secret MesSages ........ccovvvvevvereeseesvernsennnns 79

6.3 Proposed Passive Large-Volume Covert Communication Method for Cover
Images on Cellular PRONES..........coiveiicceee e e 81
6.3.1 Method for Dividing and Combining Large-Volume Secret Messages
........................................................................................................... 82

6.3.2 Process for Embedding Secret Messages in Multiple Cover Images84
6.3.3 Process for Extracting Secret Messages from Multiple Cover Images

........................................................................................................... 86

6.4 EXperimental RESUILS ...k .. .. cossmms et eossossereereeseessnensesssesseessessseseessesssesens 88

6.5 SumMmMary and DiSCUSSIONS ....i.uitiuiieesiserbe s datireeeeesreeseesreesseeseesseesseeseesseesseaseens 94
Chapter 7 Image Transmission with Authentication Capability on

Cellular PRONES.. ..t it et see e e e 96

7.1 INErOTUCTION. ... ik et a ettt 96

7.2 Proposed Authentication Method for Captured Images on Cellular Phones 96

7.2.1 Method for Generating Authentication Signals ............cccceevevvenenne. 97

7.2.2 Process for Embedding Authentication Signals............cccccoevevvenenne. 98

7.2.3 Process for Extracting Authentication Signals.........c...cccccvvvevvenenne. 99

7.3 Experimental RESUILS .........ccoovieiiiie i 102

7.4 Summary and DiSCUSSIONS .......ccveiuerireieiiesieee e e eee e sreeee e e ae e 105

Chapter 8 Conclusions and Suggestions for Future Works............. 106

8.1 CONCIUSIONS. ....eiiiiiitieiieiee ettt bbb 106

8.2 Suggestions for FULUIre WOIKS..........cccveviieiiee e 107

RETEIENCE oo e 109

Vi



LIST OF FIGURES

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.

Fig.
Fig.

1.1
1.2
2.1:
2.2:
2.3:
2.4:

2.5:
3.1
3.2
3.3
3.4:
3.5:
3.6:

3.7:

3.8:
3.9:

4.1:
4.2:

4.3:

4.4.

45:

4.6:
4.7:

An illustration of the MPEG StruCtUIe. ..........ccviiiiiiiiie e, 6
An illustration of the relationships between frames and macroblocks.7

Factors involved in active information hiding. ..........cccccoeveveiieiceincee, 13
An illustration of hiding active agents in cover media. ...........ccccceecvervrnen. 17
An illustration of hiding active agents in ActiveX programs. ................... 18
An illustration of hiding active agents in active programs and cover media.
.................................................................................................................... 20
An illustration of hiding active agents in JAVA programs............ccccceev... 21
An illustration of an 8x8 DCT DIOCK. ..........covvviiiiiiiiiii e 24
A flowchart of the process of hiding secret data in I frames. ................... 26
A flowchart of the process of hiding secret data into P frames. ................ 28
A flowchart of the process of hiding secret data in B frames..................... 30
An illustration of the authentication method for secret messages. ............ 34
A flowchart of the process of embedding secret messages in an MPEG
(Vi [e[To U (8. .~ RSP OP 36
A flowchart of the process-of extracting secret messages into an MPEG
(V16 < T U SRRSO U TP PP 37

A flowchart of the process-of the active covert communication method. .38
The process of the proposed active covert communication method. (a) An
initial web page with a stego-video displayed on the browser. (b) A replay
button on a pop-up menu. (c) A dialog in which a user key can be inputted.
(d) A dialog which can select the saving location of extracted secret
messages. () The extracted secret messages on the desktop. (f) The

content of the extracted SECret MESSAGES. .....vevververiereeriesieseeee e 39
An illustration of a DCT quantization table.............cccocevviviiieiiecie e, 45
An illustration of the process for hiding authentication signals in I frames.
.................................................................................................................... 47
A flowchart of the process of hiding authentication signals in P and B
TTAIMIES. 1.ttt bbb 48
A flowchart of the process of embedding authentication signals into
MPEG VIEOS. ....coveinieieit ettt 51
A flowchart of the process of extracting authentication signals. ............... 52
A flowchart of the process of the active authentication method................ 54

An experimental result. (a) A web page as a camouflage. (b) MPEG video

vii



Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.

Fig.

Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

5.1
5.2
5.3
5.4

5.5:
5.6:

5.7:
5.8:
5.9:

5.10:

5.11:

6.1:

6.2:

6.3:

6.4:

6.5:

6.6:

6.7:

6.8:

6.9:

1 which is authentic. (c¢) MPEG video 2 which has cropping attack. (d)
MPEG video 3 which has insertion attack. (e) MPEG video 4 which has

replacement attack. (f) MPEG video 4 which has spatial attack. .............. 55
An illustration of the position of the DC value............cccccoevvviveiieiciennns 60
A flowchart of the process for hiding watermarks in | frames. ................. 61

A flowchart of the process for hiding watermarks in P and B frames....... 63
A flowchart of the process for embedding removable visible watermarks.

.................................................................................................................... 65
A flowchart of the transforming process of invisible watermarks............. 66
An illustration of the proposed method for transforming removable visible
watermarks actively into invisible ONes. ........cccccevvevviievecce e 67
A flowchart of the embedding process for invisible watermarks. ............. 69
A flowchart of the transformation process for visible watermarks............ 70
An illustration of the proposed method for transforming invisible
watermarks actively into Visible ONes. .........ccccvevvevi i 71
(@) A video with a visible watermark. (b) A clear video with an invisible
watermark after an authentie key.is provided. ..........cccoocevvvvviieiieicsien, 73

(a) A clear video withsan invisible watermark. (b) A saving button on a
pop-up menu. (c) A-dialog which'can'select the saving location of the
video. (d) The downloaded video on the desktop. (e) A video with a visible

watermark in the local COMPULET =i . idit e 74
An illustration of the process for embedding secret messages. ................. 79
An illustration of the process for'extracting secret messages. ................... 80
A flowchart of the proposed active covert communication method for
cover images on cellular Phones. ... 81
An illustration of the process for dividing secret messages into segments.
.................................................................................................................... 83
An illustration of the process for combining segments of secret messages.
.................................................................................................................... 84
An illustration of the process for embedding secret messages into multiple
COVEE IMAYJES. ©.vveveerteereesteeseeereesteeteaseesteessesseesseessesseesseesseaseesseessesseesseessens 85
An illustration of the process for extracting secret messages from multiple
COVEE IMAJES. ©.vveveerreereesieesteeseesteeteaseesteesesseesseessesseesseesseaseesseessesseesseessens 86
A flowchart of the proposed passive large-volume covert communication
method for cover images on cellular phones. ........ccccccvvvevveieiiccci e 87

An experimental result. (a) A browser in the cellular phone. (b) A public
web page. (c) Downloading the JAVA program. (d) An icon of the
program. (e) The execution screen of the program. (f) A success extraction

viii



Fig. 6.10:

Fig. 6.11:
Fig. 6.12:

Fig. 6.13:

Fig. 6.14:

Fig. 6.15:

with a user key 123. (g) A failed extraction with a user key 12. ............... 88
An experimental result. (a) Three icons of the proposed system. (b) Taking
a picture. (c) A captured image. (d) Keying in secret messages. (e) The
completed embedding process. (f) A cover image in the database. (g) The
transmission system on the sender site. (h) The receiving system on the
receiver site. (i) Loading of the received cover image. (j) The completed
extraction process. (k) A success extraction with a user key 123. (I) A

failed extraction with a USer Key 12. ........ccccovviveieiieiiese e 91
An illustration of a 4x4 block on a captured iMmage...........cccevveveerieseennnns 98
An illustration of the process for embedding authentication signals in a
(o= V0 0T =T T3 T To T USSR 99
An illustration of the process for extracting authentication signals from a
(00T 00T =To T T To SR 100
An illustration of the proposed authentication method for captured images
0N Cellular PRONES. ........oceiece e 101

An experimental result. (a) Three icons of the proposed system. (b) Taking
a picture. (c) A captured image. (d). Embedding authentication signals. (e)
A captured image in.the database. (f). The transmission system on the
sender site. (g) The receiving:=system.on-the receiver site. (h) Loading of
the received captured image. (1) A success authentication with a user key
123. (j) A failed authenticationwithra user key 12...........ccccccevveiveivennnne 102



Chapter 1
Introduction

1.1 Motivation

With the advance of computer technologies and the popularity of the Internet,
more and more data can be transmitted speedily and conveniently on the public
network. Hence, videos become suitable,cover media for carrying large-volume secret
messages from one site to another. Data’hiding. techniques can be used to hide secret
messages in videos as stego-videos for covert communication on the public network
more securely.

Because of the development of ‘computer networks, contents of web pages are
getting richer. There are not only still images and texts on web pages but also a lot of
videos for presenting fantastic effects. Nowadays, authors need to protect their
ownership of videos on web pages because some illicit users may download these
videos for misrepresentation. In order to deal with this problem, it is desired to design
a digital watermarking technique to generate watermarked videos for copyright
protection.On the other hand, due to the prevalence of hacker activities, receivers
cannot be sure that videos received from the public network are genuine. It is desired
to design a data hiding technigue to hide authentication signals in videos and generate
protected videos. In this way, after receivers obtain suspicious videos from others,

authentication signals can be extracted and utilized to verify the fidelity and the



integrity of the videos.

Furthermore, with the prevalence of using cellular phones, mobile computing
technologies of cellular phones are getting more powerful. They can be used to take
pictures and transmit data through wireless networks provided by telecommunication
companies. When transmitting secret messages via cellular phones, it is desired to
design a data hiding technique to hide secret messages in cover images. Moreover,
using cellular phones to transmit captured images is very often and simple. In order to
ensure the validity of received images, it is also desired to design a data hiding
technique to hide authentication signals in them. In this way, after receivers get
suspicious images from others, authentication signals can be extracted and used to
verify the fidelity and the integrity of the images. The computing power of cellular
phones and the data hiding capacity of captured:images are limited in general. The
designed data hiding technique must take these problems into consideration.

In this study, it is desired: t0—develop ‘appropriate techniques for the

above-mentioned goals.

1.2 Review of Related Studies

1.2.1 Active Information Hiding Techniques

Active information hiding techniques has been proposed by Yu et al. in 2001 [15].
In fact, active information hiding is a subset of the research area of information hiding
which so far focuses mostly on passive information hiding. Active information hiding
means essentially to hide imperceptibly an active agent, such as an applet or an
executable file, in a cover media which can be any type of multimedia, such as audio,

image, or video, unlike embedding watermarks or secret messages by passive



information hiding in which no active agent is involved.

Because active agents are executable files, there should yield no error bit in the
extraction process or it will cause the extracted active agent to be unexecutable. Since
active agents might also be applets, they can perform tasks, such as sending feedback
information to the server site, showing the ownership of cover media, scrambling the
cover media when authenticity checks fail, etc. With the use of active agents, more
applications can be implemented by information hiding techniques.

Since the data hiding capacity of cover media is fixed and the sizes of executable
files are usually large, it will be difficult to hide large-volume secret messages if both
of the active and the passive data stream have to be hidden in the cover media.
Another method should be found out to solve this problem.

An application of active watermarking methads was proposed by Chang and Tsai
[17] for copyright protection of-images. When illicit- users want to download images
without any authorization, the active.agent-will.be extracted and a visible watermark

on the image to claim the ownership will be produced.

1.2.2 Passive Information Hiding Techniques

1.2.2.1 Information Hiding Techniques for Images

In recent years, many methods for hiding data in cover images have been
proposed. All of them can be categorized into two kinds: frequency-domain methods
and spatial-domain ones. In spatial-domain methods, the simplest way to hide data in
cover images is to replace the least significant bit (LSB) of every image pixel directly.
The LSB information hiding technique was proposed by Adelson [12] in 1990. This

method is fast and easy, and a lot of data can be hidden imperceptibly in cover images.



In order to increase the data hiding capacity, more than one least significant bit may
be modified for hiding data, but the image quality will be degraded. Recently, many
methods based on the LSB technique [11, 13, 14] utilizing more than one least

significant bit to embed data have been proposed.

1.2.2.2 Information Hiding Techniques for MPEG
Videos

Nowadays, many methods of video data hiding have been proposed for hiding
data in cover videos. In this way, secret messages can be carried covertly from one
site to another. Chae and Manjunath [1] proposed one method to hide data in the DCT
coefficients of a cover video, in.which the hiding method is adaptive to the local
texture content of the cover video frame blocks. The reason why the data are hidden
in texture regions is that the human ivisual-system is more sensitive to the change in
low frequency regions than in high-frequency ones. There are also many approaches
to hiding data in a video.

Video authentication techniques are proposed to ensure that received videos have
not been tampered with. Recently, many methods have been proposed for
authenticating videos. They can be categorized into three types: digital signature
techniques [5], digital watermarking techniques [3, 4], and random signal techniques
[10]. Methods of using digital signatures for video authentication are to use the
public/private key infrastructure to ensure trustworthiness and an additional signature
must be saved and transmitted separately from protected videos. Yin and Yu [4] has
proposed a semi-fragile watermarking technique to authenticate videos. Fragile
watermarks are often utilized for multimedia authentication because any modification

can destroy contents of hidden watermarks. Therefore, they can provide a very high
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detection probability. Chen and Tsai [10] have proposed an authentication method of
hiding random signals in videos. In this method, all authentication signals, called
random signals, generated by a key are hidden in videos and there is no signature has
to be saved.

A number of visible watermarking techniques [6-9] of videos for copyright
protection have been proposed in recent years. Meng et al. [8] has proposed one
method to hide visible watermarks in MPEG videos. In this method, the visibility of
the watermark is adjusted dynamically, depending on the local content features
derived in the DCT domain. Mohanty et al. [6] has proposed a DCT-domain visible
watermarking technique for images. In this method, hiding visible watermarks in
DCT coefficients is based on a mathematical model developed by utilizing the texture
sensitivity of the human visual system. The modification of the DC value will cause

the image block look different.

1.2.3 Brief Descriptions.of MPEG Standard

The MPEG video consists of many groups of pictures (GOP) and a GOP is
comprised of various types of frames, including intra-coded frames (I),
predictive-coded frames (P), and bi-directionally predictive-coded frames (B). Each
frame can be divided into several slices and every slice comprises a lot of

macroblocks. An illustration of the MPEG structure is shown in Figure 1.1.
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8

Figure 1. 1 An illustration of the MPEG structure.

The MPEG video compression method not only uses the discrete cosine
transform (DCT) to reduce the spatial redundancy but also the motion-compensation
algorithm to reduce the temporal redundancy among frames in a GOP. In the MPEG
standard, a macroblock (MB) is adopted as a motion-compensation unit and each type
of frames has different types of macroblocks. An illustration of the relationships

between frames and macroblocks is shown in Figure 1.2.



Forward-coded
Intra-coded MB
MB

Backward-coded

MB

Bidirectionally-

interpolated MB

B

Figure 1. 2 An illustration of the relationships between frames and macroblocks.

After reducing the spatial and the temporal redundancy, all frames are processed

with variable-length coding (VLC) to generate the MPEG bitstream, called the MPEG

video. With the use of variable-length decoding (VLD), the frequency domain data of

each frame can be acquired.

1.3 Overview of Proposed Methods

1.3.1 Definitions of Terms

The definitions of related terms used in this study are described in this section in

the following.

1. Cover media: Cover media, such as an image, a text-type document, an

HTML document, or a video, is a file in which a message may be embedded.

2. Stego-video: A stego-video is a video in which a message has been

embedded.

3. Public video: A public video is a video which is published by an author and

can be downloaded by any user arbitrarily.

4. Protected video: A protected video is a video in which authentication signals

7




have been embedded.

5. Watermarked video: A watermarked video is a video in which visible or
invisible watermarks have been embedded.

6. Captured image: A captured image is an image which is taken by a camera
built in a cellular phone.

7. Protected image: A protected image is an image in which authentication

signals have been embedded.

1.3.2 Brief Descriptions of Proposed Methods

1.3.2.1 Proposed Active Covert Communication

Method for- MPEG Videos

A steganographic method «s preposed-in-this study for covert communication,
which exploits the use of MPEG videos.exhibited on public web pages to hide secret
messages and transmits them to the receiver site via video downloading. First, MPEG
videos are processed with variable-length decoding and the frequency-domain data of
each frame are obtained. Then, secret messages can be embedded in MPEG videos
with the use of every luminance block and motion vectors of macroblocks in each
frame. After the embedding process is complete, these frames will be processed with
variable length coding to generate stego-videos.

When a user wants to acquire the message from others, without installing a data
extraction program, the user can browse a public web page and download

stego-videos with secret messages.

1.3.2.2 Proposed Active Authentication Method for
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MPEG Videos

A data hiding method for authentication is proposed in this study, which uses
active agents to verify suspicious MPEG videos on web pages. Original videos are
first processed with variable length decoding and the frequency-domain data of each
frame can be obtained. Then, the index of the GOP of the video and the number of
inter-coded frames in the GOP are embedded in the frames. After the embedding
process is completed, these frames are processed with variable length coding to
regenerate protected videos.

When a user wants to get the message from a protected MPEG video on a web
page, without installing a video authentication program, the user may require the
proposed system to verify the fidelity and the ‘integrity of the suspicious videos and

generate an authentication report.

1.3.2.3 Proposed ‘Active . Copyright Protection
Method for MPEG videos

Two methods using digital watermarking techniques are proposed for copyright
protection in this study, which use active agents to transform embedded watermarks in
MPEG videos. Original videos are first processed with variable length decoding and
the frequency domain data of each frame are obtained. The input watermark is
embedded in MPEG videos with the use of the DC value of each luminance block of
the macroblocks in each frame. After the embedding process is completed, these
frames are processed with variable length coding to regenerate a watermarked video.

When an illicit user wants to download the watermarked video which is put on a

public web page, the proposed system will transform the invisible watermark to a
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visible one and claim immediately the ownership of the MPEG video. Another reverse
application situation is that multimedia providers may put a video with a removable
visible watermark on a public web page for people to preview. An authorized user
with an authentic key can access the proposed system and clear the visible watermark
on the video displayed on the public web page. On the contrary, an unauthorized user

can just see the watermarked video.

1.3.2.4 Proposed Active and Passive Covert
Communication Method for Cover Images

on Cellular Phones

Two steganographic methods are proposed in'this study for covert communica-
tion, which utilize cover images to embed. secret messages and transmit them to the
receiver site via the wireless network-provided-by telecommunication companies.

The first proposed method is one useful for active covert communication, in
which secret messages are embedded in cover images using a 2-LSB data hiding
technique and cover images are encapsulated with a JAVA program before being put
on public web pages. Then, users can browse the public web page and download
cover images with secret messages. In the other proposed method which is useful for
passive covert communication, large-volume secret messages are first divided into
several segments according to the data hiding capacity of each cover image and
embedded in them using a 2-LSB data hiding technique. After the embedding process
is completed, users just have to key in the receiver’s cellular phone number to the
proposed system and the cover images will be transmitted to the receiver site via the

wireless network. Both of these two methods have the capability of verifying the
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fidelity of the secret messages.

1.3.2.5 Proposed Authentication Method for

Captured Images on Cellular Phones

A data hiding method for authentication is proposed in this study, which can
generate authentication signals to produce protected images. First, a captured image is
divided into several 4x4 blocks and an input user key together with certain related
information of the current block are used to generate a random integer as an
authentication signal. With the use of a 2-LSB data hiding technique, an integer with
the length of 32 bits can be embedded completely in a 4x4 block. After the
embedding process is completed, the resulting protected images can be transmitted to
a receiver site and the receiver=can.utilize the proposed system to verify the fidelity

and the integrity of the received-images:

1.4 Contributions

Several contributions are made in this study, as described as follows.

1. A steganographic method with a secret authentication capability is
proposed to hide large-volume secret messages in MPEG videos and
transmit the secret messages via public web pages.

2. An authentication method is proposed to verify the fidelity of on-line
MPEG videos actively without the need of installing authentication
programs.

3. Two methods utilizing digital watermarking techniques are proposed to

protect the copyright and the ownership of public MPEG videos.
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4. Two covert communication methods with a secret authentication
capability implemented on the platforms of cellular phones are proposed
to hide secret messages in captured images and transmit secret messages
via wireless networks provided by telecommunication companies.

5. An authentication method implemented on the platforms of cellular

phones is proposed to verify the fidelity of captured images.

1.5 Thesis Organization

In the remainder of this thesis, an analysis of possible designs of active agents
for active information hiding is described in Chapter 2. In Chapter 3, the proposed
method for active covert communication for MPEG videos on web pages is described.
In Chapter 4, the proposed method for active authentication for MPEG videos on web
pages is described. In Chapter 5, the proposed methods for active copyright protection
are described. In Chapter 6, the“proposed methads both for active and for passive
covert communications are described. In Chapter 7, the proposed method for
authentication of captured images is described. Finally, conclusions and some

suggestions for future works appear in Chapter 8.
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Chapter 2

Design of Active Agents

2.1 Introduction

To design an effective active agent involves several factors like the access
method, the cover media type, the extraction program type, and the platform type. The
access method means how to access active agents from public networks. The cover
media type means the kind of media used to hide secret data. The extraction program
type means the language adopted in-writing the program used to extract active agents.
The platform type means where to. execute active agents. These four factors about

active information hiding are elaborated-in Figure 2.1.

Information Extraction
Access . Platform
Hiding Program
From web pages Video ActiveX program PC
From
downloaded files Image JAVA program Cellular phone
on FTP sites
From attached i Executable , )
o _ Audio Mobile device
files in E-mails program
Text

Figure 2. 1 Factors involved in active information hiding.

In Section 2.1, a detailed definition of the active agent and some application
environments will be introduced. In Section 2.2, three different ways about how to

access and trigger the active agent will be presented. In Section 2.3, various methods
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of hiding active agents in different platforms will be proposed. In Section 2.4, a

summary and some discussions will be given.

2.1.1 Definition of Active Agent

Generally speaking, an active agent is an active data stream in the sense that it is
executable to perform specific tasks actively by itself, such as an executable program
or an applet. The original meaning of the active agent is its role to make the cover
media look alive. Each action done by the active agent will let users feel that the
cover media did the work by itself. Hidden active agents inject controllability and
personality into the media so that the media can control the use of itself to protect
itself from misuse or to provide a certain function to proper users of it.

Yu, et al. [15] designed one function,.such as:copyright protection of the host
media, for the active agent. Another meaning of the active agent proposed in this
study is to accomplish a certain function without installing an information extraction
program on the local computer in advance. Here is an example. When employees
working outside want to receive secret messages from superiors, they can use
computers in a Cybercafé, for example, to access the Internet and browse a public
web page. And on the web page, they can see cover movies and extract secret
messages hidden behind the movies without installing a program in advance.

In this study, different kinds of platforms, including cellular phones supporting
JAVA programming languages, are utilized to create various types of applications

using active agents. They will be introduced in this chapter.

2.1.2 Application Environments
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With the advance of computer and information technologies, more and more
electronic devices, such as personal digital assistants (PDA), cellular phones, and
notebooks (NB), have the mobile computing ability. A lot of complicated
computations can be executed on them and wireless connections, such as Wireless
Local Area Network (WLAN), General Packet Radio Service (GPRS), Short
Messaging System (SMS), Bluetooth, or Infrared Rays technologies, can be used to
transmit data to others.

Nowadays, both personal digital assistants and cellular phones are getting more
powerful and there is almost no difference between them. The functions which
personal digital assistants can do are also being implemented on cellular phones, and
vice versa. A very important property which could not be implemented on these
devices in the past is that programs written in"JAVA or C™* programming languages
can be executed now.

In the experimental environment-of-mobile devices in this study, NOKIA 6600
cellular phones built with the"Symbianoperating system supporting JAVA
programming languages is adopted because this cellular phone supports Mobile
Media APl (MMAPI) which can be utilized to use the camera built in the cellular
phone to take pictures as well as Wireless Messaging APl (WMA) which can be
utilized to send short messages through a telecommunications company.

The proposed system which is designed by JAVA programming languages can
also be executed on personal digital assistants. The reason why we choose JAVA
programming languages to be our programming tool is that it can be implemented in

various kinds of operating systems as long as these operating systems support these.
2.2 Methods for Active Agent Access
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We all know that a program cannot be executed by itself. It needs users to trigger
directly or invoke indirectly. Since the active agent is a kind of executable programs
embedded in the cover media, it still needs another program, called an extraction
program, to trigger. In this study, three different access ways, namely, from web pages,

from FTP sites, and from E-mails, are proposed to access the active agent.

2.2.1 From Web Pages

The first way proposed in this study to access the active agent is from web pages.
With the use of ActiveX programs, called extraction programs, active agents can be
extracted and executed. After users browse the web page, an ActiveX program can be
downloaded into the local computerautomatically. WWhen users click the triggering
button on the web page, the ActiveX program will extract an active agent hidden in

the cover media.

2.2.2 From FTP Sites

The second way to access the active agent proposed in this study is from FTP
sites. An executable file, called an extraction program, is used to extract an active
agent hidden in the cover media. The cover media will be packaged in an extraction
program and transmitted to the receiver site via FTP programs. After receivers acquire
this extraction program from a downloaded file and click a triggering button on it, it

will extract and execute an active agent.

2.2.3 From E-Mails

The third way proposed in this study to access the active agent is from E-Mails.
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An executable file, called an extraction program, is used to extract an active agent
hidden in the cover media. The cover media is also included in an extraction program
and transmitted to the receiver site via e-mail programs. After receivers acquire this
extraction program from an attached file in an electronic mail and click a triggering

button on it, it will extract and execute an active agent.

2.3 Methods for Active Agent Hiding

Because the size of the active agent is often very large and the data hiding
capacity of the cover media is usually limited, the proposed methods should take this

problem into consideration. There are four ways for hiding active agents.

Active Agent

Cover Media

1. Download cover media with active agent

—0

KTL
2. Input user key

user |

3. Input cover media——»  Extraction Program

5. Reply to user

Secret Messages / 4. Extract secret messages from cover media

Figure 2. 2 An illustration of hiding active agents in cover media.
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2.3.1 Hiding Agents in Cover Media

The original way proposed by Yu, et al. [15] to hide the active agent is to embed
it in the cover media. It is also the most intuitive method because the active agent can
be totally hidden in the cover media without involving other media. However, the use
of this method will cost a lot of the data hiding capacity. An illustration of the
situation about how to hide the active agent in the cover media is shown in Figure 2.2.
In this method, an additive extraction program is necessary for extracting and

executing active agents.

Web Page

A §

1. Request for ActiveX Program

downloading media

Cover Media

Active Agent
user
A

2. Extract active agent from ActiveX program

Active Agent

4. Reply to user

|

Secret Messages 3. Extract secret messages from cover media

Figure 2. 3 An illustration of hiding active agents in ActiveX programs.
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2.3.2 Hiding Agents in ActiveX Programs

Another way proposed by Chang and Tsai [17] to hide the active agent is to
embed it in an ActiveX program. In this method, the ActiveX program on a web page
is utilized to hide the active agent. The active agent can be downloaded to the local
computer when a user browses the web page. An illustration of the process about

embedding and extracting the active agent by this method is shown in Figure 2.3.

2.3.3 Proposed Method for Hiding Agents in ActiveX

Programs and Cover Media

For the sake of the convenience of program:.design and solving the problem of
the limited data hiding capacity-of.the cover media, a method to hide active agents by
utilizing ActiveX programs and-cover-media-on web pages is proposed in this study.
The active agent is separated into"twe.parts-in.this method. One is the main agent
which includes a core part of the active agent and a multi-function program, and the
other part is the goal agent which gives commands to the main agent.

In the proposed method, the main agent is hidden behind the ActiveX program
and the goal agent embedded in the cover media. Because the size of the goal agent is
much smaller than that of the main agent, an amount of the data hiding capacity of the
cover media can be saved. Since all program functions are designed in the main agent,
this main agent can be reused to do different works by different goal agents without

redesigning a new active agent. The proposed method is shown in Figure 2.4.
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Web Page

\

1. Request for .
downloading media ActiveX Program

Cover Media

Goal Agent

Main Agent

o

2. Extract main agent from 3. Extract goal agent from caver
ActiveX program media
6. Reply to user Main Agent Goal Agent

4. Give command

5. Extract secret messages from cover media
Secret Messages f :

Figure 2. 4 An illustration of hiding active agents in active programs and cover media.

2.3.4 Proposed Method for Hiding Agents in JAVA

Programs

On the platform of a cellular phone, an active agent can be hidden in a JAVA
program like hiding it in an ActiveX program on the platform of a personal computer.
The cover media will be packaged with the active agent and compiled into Java
Archive (JAR) format which can then be downloaded by users. After completely

downloading a JAR file, a user can utilize the active agent to do its predefined task. A
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flowchart of the proposed method is shown in Figure 2.5.

JAVA Program

\J

1. Request for
downloading media

Cover Media

Active Agent

user

2. Extract active agent from JAVA program

4, Reply to user .
Ply Active Agent

|

Secret Messages 3. Extract secret messages from cover media

Figure 2. 5 An illustration of hiding active agents in JAVA programs.

2.4 Summary and Discussions

In this chapter, several ways about how to access active agents and some
methods for hiding active agents are proposed. On different kinds of platforms,
different kinds of media are used to hide active agents for saving the data hiding
capacity of the cover media.

In the following chapters of this thesis, two execution platforms, including a
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personal computer and a cellular phone, and two extraction programs containing an
ActiveX program and a JAVA program are adopted. The way to access an active agent
investigated in this thesis study is from public web pages and the types of the cover

media are images and videos.
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Chapter 3

Active Covert Communication by
MPEG Videos with Secret
Authentication Capability

3.1 Introduction

Due to the popularity of computer networks;.more and more data is transmitted
through the public Internet and-many security problems arise when secret messages
are transmitted. An illicit user-can employ-various-network tools to intercept these
secret messages very easily for misuses. Thus, in this study, a video data hiding
method with the secret authentication capability for active covert communication is
proposed.

In Section 3.2, some reviews of the data hiding method for MPEG videos are
made. In Section 3.3, an authentication method for verifying secret messages is
proposed, which calculates authentication signals of secret messages and embeds
these signals into the messages. In Section 3.4, an active covert communication
method for MPEG videos is proposed and two related processes are presented. In
Section 3.5, experimental results are shown to prove the proposed methods, and

finally in Section 3.6, some discussions and a summary are given .

3.2 Review of A Secret Data Hiding
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Method for MPEG Videos

In the MPEG standard, all macroblocks in | frames are intra-coded ones without
referencing to others. The compression technique used in | frames is similar to the one
of the JPEG standard, so the DCT-based data hiding technique may be applied. There
are three kinds of frequency bands, namely, low-frequency bands, middle-frequency
ones, and high-frequency ones, in an 8x8 DCT block. In order to maintain a trade-off
between imperceptivity and data hiding capacity, the middle-frequency band in Figure

3.1 is chosen to embed secret data in this study.

Section 1
DOC 1 5 6 14 | 15 | 27 | 28
Section 2
2 4 7 13 | 16 | 26 | 29 | 42
3 8 | 12 | 17 | 25 | 30 | 41 | 43 Section 3
9 11 | 18 | 24 | 31 | 40 | 44 | 53 Section 4
10 | 19 | 23 | 32 | 39 | 45 | 52 | 54
0-14 : Low
21 | 34 | 37 | 47 | 50 | 56 | 59 | 61 15-28 : Middle
frequency band
35 | 36 | 48 | 49 | 57 | 58 | 62 | 63

49-63 : High
frequency band

Figure 3. 1 An illustration of an 8x8 DCT block.

P and B frames are inter-coded frames different from | ones and are encoded by
motion compensation prediction to reduce the temporal redundancy between frames.

In P frames, there are many forward-coded macroblocks and some intra-coded
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macroblocks. In B frames, there are many backward-coded macroblocks,
forward-coded macroblocks and some intra-coded macroblocks. Because many
motion vectors are used in inter-coded macroblocks to reduce the temporal
redundancy, they may be utilized to hide secret data efficiently.

The same encoding type of macroblocks in different kinds of frames facilitates
the use of the same method to hide data in them. In Section 3.2.1, a data hiding
method based on the use of DCT coefficients in intra-coded macroblocks is
introduced. In Section 3.2.2, a method of hiding secret data in forward-coded
macroblocks is presented. Then in Section 3.2.3, a method of hiding secret data in

backward-coded macroblocks is reviewed.

3.2.1 Process for Hiding Secret Data in | Frames

After MPEG video are processed with variable-length decoding, the quantized
DCT coefficients of each 8x8 hlock of the input | frame can be obtained. An
algorithm of the process is described as follows.

Algorithm 1: Hiding secret data in intra-coded macroblocks.

Input: secret data S, and a macroblock M.

Output: a macroblock M’ in which the secret data are embedded.

Steps:

1. Get an 8x8 luminance block L from M which has four 8x8 luminance blocks and
find the coefficient C; whose magnitude is the maximum in each pre-defined
section as shown in Figure 3.1.

2. Acquire a bit b of S sequentially and hide it into every C;. The hiding rules R are
illustrated in the following.

. IfCi>0:
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I. ifb=1andCijiseven, thensetC;=C; + 1,
ii. if b =0and Cjis odd, then set C; = C; + 1;
ii. otherwise, leave C; unchanged.
. 1fCi<O0:
I. ifb=1and Cjis even, thenset C; = C; - 1;
ii. if b =0and Cjis odd, then set C; = C; - 1;

ii. otherwise, leave C; unchanged.

An illustration of the hiding process for | frames is presented as a flowchart in

Figure 3.2 as follows.

Macroblock | Erame
(M)
Apply Hiding Process A Bit (b) of

for Intra-coded
Macroblocks

A

Secret Data

A

Stego | Frame

Secret Data

(S)

Figure 3. 2 A flowchart of the process of hiding secret data in | frames.

3.2.2 Process for Hiding Secret Data in P Frames
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There are two encoding types of macroblocks, namely, intra-coded ones and
forward-coded ones, in P frames. Because the data hiding method of intra-coded
macroblocks is similar to the one used in | frames, in this section, a data hiding
method of forward-coded macroblocks is introduced. A detailed algorithm is
presented in the following.

Algorithm 2: Hiding secret data in forward-coded macroblocks.

Input: secret data S, and macroblock M.

Output: a macroblock M’ in which the secret data are embedded.

Steps:

1. Acquire a horizontal component H and a vertical one V from a motion vector of
the input forward-coded macroblock and use a threshold T to decide if the current
macroblock is proper to hide secret data. The decision rule is described as follows:

|H|>Tor|V|>T.
The magnitude of T is just a-tradeoff between the-video quality and the data hiding
capacity. The larger T is, the less distortion the video has to bear and the less data
can be hidden into the video.

2. Use following embedding rules R to embed a bit b of S into the selected motion
vector if the above condition is true.

I. If|H|>|V|andH>0:

I. ifb=1and Hiseven, thensetH =H + 1;
ii. ifb=0and Hisodd, thensetH=H + 1;
iii. otherwise, leave H unchanged.

I. If|H|>|V|andH<O0:

I. ifb=1and Hiseven, thensetH =H - 1;
ii. ifb=0and Hisodd, thensetH =H - 1;
iii. otherwise, leave H unchanged.
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. If|H|<|V|andV>0:
I. ifb=1andViseven, thensetV=V + 1,
ii. ifb=0and Visodd, thensetV =V + 1;
iii. otherwise, leave V unchanged.
IV. If|H|<|V|andV<O:
I. ifb=121and Viseven, thensetV=V-1;
ii. ifb=0andVisodd, thensetV=V-1;
iii. otherwise, leave V unchanged.
An illustration of the hiding process for P frames is presented as a flowchart in

Figure 3.3 as follows.

Macroblock
- P Frame
(M)
Macroblock
Intra-coded Macroblock Type? Forward-coded Macroblock

Apply Hiding Apply Hiding
] Process for Intra - Process for
coded Forward-coded
Macroblocks Macroblocks
A Bit (b) of /

“

Secret Data

Secret Data

(S)

Figure 3. 3 A flowchart of the process of hiding secret data into P frames.

\ 4

Stego P Frame
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3.2.3 Process for Hiding Secret Data in B Frames

There are three encoding types of macroblocks, namely, intra-coded ones,
forward-coded ones and backward-coded ones, in B frames. Both data hiding methods
for intra-coded macroblocks and for forward-coded macroblocks in B frames are
similar to those in P frames. In this section, a data hiding method for backward-coded
macroblocks is introduced. A corresponding algorithm is described in the following.
Algorithm 3: Hiding secret data in backward-coded macroblocks.

Input: secret data S, and macroblock M.

Output: a macroblock M’ in which the secret data are embedded.

Steps:

1. Acquire a horizontal component H_and.a vertical one V from a motion vector of
the input backward-coded macroblock and use a threshold T to decide if the
current macroblock is proper to hide secret data by the following rule:

| H}>Tor |V | >T.

2. Use following embedding rules R to'embed a bit b of S into the selected motion
vector if the above condition is true.

I. If|H|>|V|andH>D0:

I ifb=1and Hiseven, thensetH=H + 1;
ii. ifb=0and Hisodd, thenset H =H + 1;
iii. otherwise, leave H unchanged.

II. If|H|>|V]andH <O0:

I ifb=1andHiseven, thensetH=H-1;
ii. ifb=0and Hisodd, thensetH =H - 1;
ii. otherwise, leave H unchanged.

. If|H|<|V|andV>0:
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I ifb=1andViseven, thensetV =V +1;
ii. ifb=0and Visodd, thensetV =V + 1;
iii. otherwise, leave V unchanged.
IV. If|H|<|V]andV<O0:
I ifb=1andViseven, thensetV=V-1;
ii. ifb=0and Visodd, thensetV =V -1,

ii. otherwise, leave V unchanged.

Macroblock

(M)
|

B Frame

Macroblock

Type?

Intra-coded Macroblock Forward -coded Macroblock

Backward-coded Macroblock

Apply Hiding Apply Hiding Apply Hiding

Process for Intra - Process for Process for
coded Backward-coded Forward-coded

Macroblocks Macroblocks Macroblocks

—

A Bit (b) of /

Secret Data

Secret Data

> Stego B Frame
5 (S)

Figure 3. 4 A flowchart of the process of hiding secret data in B frames.

Just like what we mentioned before, the magnitude of T used in Step 1 above is

just a tradeoff between the video quality and the data hiding capacity. The larger T is,
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the less distortion the video has to bear and the less data can be hidden into the video.
An illustration of the hiding process for B frames is presented as a flowchart in Figure

3.4 as follows.

3.3 Authentication Method for Secret
Messages

Under the process of transmitting the cover media with the secret messages on
public networks, malicious users might use various methods to intercept the cover
media and try to extract the secret messages hidden in it or modify the secret
messages to cheat the receiver who needs the secret messages. If this receiver is an
employee who works for a company, fake secret'messages can lead him/her to make
wrong decisions and cause a great.loss to the company. In order to avoid situations
like this to happen, a method-for icalculating. authentication signals of the secret
messages and embedding them in the secret. messages is proposed. With the use of the
authentication signals, the fidelity of the secret messages can be ensured by our

method proposed in this study, as described in the following sections.

3.3.1 Calculation of Authentication Signals of Secret

Messages

Let M be certain given secret messages with the size of I, and A be authentication
signals to be embedded in M. The size of A is the same as one integer of 4 bytes. A
detailed algorithm of the calculation of A for M is described in the following.
Algorithm 4: Calculation of authentication signals for secret messages.

Input: secret messages M with the size of | bytes.
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Output: authentication signals A.

Steps:

1. Transform M into a byte form (b; b, ... b))2s6 with each b; (i = 1, 2, ..., I) being
one byte of M.

2. Calculate the sum of b; (i =1, 2, ..., ) to generate A which is described as the
following equation:

A=(by+b,+ ... +b) mod 2%

3.3.2 Process for Embedding Authentication Signals

After calculating authentication signals for secret messages, these signals will be
embedded in the secret messages and new messages are generated. A corresponding
detailed algorithm is shown in the following.

Algorithm 5: Embedding process for authentication signals.

Input: secret messages M with the size of m bytes, authentication signals A with the
size of 4 bytes, and a user key K for generating a non-repeating random
number sequence.

Output: temporary messages T for the concatenation of M and A, and new secret

messages M’.

Steps:

1. Transform both M and A into a byte form and concatenate them into temporary

messages T as follows:
M= (araz ... am )2s6, A = (b1 b2 b3 bs)2s6
T=M+A=(agaz ... an by by b3 by)2s6
2. Use K to generate a non-repeating random number sequence to randomize T and

produce the desired new secret messages M.
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3.3.3 Process for Extracting Authentication Signals

After generating the new messages as authentication signals, they will be
embedded in the cover media and transmitted to the receiver site. On the receiver site,
the secret messages can be extracted and authenticated. The extraction algorithm is an
inverse process of the embedding one and is described in the following.

Algorithm 6: Extraction process for authentication signals.

Input: secret messages M’ with the size of m bytes extracted by Algorithm described
later, and a user key K for generating a non-repeating random number
sequence.

Output: authentication signals A with the size of 4 bytes extracted by Algorithm
described later, and recovered secret messages M with the size of (m - 4)
bytes, and temporary messages T, and authentication signals A’ recalculated
by Algorithm 4 described before.

Steps:

1. Use K to generate a non-repeating random number sequence to de-randomize M’

and produce temporaray messages T.
2. Transform T into the byte form and decompose T to get M and A by the following
way:
T=(araz ... am by b2 b3 bs)2s6;
M= (a1 az ... am)256;
A = (b1 bz b3 bs)2se.
3. Recalculate authentication signals A’ using M as follows:
A’ =(a+ap+ ... +an) mod 2%,

4. Compare A and A’ to make the decision as follows:
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if A=A’ thenkeepM;
otherwise, discard M.

If A does not equal A’, regard the original secret messages to have been tampered
with or the cover media to have been modified, discard the extracted secret
messages, and inform the sender of the errors.

Note that if the user key provided by the receiver is wrong, A will not equal to A’,

either. An illustration of the authentication method for secret messages is shown in

Figure 3.5.
Secret Secret Messages
Messades with Authentication
(M)g Signal
(M)
L
Ki
Transform to Randomize

Byte Formula

R A_

(m1my ... mM)se

(mimy...m
a1 A Az A4)2s56

A

Concatenate
Generate » Messages and
Authentication Signal g
Signal

Figure 3. 5 An illustration of the authentication method for secret messages.
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3.4 Proposed Active Covert
Communication Method for MPEG
Videos

The pre-defined environment of active covert communication is built on a web
page with an ActiveX program. An ActiveX program in which an active agent has
been embedded includes an active video player and a MPEG video clip. Here is an
application example. When an employee works outside and has to receive messages
from a superior, the employee can browse a public web page and get secret messages
hidden in an MPEG video without the need of installing data extraction programs.

In this example, the task of the active agent.is to extract secret messages. Before
beginning the extraction process, the receiver has to:provide an authentic user key. If

this user key is wrong, the recetver will get nothing after seeing the video on the web

page.
3.4.1 Process for Embedding Secret Messages

The embedding process is executed on the platform of a sender-site computer.
An illustration of the entire process is shown in Figure 3.6.

First, authentication signals are generated by the input secret messages. Then,
these secret messages are concatenated with authentication signals and randomized by
a user key. After generating randomized secret messages, they are hidden in an MPEG

video.
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Figure 3. 6 A flowchart of the process of embedding secret messages in an MPEG
video.

3.4.2 Process for Extracting Secret Messages

The extraction process is an inverse process of the embedding one. The process
is executed on the platform of a receiver-site computer. An illustration of how to

extract secret messages is shown in Figure 3.7.
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After extracting data from an MPEG video, the data needs to be de-randomized
by a user key to obtain secret messages and authentication signals. Then, the extracted
secret messages have to be verified, so the extracted authentication signals will be
compared to the recalculated ones. If there is no difference between these two signals,

the extracted secret messages are kept, otherwise discarded.

Stego-video
Reserve Discard
: : Messages Messages
= : I Different
Same Compare
VLD

~ Calculate

“| Authentication

Signals
A

Extracted
Secret
Mess“a es

De-randomize and
Separate

*

Apply Extraction Process

User Key

Figure 3. 7 A flowchart of the process of extracting secret messages into an MPEG

video.
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A flowchart of the process of the active covert communication method is
illustrated in Figure 3.8. In the server-site process, secret messages with
authentication signals are embedded in a MPEG video put on a public web page.
While a user requests for downloading secret messages, the proposed system can
extract and execute active agents. Then, the active agents can extract secret messages

from the MPEG video and authenticate them for the authentic user.

Q Secret

user Messages
| 1
Y
Discard Secret| Eofrect Secre
Messages Messages ?
-0 T
Key Extract
Secret
Request for downloading secret Messages
messages from MPEG videas T
Active
_ Agents
Server-Site Program _

MPEG
Videos
Server-Site
Preparing
Process

Figure 3. 8 A flowchart of the process of the active covert communication method.

3.5 Experimental Results
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In our experiments, a stego-video with secret messages is put on a public web
page for people to preview. When a user browses this web page, the stego-video with
a description is displayed on the screen shown in Figure 3.9(a). After pressing the
replay button on the pop-up menu in Figure 3.9(b) four times, a dialog in which the
user key can be keyed in will be shown for the user. If the input key is authentic,
secret messages which are hidden in the stego-video can be extracted into the local

computer in Figure 3.9(e). On the contrary, an illegal user can just get nothing.
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Figure 3.9 The process of the proposed active covert communication method. (a) An
initial web page with a stego-video displayed on the browser. (b) A
replay button on a pop-up menu. (c) A dialog in which a user key can be
inputted. (d) A dialog which can select the saving location of extracted
secret messages. (e) The extracted secret messages on the desktop. (f)
The content of the extracted secret messages. (continued)
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Figure 3.9 The process of the proposed active covert communication method. (a) An
initial web page with a stego-video displayed on the browser. (b) A
replay button on a pop-up menu. (c) A dialog in which a user key can be
inputted. (d) A dialog which can select the saving location of extracted
secret messages. (e) The extracted secret messages on the desktop. (f)
The content of the extracted secret messages. (continued)
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Figure 3.9 The process of the proposed active covert communication method. (a) An

initial web page with a stego-video displayed on the browser. (b) A
replay button on a pop-up menu. (c) A dialog in which a user key can be
inputted. (d) A dialog which can select the saving location of extracted
secret messages. (e) The extracted secret messages on the desktop. (f)
The content of the extracted secret messages. (continued)
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Figure 3.9 The process of the proposed active covert communication method. (a) An
initial web page with a stego-video displayed on the browser. (b) A
replay button on a pop-up.ment.(C) A dialog in which a user key can be
inputted. (d) A dialog Which can select the saving location of extracted
secret messages. (e) The extracted secret messages on the desktop. (f)
The content of the extracted secret messages. (continued)

3.6 Summary and Discussions

In this chapter, an active covert communication method that can be carried out
on a web page with an ActiveX program has been proposed. In this method, the
security of the communication becomes better with the use of a user key to randomize
secret messages and authentication signals. Authentication signals of secret messages
not only help us detect transmission errors over the public network but also find out
any illicit tampering of the cover media or secret messages.

If the given user key is wrong, the extracted secret messages and the extracted
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authentication signals will also be incorrect. That is, the recalculated authentication
signals of the extracted secret messages will not be the same as the extracted ones. In

this situation, the extracted secret messages will be discarded and malicious users can

just get nothing.
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Chapter 4

Active Authentication of MPEG
Videos

4.1 Introduction

With the advance of computer networks, the data transmission rate on networks
is getting higher. More and more videos are transmitted on public networks. Since
these MPEG videos are exposed on the Internet, illicit users might want to intercept
and modify them for deceiving:the receiver. Thus, the verification of the fidelity of
suspicious MPEG videos is necessary. The scheme proposed in this study is executed
on a web page and can authenticate on-line MPEG videos to generate verification
reports.

In Section 4.2, a review of an authentication method for I, P and B frames of
MPEG videos is introduced. Then in Section 4.3, the proposed active authentication
method for MPEG videos on web pages and flowcharts of the processes are described.

Finally, experimental results and some discussions are given.

4.2 Review of An Authentication
Method for MPEG Videos

In this section, two authentication signal hiding methods for different frames of
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MPEG videos are reviewed. In Section 4.2.1, a process for hiding authentication
signals in | frames is introduced and a process for P and B frames is described in

Section 4.2.2.

4.2.1 Process for Hiding Authentication Signals in |

Frames

In the reviewed method, two different DCT coefficients with the same
quantization step size in the luminance block of intra-coded frames are chosen as a
pair to hide an authentication signal. There need two pairs of DCT coefficients for
hiding authentication signals. One pair is for hiding random number authentication
signals, and the other is for hiding.video information, including the number of P and B

frames in a GOP and the index of a. GOP.

(x,y) (o} 1 2 3 4 5 6 7
(o] & 16 19 22 26 27 29 34
DC
1 16 16 22 24 27 29 34 37
2 19 22 26 27 29 34 34 38
3 22 22 26 27 29 34 37 40
4 22 26 27 29 32 35 40 48
5 26 27 29 32 35 40 48 58
6 26 27 29 34 38 46 56 69
7 27 29 35 38 46 56 69 83
DC Coefficient Middle Frequency Coefficient
For Hiding Authentication Signals For Hiding Video Information

Figure 4. 1 An illustration of a DCT quantization table.
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The method for hiding a pair of two coefficients is to adjust their relative values
according to the hidden data. Because of the quantization step size of the selected
frequency-domain coefficients are the same, hidden authentication signals may have
the capability against image recompression. In order to reduce the probability of
erroneous extraction of hidden bits, the number of inter-coded frames and the index
are duplicated as many times as possible before the embedding process. A detailed
algorithm is described as follows.

Algorithm 1: Hiding authentication signals in intra-coded macroblocks.

Input: an index of i-th GOP G;, the number of inter-coded frames in (i-1)-th GOP N;,

a user key K, and a macroblock M.

Output: a protected macroblock M’.

Steps:

1. Transform G; and N; into a binary form-(gi.92=... gp)2 and (ny ny ... ng)2 and
duplicate them into as many-copies-as-possible.

2. Combine each position of a luminance blockand K to generate a random number
authentication signal A.

3. Use one pair of DCT coefficients C; at (5, 1) and C, at (6, 0) in the block
coefficient matrix to hide an authentication signal S according the following rules.

. IfCi—-Cy< Tyt

i. if Sis odd, then set C; > C, and |Cy — Co| = Ty;
ii. if Sis even, then set C; < C and |C; — Cy| = Ta.

. IfCi—-Cy>Ty:

I. if Sis odd, thenset C; = (C; + Cp)/2 + T1/2 and C, = (Cy + Cp)/2 -
T1/2;

ii. if Siseven, thenset C; = (Cy + C)/2-Ty/2and C, = (C1 + Cp)/2 +
T./2.
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4. Use another pair of DCT coefficients Cs at (4, 5) and C4 at (5, 4) to hide a bit b of
Gi and N; according to the following formulas.
. HC3-Cy< Ty
i. if b is odd, then set C3 > C4 and |C3 — Cy| = Ty;
ii. if b is even, then set C3 < C4 and |C3 — Cy| = T1.
. 1fCi-Cy>Ty:
I. if b is odd, then set C3 = (C3 + C4)/2 + T1/2 and C4 = (C3 + Cy)/2 -
T1/2;
ii. if b is even, then set C3 = (C3 + Cy)/2 = T1/2 and Cy = (C3 + Cy)/2 +
T./2.
Notice that T; is a threshold value of a tradeoff between the quality of MPEG
videos and robustness. The lower Ty Is, the higher.quality of MPEG videos is retained

and less robustness can be kept-An.illustration of the-process is shown in Figure 4.2.

Macroblock
L | Frame

M)

Apply Hiding Process
—_—¥ for Intra-coded N

Macroblocks

User Key

Copy M times and
Convert to Binary
Formula

4

—

i Index (G;) of Current GOP

Protected | Frame and Number (N;) of P and

B Frames of Previous
GOP

Figure 4. 2 An illustration of the process for hiding authentication signals in | frames.
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4.2.2 Process for Hiding Authentication Signals in P

and B Frames

Since P and B frames are inter-coded frames in MPEG videos, a lot of motion
vectors are utilized for motion compensation prediction. These vectors should be
utilized efficiently for hiding authentication signals for checking the fidelity of MPEG
videos. Two proper non-overlapping adjacent macroblocks are selected to hide an

authentication signal and the detailed algorithm is described in the following.

Macroblock / P or B Frame

(M) )

Macroblock
Forward-coded Macroblock Type? Backward -coded Macroblock

— —

Apply Hiding Apply Hiding
] Process for Process for o
Forward-coded Backward -coded
Macroblocks Macroblocks

Protected é

7 P or B Frame
User Key

Figure 4. 3 A flowchart of the process of hiding authentication signals in P and B

frames.
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Algorithm 2: Hiding authentication signals in inter-coded macroblocks.
Input: a user key K, and a P or B frame F.

Output: a protected macroblock M’.

Steps:

1. If FisaP frame, then go to step I; otherwise step II:

I.  Select horizontal motion vectors (Hi, H;) and vertical ones (Vi, V;) as two
candidates of two non-overlapping adjacent macroblocks (MB;, MB;) in
forward-coded macroblocks and use following rules to decide if they are
proper or not.

I. If Hi > Ty, H; > T, and |H; — H;| < 1, then regard them as a proper pair
for hiding an authentication signal and denoted them as (H;, Hy);
otherwise go to step'ii.

ii. If Vi>T,, V> Trand |V —Vj| <1, then regard them as a proper pair for
hiding an authentication signal-and denoted them as (V1, V>); otherwise
go to step iii.

iii. If both of above conditions are false, then the input macroblock is not
proper for hiding authentication signals.

Il.  Select horizontal vectors (Hi, H;) and (Hy’, Hj’) for forward-coded
macroblocks and backward-coded ones and vertical vectors (Vj, Vj) and (Vi’,
Vj') for forward-coded macroblocks and backward-coded ones. Then use
identical rules described above to select a proper pair to hide an
authentication signal. If (H;, H;) or (Hy’, Hy’) is selected, then denote it as
(Ha, Ho). If (V;, V)) or (Vi’, V') is selected, then denote them as (V1, V7).

2. Combine the position of the selected pair of macroblocks and K to generate a
random number authentication signal A and use the following formulas to hide it.

I.  If the selected vector is (Hy, Hy):
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I. if Ais odd, then set H; > H, and |H; — Hy| = 1;
ii. if A'is even, then set H; < Hy and |[Hy — Hy| = 1.
I. If the selected vector is (V1, V2):
i. if Ais odd, then set V; >V, and |V1 — V| = 1;
ii. if Ais even, then set V3 <V, and |[V; - V| = 1.
The threshold T is a pre-defined value and an illustration of the process is shown

in Figure 4.3.

4.3 Proposed Active Authentication
Method for MPEG Videos

The platform for the proposed-active authentication method for MPEG videos is
a web page with an ActiveX pregram. This pregram includes an active video player, a
clip of MPEG videos, and an active agent.

An example of the application is.that if-a superior wants to deliver messages,
which cannot be completely explained by text files, to his employees who work
outside, the superior can use a digital video recorder or a digital camera to record a
period of video. The video, including work assignments from the superior, in which
authentication signals can be hidden, are put on a web page. The employees just have
to browse a web page and see these videos to check the assignments.

Because the video needs to be transmitted through the public network, illicit
users may intercept the video and modify it for misrepresentation. In order to verify
the fidelity of it, an active authentication method is proposed in this study and
described in this Section. The employees can use the proposed system to authenticate
the video without the need of installing authentication programs.

In Section 4.3.1, an embedding process to implement the proposed approach is
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introduced. Then, in Section 4.3.2, a process for extracting authentication signals is

proposed and different types of attack are presented.

4.3.1 Process for Embedding Authentication Signals

First, MPEG videos with work assignments are processed with variable length

decoding and the frequency-domain data of each frame can be obtained.

Original Video

User Key y

e Position of

T % Macroblock
Bl Generate

: »  Authentication

Signals

%_'ﬂ'l'-“."\;,.;;c_\} i e—
Protected Video
Figure 4. 4 A flowchart of the process of embedding authentication signals into

MPEG videos.

51



After the decoding process is completed, an input user key together with certain
related information of the macroblock in each frame is used to generate authentication
signals. The signals are hidden in an MPEG video to produce a protected video. A

flowchart of the entire process is shown in Figure 4.4.

4.3.2 Process for Extracting Authentication Signals

Suspicious Video
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User Key y

AT T T Position of
, e 73 Macroblock
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\i
Extracted
Authentication
Signals
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Report

Figure 4. 5 A flowchart of the process of extracting authentication signals.
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When the MPEG video is to be authenticated, a user also has to provide an

authentic key to regenerate the authentication signals. After comparing the extracted

authentication signals with the regenerated ones, the proposed system can decide if

the video has been under attack. An extraction process is shown in Figure 4.5.

Different types of attacks presented in an authentication report are described in

the following.

1.

Cropping: This type of attack means that some frames are removed from the
MPEG video. In this situation, the difference between two extracted successive
indices does not equal one and each frame is authentic. If the difference of indices
equals one and another difference between the extracted number of inter-coded
frames and the counted number of inter-coded frames in successive GOPs does
not equal zero, it is decided that-the video has been under a cropping attack.
Replacement: This type of attack’ means that-some frames are replaced by
unauthentic frames in the MPEG video.-In this situation, the difference of two
extracted successive indices does not equal one and there are several unauthentic
frames.

Insertion: This type of attack means that there are some redundant authentic
frames in the MPEG video. In this kind of attack, the difference of two extracted
successive indices equals one and there are some unauthentic frames.

Spatial tampering: This type of attack means that there are some unauthentic
macroblocks in the frame.

After creating a protected MPEG video, it is put on a web page for users to see.

When a user opens a web page, the proposed system can extract active agents to

authenticate the video and generate an authentication report to show if the video is

authentic.

When a suspicious video is detected, the user should request the superior to
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retransmit the correct one. An illustration of the active authentication method is

shown in Figure 4.6.

Display <N orrect MP
Attack Type Videos?
- " o
Key
Authenticate
MPEG Videos
Request for seeing MPEG
videos 1
Web Page

g Extract Active

Agents

Server -Site Program

. ,
Active Video Player

MPEG Videos

Server -Site
Preparing Process

Figure 4. 6 A flowchart of the process of the active authentication method.

4.4 Experimental Results
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In our experiments, a protected video with authentication signals is put on a web
page for people to see. Before a user get into the main page in Figure 4.7(b), a web
page in Figure 4.7(a) as a camouflage will be displayed first. Only those who know
where the hyperlink of the main page is can browse the main page. In order to prevent
imprudent users from accessing the proposed system, keying in a login password is
necessary for authorized users. According to the input user key, the proposed system
can extract active agents and authenticate videos which the user is seeing before
generating an authentication report. A video list on the left side of the proposed

system is displayed and different kinds of attacks are presented in Figure 4.7(c)-(f).
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Figure 4.7 (a) A web page as camouflage.{(b) MPEG.video 1 which is authentic. (c)
MPEG video 2 which has cropping attack.»(d) MPEG video 3 which has
insertion attack. (e) MPEG ‘video 4 which has replacement attack. (f)
MPEG video 4 whichhas spatial attack..(continued)

4.5 Summary and Discussions

In this chapter, an active authentication method has been proposed and some
experimental results presented. Both temporal and spatial tamperings can be detected
by the proposed method through the use of a web page. With the use of a user key, the
user may be sure about whether the extracted authentication signals are forged or not.
If the provided user key is wrong, the user also gets a wrong authentication report.

In order to reduce the probability of the error verification of MPEG videos, the
hidden authentication signals are duplicated as many times as possible and the
generation of authentication signals utilizes a user key together with related

information of frames.
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Chapter 5

Active Copyright Protection of
MPEG Videos

5.1 Introduction

In the current century of technology, data are digitized and transmitted on the
public network. Although many people are glad to share their MPEG videos on the
Internet, they still want to protect their :ownership-and copyright of the videos. In
order to take this problem inta-consideration, an active watermarking technique for
copyright protection of MPEG “videos is propased. In this study, both a visible
watermarking technique and an invisible one are utilized for protecting the copyright
of MPEG videos.

In Section 5.2, a review of a watermark hiding method for MPEG videos is made
and this method is utilized in Sections 5.3 and Section 5.4. In Section 5.3, a method
for transforming removable visible watermarks actively into invisible ones is
proposed. In Section 5.4, a method for transforming invisible watermarks actively into

visible ones is proposed. Finally, some experimental results and a summary are given.

5.2 Review of A Watermark Hiding
Method for MPEG Videos
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In this section, processes for hiding watermarks in I, and in P and B frames
proposed in Chen and Tsai [10] are reviewed in Section 5.2.1 and Section 5.2.2,
respectively. Watermarks are considered as binary images and each pixel in a
watermark is referred to be white or black according to its binary value 0 or 1,

respectively.

5.2.1 Process for Hiding Watermarks in | Frames

In the method proposed by Chen and Tsai [10], for each luminance block in
macroblocks, its DC value is modified according to the grayscale value of an input
pixel of a binary watermark. If the binary value is 1, it means that the current pixel is
black and the DC value should be decreased; otherwise the DC value is kept
unchanged. An illustration of the position:of the, DC value is shown in Figure 5.1 and

a detailed algorithm is described in the following.

X, y) 0 1 2 3 4 5 6 7
o] 8 16 19 22 26 27 29 34
DC
1 16 16 22 24 27 29 34 37
2 19 22 26 27 29 34 34 38
3 22 22 26 27 29 34 37 40
4 22 26 27 29 32 35 40 48
5 26 27 29 32 35 40 48 58
6 26 27 29 34 38 46 56 69
7 27 29 35 38 46 56 69 83
DC Coefficient Middle Frequency Coefficient
For Hiding Watermarks

Figure 5. 1 An illustration of the position of the DC value.
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?
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| Frame .

Watermark

Figure 5. 2 A flowchart of the process for hiding watermarks in I frames.

Algorithm 1: Hiding watermarks in intra-coded macroblocks.

Input: a user key K, a watermark W, an | frame F, and a macroblock M .

Output: a watermarked macroblock M’.

Steps:

1. Modify the height and the width of W to make its shape similar to that of F.

2. Combine K and the position of the current luminance block to generate two binary
signals S = (s1 Sz), for black pixels and S” = (s;” s2°), for white pixels.

3. Select a pair of DCT coefficients (Cy, C,) at positions (5, 4) and (4, 5) are shown
in Figure 5.1 for recording the watermark.

4. Get the DC value L of an input luminance block and the corresponding pixel P of

W, and perform the following steps to hide a pixel of W:
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I. IfP=1 thensetL=L-Tand use the LSB data hiding technique to replace
the LSB of C; by s; and the LSB of C, by s,, where T is a pre-selected
threshold value.

Il. If P =0, then keep L unchanged and use the LSB data hiding technique to
replace the LSB of C; by s;” and the LSB of C;, by s;’.

The threshold value T is pre-selected in such a way as to make the luminance of

the current block darker. A flowchart of the process for hiding watermarks in | frames

is shown in Figure 5.2.

5.2.2 Process for Hiding Watermarks in P and B

Frames

P or B frames have two types of macroblocks, namely, intra-coded ones and
inter-coded ones. The hiding process-forintra-coded macroblocks is similar to the
process for | frames, so only the process.for.inter-coded macroblocks is introduced in
this section.

The coded block pattern (CBP) in the MPEG standard is used to record if the
current block in a macroblock has been encoded in the MPEG bitstream or not. If the
current bit of CBP is 1, it means that the corresponding block and the reference block
have been encoded. On the contrary, if the bit is 0, the current block is not encoded in
the MPEG bitstream. A detailed algorithm of the hiding process is described as
follows.

Algorithm 2: Hiding watermarks in inter-coded macroblocks.

Input: a user key K, a watermark W, a P or B frame F, and a macroblock M.
Output: a watermarked macroblock M’.

Steps:
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Obtain the current bit b of CBP of the corresponding luminance block. If b equals
to 1, keep b unchanged. If b equals to 0 and the current frame is a B frame, set b
set to be 1.

Modify the height and the width of W into a shape similar to that of F.

Combine K and the position of the current luminance block to generate two binary
signals S = (s ;)2 for black pixels and S* = (s;” s2°), for white pixels.

Select a pair of DCT coefficients (C;, Cy) at (5, 4) and (4, 5) are shown in Figure

5.1 for recording the watermark.

Macroblock
» P or B Frame
M)
Macroblock
Intra-coded Macroblock Type? Inter-coded Macroblock

— —

Apply Hiding Apply Hiding
] Process for Intra - Process for Inter -
coded coded
Macroblocks Macroblocks

Scale Size of
Watermark (W) to

Fit Sizeof Por B

User Key
Frame
?
|
./ Watermarked .
P or B Frame .
Watermark

Figure 5. 3 A flowchart of the process for hiding watermarks in P and B frames.
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5. Get the DC value L of an input luminance block and the corresponding pixel P of
W, and perform the following steps to hide a pixel of W:

I. IfP=1,thensetL =L-Tand use the LSB data hiding technique to replace
the LSB of C; by s; and the LSB of C, by s, where T is a pre-selected
threshold value.

Il. If P =0, then keep L unchanged and use the LSB data hiding technique to
replace the LSB of C; by s;” and the LSB of C;, by s;’.

The threshold value T is pre-selected in such a way as to make the luminance of

the current block be darker. A flowchart of the process for hiding watermarks in P and

B frames is displayed in Figure 5.3.

5.3 Proposed Method for Transforming
Removable Visible Watermarks
Actively to Invisible Ones

The platform for applying the proposed method is a personal computer. The
environment for the method is a web page with an ActiveX program, including an
active agent and an active video player.

Here is an application example. A multimedia provider puts MPEG videos with
removable visible watermarks on the Internet for people to see. If a user wants to see
a video clearly (i. e., without the annoying watermarks), an authentic key should be
used. If the provided key is correct, the proposed system will extract the active agent
and transform the visible watermarks into invisible ones. Then, clear videos will be

displayed on the web page.
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In Section 5.3.1, the proposed process for embedding removable visible
watermarks is introduced. In Section 5.3.2, the proposed process for transforming

removable visible watermarks into invisible ones is described.

5.3.1 Embedding Process for Removable Visible

Watermarks

At the beginning of the proposed removable watermark embedding process, the
video provider should input a user key and a watermark for each MPEG video to be
publicized. After the video is processed with variable length decoding, the

frequency-domain data of each of its frames can be obtained.

Original Video

T ———
a i -_-_;ﬁ

] L]

- &

Watermark

T

User Key

Watermarked Video

Figure 5. 4 A flowchart of the process for embedding removable visible watermarks.
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With the use of the embedding process for intra-coded macroblocks and
inter-coded ones, a watermark can be embedded in the video. A visible watermark can
be displayed to claim the provider’s ownership of the videos and also protects the
copyright of them. An illustration of embedding removable visible watermarks is

shown in Figure 5.4.

5.3.2 Transformation Process for Invisible

Watermarks

At the beginning, a user can only see watermarked MPEG videos on a web page

with an active video player.

PorB

é ——— 1 Apply Transformation Process
User Key

" .Reégv-ére-d _\-/ideo

Figure 5. 5 A flowchart of the transforming process of invisible watermarks.
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After an authentic key is provided, the proposed system uses this key together
with related information of each block in frames to generate certain signals to decide
if there is a watermark embedded in the current block. If the provided key is wrong,
the regenerated signals will not equal to the extracted signals, so that removable
visible watermarks cannot be removed. A flowchart of the transformation process of

invisible watermarks is shown in Figure 5.5.

<

users« Clear MPEG
‘ ‘ Videos
-~ : Transform Visible
Watermarks into
e Invisible Ones
Request for seeing clear
MPEG videos
Web Page _
’ Extract Active
Agents
Server -Site Program
N —‘
MPEG Videos Active Video Player
Server-Site

Preparing Process

Figure 5. 6 An illustration of the proposed method for transforming removable visible

watermarks actively into invisible ones.
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After transforming removable visible watermarks into invisible ones, these
invisible watermarks can still protect the copyright of the videos when authentic users
modify them for misrepresentation. An illustration of the proposed method is shown

in Figure 5.6.

5.4 Proposed Method for Transforming
Invisible Watermarks Actively to
Visible Ones

The method for hiding watermarks in MPEG videos in this section is similar to
that described in Section 5.3, but the transformation process for visible watermarks
makes visible watermarks not aqnly. have black appearances but also have random
intensity values in grayscale. Here'is an application example. A multimedia provider
puts public videos on the Internet-for people to see. But if someone wants to
download the videos from a web page, the‘proposed system can extract the invisible
watermarks from the videos, transform them into visible ones with random intensity
values in grayscale, and affix them on the videos. This method can declare the
copyright of these videos.

In Section 5.4.1, the proposed embedding process for invisible watermarks is
introduced. And in Section 5.4.2, the proposed transformation process for visible

watermarks is described.

5.4.1 Embedding Process for Invisible Watermarks

At the beginning of the proposed process for embedding invisible watermarks,

the video provider should provide a watermark for publicizing the MPEG videos.
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After these MPEG videos are processed with variable-length decoding, the
frequency-domain data of each of the produces frames can be obtained. With the use
of the previously-mentioned embedding process for intra-coded macroblocks and
inter-coded ones, watermarks can be embedded in the MPEG videos. Invisible
watermarks can protect the copyright of MPEG videos from illicit downloading and
make authentic users see clear MPEG videos on a web page. An illustration of

embedding removable visible watermarks is shown in Figure 5.7.

L T S

]

VLD

Apply Embedding Process - : .
l Watermark
VLC

Watermarked
Video

Figure 5. 7 A flowchart of the embedding process for invisible watermarks.
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5.4.2 Transformation Process for Visible

Watermarks

At the beginning of the proposed process for transforming invisible watermarks

into visible ones, users can see clear MPEG videos on a public web page.

| Watermarked
Video

VLD

Apply Transformation Process

VLC

N
Y

Recovered Video

Figure 5. 8 A flowchart of the transformation process for visible watermarks.
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Everyone can see these videos without paying anything, but if someone wants to
download them, the proposed system will extract the hidden active agents and
transform the embedded invisible watermarks into visible ones with random intensity

values in grayscale. A flowchart of the current process is shown in Figure 5.8.

L %

user«

Watermarked
MPEG Videos

| k

Transform
Invisible
Watermarks into
Visible Ones

Y

Request for downloading
MPEG videos

Web P i
eb Page Extract Active

Agents

Server -Site Program

: ,
Active Video Player
MPEG Videos

—

Server-Site
Preparing Process

Figure 5. 9 An illustration of the proposed method for transforming invisible

watermarks actively into visible ones.
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After transforming invisible watermarks into visible ones, visible watermarks
can immediately show the ownership of the MPEG videos. Because these visible
watermarks are with random intensity values in grayscale, they are not easy to remove.

An illustration of the proposed method is shown in Figure 5.9.

5.5 Experimental Results

In our experiments, two applications for active copyright protection of MPEG
videos are elaborated. One is a transformations of visible watermarks into invisible
ones actively by an active agent, and another is an inverse process of the previous
one.

In the first experiment, while a.user browses a web page, the proposed system
presented in Figure 5.10(a) shows a video with a visible watermark and an active
video player. If the user wants:.to see a Clear video:displayed in Figure 5.10(b), an
authentic key should be provided to the system.-Otherwise, a degraded video still
shows on the screen.

In the second experiment, an MTV video and a description are displayed on a
public web page in Figure 5.11(a). While a user browses this web page, a clear video
with an invisible watermark is presented. If the user calls a pop-up menu shown in
Figure 5.11(b) and wants to download the video, the proposed system extracts an
active agent and transform the invisible watermarks into visible ones actively. After
the downloading process is completed as shown in Figure 5.11(d), the video with a

visible watermarks shown on the local computer, as shown in Figure 5.11(e).
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Figure 5.10 (a) A video with a visible watermark. (b) A clear video with an invisible
watermark after an authentic key is provided.
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Figure 5.11 (a) A clear video with an invisible watermark. (b) A saving button on a
pop-up menu. (c) A dialog which can select the saving location of the
video. (d) The downloaded video on the desktop. (e) A video with a
visible watermark in the local computer. (continued)
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Figure 5.11 (a) A clear video with an invisible watermark. (b) A saving button on a
pop-up menu. (c) A dialog which can select the saving location of the
video. (d) The downloaded video on the desktop. (e) A video with a
visible watermark in the local computer. (continued)
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Figure 5.11 (a) A clear video with an.invisible.watermark. (b) A saving button on a
pop-up menu. (c) A_,qfalbg:m_/Pich-f-baﬁ"-ﬂselect the saving location of the
video. (d) The downloaded ’inidgg“-dnfthze desktop. (e) A video with a
visible watermark in the Icl)cal.i"éi‘)'mpUter. {continued)

5.6 Summary andDiscussions

In this chapter, two methods for protecting the copyright of MPEG videos have
been proposed and tested. Both of them can display the ownership of MPEG videos.
In fact, the proposed method in Section 5.3 may be regarded as the inverse process of
the proposed method in Section 5.4.

The application environment of the experiments for transforming invisible
watermarks into visible ones is simulated as a real Internet Explorer program and
illicit users does not easily notice anything different. After illegal downloading of the
MPEG videos, users will get watermarked ones. Based on our experimental results,

the proposed methods may be seen to be useful for real applications.
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Chapter 6

Active and Passive Large-Volume

Covert Communication by Cover

Images with Secret Authentication
Capability on Cellular Phones

6.1 Introduction

With the advance of mobile computing technologies, more and more electronic
devices, such as personal digital assistants;-cellular phones, and notebooks, support
the ability of executing programming languages. Since these mobile devices can do so,
various applications can be developed on them now.

Due to the popularity of using cellular phones and the progress of technology
developments of them, the platform of a cellular phone may be adopted to perform
data hiding applications now, as done in this study. And the applications can also be
implemented on other electronic mobile devices which support JAVA programming
languages.

In Section 6.2, an active covert communication method which carry out the
method on the platform of a personal computer is proposed. In Section 6.2, a passive
covert communication method which supports transmitting large-volume secret

messages by multiple cover images is proposed. Finally, some experimental results
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and a summary are given.

6.2 Proposed Active Covert
Communication Method for Cover
Images on Cellular Phones

The original idea of the proposed application of active covert communication on
cellular phones comes from that of the active covert communication method
implemented on personal computers, in which it is desired to extract secret messages
from cover media without the need of installing data hiding programs. The proposed
method is that each cellular phone supporting JAVA programming languages can get
secret messages from cover media on webpages.

In Sections 6.2.1 and 6.2.2, both the embedding process and the extraction

process for secret messages hidden.in-cover-media are introduced.

6.2.1 Process for Embedding Secret Messages

The secret message embedding process is implemented on the platform of a
server-site personal computer. An illustration of the process is presented in Figure 6.1.

First, an authentication signal has to be generated by the secret messages and the
user key. The method of calculating authentication signals is the same as that
proposed in Chapter 3. After generating an authentication signal, it can be hidden
behind the secret messages and the proposed system can utilize a user key to
randomize it. Because the size of the display screen on the cellular phone is usually
small, that of the cover image should be small enough so as to be displayed

appropriately on the cellular phone screen. For the sake of the limited data hiding
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capacity of the cover image, a 2-LSB data hiding technique is adopted in this chapter.
Every bit of randomized secret messages with an authentication signal is embedded in

the cover image by modifying the two least significant bits of each pixel.

Secret Calculate and Embed
Messages Authentication
(M) Signals
A
Cover Image
(®) Randomize 1
Key

Transform New
Secret Messages (M’)
into Binary Formula

Cover Image with
Embed New Secret Secret Messages
Messages )

Figure 6. 1 An illustration of the process for embedding secret messages.

6.2.2 Process for Extracting Secret Messages

The extraction process is implemented on the platform of a cellular phone. An
illustration of the process is shown in Figure 6.2. It is the inverse process the
embedding one. Secret messages with an authentication signal are extracted by a
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2-LSB data hiding technique. After extracting all the hidden data, an input user key is
used to de-randomize them and obtain an extracted authentication signal. Then, the
extracted secret messages have to be used to regenerate an authentication signal. After
comparing the extracted authentication signal and the regenerated one, if these two
signals are the same, the extracted secret messages are considered as correct and kept;

otherwise, they will be discarded.

Cover Image with
Secret Messages Extract Secret

©) ! Messages

_H_o Recalculate
— De-randomize > Authentication
Key Signals
Extracted Recalculated
authentication Authentication
Signals Signals
(A) (A)

Same Different

Extracted
Secret / Reserve Extracted Discard Extracted
Messages Secret Messages (M) Secret Messages (M)
(M)

Figure 6. 2 An illustration of the process for extracting secret messages.

A flowchart of the proposed method is shown in Figure 6.3. After preparing a
cover image with secret messages, they are put into a JAVA program on a web page

for people to download. When a user downloads the JAVA program, the cover image
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is displayed on the screen of a cellular phone. If the user wants to extract the secret
messages from the cover image, a button on the cellular phone has to be pressed and

an authentic user key should be provided for correct extraction.

Secret
Messages

Y

orrect Secre
essages?

Discard «N

-
Key
Extract and
Authenticate
. Secret Messages
Request for downloading secret messages
from cover images Iy
Web Page

Extract Active
Agents

|

-Active Image Player

Java Program

. Cover Images

—

Server -Site
Preparing Process

Figure 6. 3 A flowchart of the proposed active covert communication method for

cover images on cellular phones.
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6.3 Proposed Passive Large-Volume
Covert Communication Method for
Cover Images on Cellular Phones

Using cellular phones to exchange secret messages is a kind of insecure behavior.
No matter utilizing the voice conversation or sending short messages, both of these
two methods let secret messages exposed under the public transmission environment.
A passive covert-communication method for cover images on cellular phones is
proposed to take this security problem into consideration. In order to transmit
large-volume secret messages, both a dividing process and a combination one of the
secret messages are proposed.

In Section 6.3.1, a method for dividing-and: combining large-volume secret
messages is introduced. In Section 6.3:2 and ‘Section 6.3.3, both an embedding

process and an extraction process‘are presented.

6.3.1 Method for Dividing and Combining

Large-Volume Secret Messages

Because the size of cover images is usually small, the corresponding data hiding
capacity is usually not very large. To solve this problem, a method for dividing and
combining large-volume secret messages is proposed.

An illustration of the dividing method is shown in Figure 6.4. According to the
data hiding capacity of each cover image, secret messages are divided into several
segments. Each segment has its own authentication signal and is randomized by an

input user key.
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Figure 6. 4 An illustration of the process for dividing secret messages into segments.

An illustration of the combination method is shown in Figure 6.5. Each segment
must be de-randomized by an input user key and then an authentication signal would
be regenerated. After verifying the fidelity of the secret messages of each segment, the
proposed system can combine them according to their original sequence. If there is
any incorrect segment, the receiver should request for retransmissions of correct

segments.
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Figure 6. 5 An illustration of the process for combining segments of secret messages.

6.3.2 Process for Embedding Secret Messages in

Multiple Cover Images
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We all know that keying in large-volume messages on a cellular phone is not an
easy job. With the use of wireless transmission devices of infrared rays or Bluetooth, a
user can prepare all messages on a personal computer easily in advance and then use

these wireless devices to transmit the messages into a cellular phone.

Cover Images Large-Volume
(C) Secret Messages
(M)

Apply Dividing -l'l-o

Process

Key

Segment 1 Segment 2 Segment |
(S1) (S2) S)

T e

Transform into Binary
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Embed Secret
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Cover Image with
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(Cy)

Cover Image with
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(C2)

Cover Image with
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Figure 6. 6 An illustration of the process for embedding secret messages into multiple

cover images.
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After dividing large-volume secret messages into segments, the proposed system
utilizes a 2-LSB data hiding technique to embed each segment in the corresponding

cover image. An illustration of the process is shown in Figure 6.6.

6.3.3 Process for Extracting Secret Messages from

Multiple Cover Images

An illustration of the process of extracting secret messages from multiple cover

images is shown in Figure 6.7.
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Key

A
Large-Volume
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Figure 6. 7 An illustration of the process for extracting secret messages from multiple
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cover images.

On the receiver site, after collecting all the cover images from the sender site, the
proposed system can use an input user key to authenticate each segment of the secret

messages and do the combination manipulation.

Take
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Input Secret
Messages
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3 n Large-Volume
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Embedding
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A

A
: Wireless
Cover Images with
e Network
ecret Messages 1| Transmission
System

Cover Images with

Secret Messages «

Large-Volume 3
Secret Messages

4

Apply Extraction
Process

Figure 6. 8 A flowchart of the proposed passive large-volume covert communication

method for cover images on cellular phones.
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A flowchart of the proposed method is shown in Figure 6.8. The sender only
needs to input the telephone number of the receiver’s cellular phone and every cover
image will be encapsulated as many short message packets and transmitted to the
receiver through the wireless transmission of the short messaging system (SMS). At
the receiver site, the proposed system can combine each packet to form a complete
image and utilizes an input user key to extract and recover the hidden secret

messages.

6.4 Experimental Results

In our experiments, two applications, namely, active and passive covert

communication, via cover images are glaborated:,

(a) (b)

Figure 6.9 An experimental result. (a) A browser in the cellular phone. (b) A public
web page. (c) Downloading the JAVA program. (d) An icon of the
program. (e) The execution screen of the program. (f) A success
extraction with a user key 123. (g) A failed extraction with a user key 12.
(continued)
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Figure 6.9 An experimental result. (a) A browser in the cellular phone. (b) A public
web page. (c) Downloading the JAVA program. (d) An icon of the
program. (e) The execution screen of the program. (f) A success
extraction with a user key 123. (g) A failed extraction with a user key 12.

(continued)
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(9)

Figure 6.9 An experimental result. (a) A browser in the cellular phone. (b) A public
web page. (c) Downloading'theéJAVA program. (d) An icon of the
program. (e) The exé'bu'tio.n_gscreén "b_f the program. (f) A success
extraction with a use_'r Rey 123‘I a(g) A faileh_j extraction with a user key 12.
(continued) e . &

In the first experiment, while "a.' ﬁsér utiliiéé a cellular phone to browse a web
page, a website address must be inputted in a browser. Then, a cover image and some
descriptions are displayed on the screen. The user can press the button on the cellular
phone and download a JAVA program presented in Figure 6.9(c). After the installation
is completed, an icon is shown on the main screen. If the user executes the
downloaded program, the cover image can be displayed on the screen. While the
selection button presented in Figure 6.9(e) is pressed, the user can input a user key to
extract secret messages hidden in the cover image. If the provided key is wrong, the

extraction process fails, as presented in Figure 6.9(Q).
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(c) (d)

Figure 6.10 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Keying in secret messages.
(e) The completed embedding process. (f) A cover image in the
database. (g) The transmission system on the sender site. (h) The
receiving system on the receiver site. (i) Loading of the received cover
image. (j) The completed extraction process. (k) A success extraction
with a user key 123. (I) A failed extraction with a user key 12.
(continued)
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Figure 6.10 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Keying in secret messages.
(e) The completed embedding process. (f) A cover image in the
database. (g) The transmission system on the sender site. (h) The
receiving system on the receiver site. (i) Loading of the received cover
image. (j) The completed extraction process. (k) A success extraction
with a user key 123. (I) A failed extraction with a user key 12.
(continued)
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Figure 6.10 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Keying in secret messages.
(e) The completed embedding process. (f) A cover image in the
database. (g) The transmission system on the sender site. (h) The
receiving system on the receiver site. (i) Loading of the received cover
image. (j) The completed extraction process. (k) A success extraction
with a user key 123. (I) A failed extraction with a user key 12.
(continued)
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In the second experiment, when a user wants to deliver secret messages to others
making use of the proposed system, a picture as a cover image can be taken by the
camera built in the cellular phone, as presented in Figure 6.10(b). The user has to key
in a user key and the secret messages, and the proposed system can embed them in the
cover image. After the embedding process is completed, the user can utilize the
wireless network transmission system presented in Figure 6.10(e) to transmit the
cover image to others. On the receiver site, a corresponding receiving system should
be executed to get the cover image. After the receiving process is completed, the
receiver also has to key in an authentic user key to the proposed system to extract the

secret messages, as presented in Figure 6.10(i).

6.5 Summary and Discussions

In this chapter, two types.of data-hiding applications, including active covert
communication and passive covert communication; have been proposed and tested. A
user can utilize the proposed system and a cellular phone to achieve the purpose of
covert communication for data hiding applications.

There are some advantages of using cellular phones as the executing platform
against personal computers, as illustrated in the following.

1. The size of a cellular phone is much smaller than a personal computer.

2. The acquisition of a cellular phone is much easier than a personal computer.

3. The ability of wireless connections of a cellular phone is much more convenient
than personal computers.

But there are also some benefits of using personal computers as the executing
platform against cellular phones illustrated as follows.

1. The computing power of a personal computer is much stronger than that of a
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cellular phone.
2. The physical memory of a personal computer is much larger than a cellular phone.
3. The network transmission rate of a personal computer is much faster than a
cellular phone.

In fact, the selection of the executing platform depends on applications which we

want.
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Chapter 7

Image Transmission with
Authentication Capability on
Cellular Phones

7.1 Introduction

Since the transmission of cover images on the platform of a cellular phone is
exposed on the public wireless -network envirenment; illicit users may intercept these
images and edit them for deceiving receivers-or-misrepresentation. Thus, verifying the
validity and the integrity of the transmitted images is necessary.

In Section 7.2, the proposed authentication method for captured images on
cellular phones is introduced. This method describes how to generate authentication
signals for images and two processes for embedding and extracting of them are also

included here. Finally, some experimental results and discussions are given.

7.2 Proposed Authentication Method
for Captured Images on Cellular
Phones

Because most of modern cellular phones have built-in cameras, they have the
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ability of taking pictures. Combined with the wireless network transmission system,
cellular phones can help users investigate confidential cases.

Here is an application example. When an employee is investigating classified
cases and has to take important pictures for evidences, the employee can utilize a
camera built on a cellular phone to accomplish this job. After collecting essential
pictures, the employee can transmit them to superiors through the public wireless
network environment. After the superiors receive these pictures, they do not know
whether the received pictures are genuine or not and can use the proposed system to
authenticate them.

In Section 7.2.1, an authentication signal generation method is proposed. After
generating authentication signals, two processes for embedding and extracting them

are needed, and they are described.in Sections 7.2:2 and 7.2.3, respectively.

7.2.1 Method for Generating-Authentication Signals

In order to verify the fidelity of captured images, a 4x4 block in an image is
taken as an authentication unit. While a suspicious image is being authenticated, the
proposed system can check an authentication signal hidden in each 4x4 block. An
illustration of a 4x4 block is shown in Figure 7.1 and the corresponding detailed
algorithm is described in the following.

Algorithm 1: Generate an authentication signal for a 4x4 block.

Input: a 4x4 block B, a user key K, and each pixel value of a 4x4 block P;,i=1, 2, ...,
16.

Output: an authentication signal S.

Steps:

1. Use abinary mask (1111 1100), and AND it with P; to get P;’.
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2. Calculate the average pixel value of P;” and denote it by M.
3. Utilize K and M to generate a random integer R with the length of 32 bits as an

authentication signal S.

Let a 4x4 block be an authentication unit

Captured image

Figure 7. 1 An illustration of a 4x4 block on a captured image.

7.2.2 Process for Embedding Authentication Signals

After capturing images using a camera built on a cellular phone, a user should
take these images and a user key as input to the proposed system. The system uses the
method for generating authentication signals mentioned in Section 7.2.1 and a 2-LSB
data hiding technique to hide an authentication signal into a 4x4 block. For each block,
it has 16 pixels and the system can employ the two least significant bits of each pixel
to embed a random integer with the length of 32 bits in the red, green, and blue

channels, respectively. A flowchart of the process is shown in Figure 7.2.
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Let a 4x4 block be an
dunher/ication unit
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Generate
Authentication Signal

.........

Captured image

A

Authentication Signal

o Captured Images with
.| Embed Authentication . Authentication Signals
Signal

Figure 7. 2 An illustration of the process for embedding authentication signals in a

captured image.

7.2.3 Process for Extracting Authentication Signals

While the receiver gets a suspicious image, the system can utilize an input user

key and the corresponding mean value of each block to regenerate an authentication

99



signal. If an extracted authentication signal and a regenerated one is the same, the
current block can be considered as authentic, otherwise, it is thought unauthentic. The
extraction process is an inverse of the embedding one and both of them utilize the

2-L.SB data hiding technique. A flowchart of the process is shown in Figure 7.3

Captured Images

Get Captured
Images

Let a 4x4 block be an authentication unit

-llliho
Key y
Generate Authentication
Signal
________ Captured image
i l
Recalculated Extract
Authentication Signal Authentication Signal
Compare ) Extracted
P ) Authentication Signal
Different

Same

Authenticated Images

Figure 7. 3 An illustration of the process for extracting authentication signals from a
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captured image.

An illustration of the proposed method is shown in Figure 7.4. Both the sender
and the receiver should take the same user key as input for correct verification of
suspicious captured images. At the sender site, the receiver’s cellular phone number
should be input to the proposed system and all data are transmitted to the receiver site

through the public wireless network.

Take Pictures

Captured
Images

Apply Embedding -lll—o

Process
Key
J Cellular Phone Number
, I
Captured Images with Wireless Network
Authentication Signals > Transmission
System

Captured Images with
Authentication Signals

v

Apply Extraction

Process
A

Authenticate -l'l-o

Key
Authenticated Images

Figure 7. 4 An illustration of the proposed authentication method for captured images
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on cellular phones.

7.3 Experimental Results

An example of our experiments is illustrated here, as shown in Figure 7.5. In our
experiments, a protected captured image was transmitted on the platform of a cellular
phone. While a user wants to take a picture, with the use of the proposed system, a
captured image can be taken, as illustrated in Figure 7.5(b). After the process of
embedding authentication signals in the captured image is completed, the user can
transmit the image to others. On the receiver site, the receiver also has to key in a user
key into the proposed system to verify the validity of the received image, as illustrated

in Figure 7.5(i).

(a) (b)

Figure 7.5 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Embedding authentication
signals. (e) A captured image in the database. (f) The transmission
system on the sender site. (g) The receiving system on the receiver site.
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(h) Loading of the received captured image. (i) A success authentication
with a user key 123. (j) A failed authentication with a user key 12.
(continued)

(c) Bl L (d)

(€) (f)

Figure 7.5 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Embedding authentication
signals. (e) A captured image in the database. (f) The transmission
system on the sender site. (g) The receiving system on the receiver site.
(h) Loading of the received captured image. (i) A success authentication
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with a user key 123. (j) A failed authentication with a user key 12.
(continued)

© T Ty Q)

(i) @)

Figure 7.5 An experimental result. (a) Three icons of the proposed system. (b)
Taking a picture. (c) A captured image. (d) Embedding authentication
signals. (e) A captured image in the database. (f) The transmission
system on the sender site. (g) The receiving system on the receiver site.
(h) Loading of the received captured image. (i) A success authentication
with a user key 123. (j) A failed authentication with a user key 12,
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(continued)

7.4 Summary and Discussions

In this chapter, an authentication method for captured images on the platform of
a cellular phone is proposed and experimented. If the authentication method only
adopted a user key to generate random integers, illicit users could intercept
transmitted images and modify them by copying the two least significant bits of each
pixel of intercepted images to produce fake images for misrepresentation. The
receiver cannot find out any difference between them.

With the use of a corresponding mean value of a 4x4 block and a user key, the
security of the proposed method is improved. and users can verify the fidelity of

suspicious captured images without using authentication signatures.
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Chapter 8

Conclusions and Suggestions for
Future Works

8.1 Conclusions

In this study, we have proposed several data hiding methods for various
application purposes, such as covert communication, authentication, and copyright
protection. And some of them are implemented on the platform of a cellular phone in
addition to on personal computers.

For covert communication, three methods for two different application platforms
have been proposed. First, an active covert communication method implemented on a
web page has designed to transmit large-volume secret messages using MPEG videos
as cover media on the platform of a personal computer. Users can get secret messages
from the public Internet more securely and more easily. Second, an active covert
communication method which is also implemented on a web page has proposed to
transmit secret messages using images as cover media on the platform of a cellular
phone. Users can get secret messages from the public wireless network securely and
easily. Finally, a method implemented on the platform of a cellular phone has been
designed to transmit large-volume secret messages using multiple images as cover
media. Users can get and transmit secret messages to each other via the proposed
system. These three methods are also capable of verifying the fidelity of hidden secret
messages.

For copyright protection, two active copyright protection methods using digital
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watermarking techniques have been proposed. Both of these two methods can be used
to protect MPEG videos on a web page. One method transforms removable visible
watermarks into invisible ones on the MPEG videos. Multimedia providers can use
this method to check if a user, who wants to see videos, has an authentic key. Another
method transforms invisible watermarks to visible ones on the MPEG videos.
Multimedia providers can use this method to prevent illicit users from downloading
and editing the videos for misrepresentation.

For authentication, two methods for two different application platforms have
been proposed. First, an active authentication method implemented on a web page has
been proposed to verify the integrity and the fidelity of MPEG videos on a web page.
Users can obtain and authenticate the MPEG videos with work assignments pasted on
a public web page without the need of installing:authentication programs. Second, a
method implemented on the platform of a cellular.phene was proposed to authenticate
images which are captured by a camera-built-in a cellular phone. Users can transmit

captured images and utilize the proposed.system.to verify the fidelity of them.

8.2 Suggestions for Future Works

Several suggestions for future researches are enumerated as follows.

1. Active information hiding techniques, such as covert communication,
copyright protection and authentication of MPEG videos, may be
integrated in a new method.

2. Active information hiding applications may be developed on different
media, such as text, audio, image, and video.

3. Active information hiding applications may be developed on more

platforms like PDA’s and other mobile devices.
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4.

Passive information hiding techniques on the platform of a cellular phone
may be extended to deal with more types of multimedia and the latest

technology can be utilized to transmit data in a faster way.
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