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Abstract

Due to the dramatic advances of the computer technology,
surveillance systems are widely accepted and used. However, a huge
amount of human resources and time are required to monitor these
systems due to the lack of a completely operational mechanism.
Specifically, for the current model, capture devices, the surveillance
center, and the surveillance personnel:have to be at the same location
to accomplish the task. In:other words;. the surveillance personnel
must always stay in the surveillance center to look at the monitors
closely in order to see whether an abnermal event occurs or not.
When an abnormal event occurs, the-surveillance personnel have to
manually turn on the recording devices. If multiple cameras are
present, the surveillance persennel-also have to manually switch
between different cameras. From the above, it is not hard to conclude
that the level of human-machine interaction for this model is not high
enough. It requires lots of manual settings.

To overcome this major drawback, in this paper, a real-time
interactive surveillance system is proposed. In this model, the
client/server concept is put in practice. The server system is
responsible for collecting visual data from various types of cameras.
Thus, the surveillance personnel can remotely acquire these collected
data with the use of the client system. Moreover, because the object
positioning and the gesture recognition techniques are added to the
client system, the client system is able to process the acquired image
data. When detecting an abnormal event, the client can inform the
server about it. The server in turn can react to the event according to
the pre-defined rules. The proposed distributed client/server
architectures in conjunction with the image processing capabilities
provide the surveillance system with the abilities to automatically
record, switch between cameras, and access files remotely.
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- F P 1 gy LA
2.1 @4

G PT R @R REET o Lt TCP/UDP B e 7 A - A
bod H &% TCP/UDP & 17 7 4540 F0a By pe » 0 7 o i 3 T B i gy e %
Fo % BED] S 4R ar«g;%fg;@?lﬁvg e 34 id F 5 fe RTP(Real-Time
Transport Protocol)%* RTCP(Real-Time Control Protocol) it {7 <rpF
i s @y o A0 RTP R 4M 4 T 5 @y 0 Sudt o & 4§ DR @iy o F1H
RTP header #2.¢ z 7 TimeStamp snFE 2 > @& PFRF el & 51 » 7 b % 5o
® P % A2 received date - A EIMEJ?‘#'B* ’
Fle it 2 5k > ) Qg F A £ 0 Flet A ggd RICP
= % B~ 18 Receiver = chf i 4ee i) & @ w48 2t T30 % Sender #4 >

% Sender ¥ i§ & 7733 m@ﬁli & o

2.2 RTP
2.2.1 RTP f§ /i

B Fen o @ﬁ%‘gﬁ{fé‘ﬁ* TCP/IP #ie ™ 72 = 1 » fj*u‘fr'\
W R PR HF R L TP packet o @ [P packet #2:n TCP header

# 5 5 SequenceNum (%30 » F]pt * = = 8 g0 {1 * SequenceNum e 3



£ & packet 2 FF g R - 8@ SequenceNum F 3 ¥ f#i4- 2 packet
EERA PR FRETE B OE Lo R T R L S
i v 5 e RTP 1 23 7| T pr 18 ﬁisa] & Foo ¥ % RTP header 423 timestamp
S SR e s F LR s B9 packet #T AR REERE o fEd

SequenceNum % timestamp =% 3 F 3 & W pr @@?J g o

2.2.2 RTP Packet Format

01 2 3 4567 8 910111213 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

V PX| CC M PT Sequence Number
Time Stamp
SSRC
CSRC identifiers

Payload
B 2-2-1 RTP Packet Format

Bl 2-1-1 % RTP Packet Format[1l] > & e & 4% bit #cde™ -

V :version (2 bits)

P : padding flag (1 bit)

X ¢ header extension flag (1 bit)
CC : CSRC count (4 bits)

M : marker (1 bit)

PT : payload type (7 bits)
Sequence number (16 bits)

Timestamp (32 bits)



SSRC : synchronization source (32 bits)
CSRC : contributing source (0~15 items, 32 bits each)
Payload(32)

A d RTP Packet enZ ff 242 » P RE B eff i 2 & °
Sequence Numbers :

PR e F A BRI > R R ICEA R FRERHE D
)1'9’?}% 3 ﬁ'«, ‘g‘_ *é_"gt o ¥ ¢ J N LL ﬁ}ﬁ had —*\—‘;]'(‘ jﬂ»i\ ]FB l’i—F -;-r packe‘t IOSS ~

it 7packet duplication§les i+ o

Timestamp :

P s E R G @R L 0 3 jitter

e

SSRC -

P A R R e 2B - B RTP packet 7 Sender F
Moo 1T 5 4% E - B RTP Session &4 - B - & - ¢ random
number » ¥t 7 I rsession € 7 A e SSRC > Flpt Ffaz 7 45 & e

i # - RTP packet & v%— @ Sender #f & i% ¢ o

CSRC :
Bk e E. 3 - B Sender = ¥ # i Receiver 3RALKF - B 0 5]



$t 73 = B RTP session - s F] 2 R faf* 0k ¥ » & iz= B RTP
session #Ti# % enite F - Mixer #-pt = 3¢ 2 - B AT RTP
packet > F]pt #7e17 RTP packet % & 41 * CSRC 34k}t packet & d 3g#7

WA ihe 1T 3|3 %@ CSRC Hrt *

SSRC & CSRC Example :

S3RC = 1234

Payload = A SERC=3721
Sercer] | LHo CSERC CIRC1=123
(1234) CoRC2=5578
: Fayload=A+B .

Mixer | Receiver
(3721) (1107)

Sender?

(5678) SSRC = 5678

Payload = B
No CSERC

B 2-2-2 SSRC & CSRC Example
%E‘ + B+ o P SSRC 2 CSRC = ﬁ}“iit*ﬂ*@ﬁ%ﬁ%ﬁﬂ%? o
% SSRC * @ - Senderl ~ Sender2 ¥ 1% & f 45 .~ # random number &
SSRC » #-p+ SSRC 2% #_# RTP Header #Z - i Receiver ¥ 4~ 745 — PFRF
71 incoming packet ¥_Senderl # %_Sender? i# k &

B3k ekt 3 - intermediate system(ex:Mixer) > ¢t B¥ Senderl -

Sender? ¢ packet ¥ it € % Mixer £ 2= - X7 packet » F|t &
& Mixer ¢ output packet & 7 i ¥ e ' ¥ 1t #7¢0 packet &4 = —%‘



# = 4ot B > CSRC1=Sender1l” s SSRC ~ CSRC2=Sender2” s SSRC -
F12t % Receiver #&1c¥|¢ packet FF » ¥ d CSRC {ff e 33t &rig b

packet & 784 sender = o

2.3 RTCP
2.3.1 RTCP f§ 4

% i * RTP = ;% ®:i% data P¥ > Sender ¥ ¥ f F @»ﬁ%]p*ﬁi »
% -7 Receiver &z F L eniFA) > 2t FFde Receiver @b S 22 F
A2 s 0 ¥ o § a8~ S eefipacket loss o & 7 12 Sender
% iBix data PFac ¥ g Recelver sRerizcii=; » Ay 4 & * RTCP
protocol k #7 4r receiver #Hdelc F 4L aii-a) > &/ v 4% & Sender =4 >
VLE R & 353?] i@ F oo T AR % RTCP <9 Packet types % v
I &R E 441 * % F 9 packet type 1% v receiver = e ia) 0 1

v 3F % sender 3 -

2.3.2 RTCP Packet Format
RTCP Packet # & = 5 #4134 [2] > 7| F 4T

SR : Sender report

RR : Receiver report



SDES : Source description items, including CNAME
BYE : Indicates end of participation

APP : Application specific functions

@+ it 5 48 packet type ¥ - 14 Receiver report i packet type
BER > F]5 v £ %5 S RICP packet 42 > 4“5 7 B >* Receiver #%

Yo T e L o 11T L Receiver Report Packet ¢packet format :

01 2 34567 8910111213 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

V=2P | RC PT=RR=201 Length
SSRC of spacket.sender

SSRC_1 (SSRC+of first-source)
Fraction lost | Cumulative number of packets lost
Extended highest ,sequence number received
Interarrival “jitter
Last SR+(LSR)
Delay since last SR (DLSR)

SSRC_2 (SSRC of second source)

profile-specific extensions

] 2-3-1 Receiver Report Packet Format

Bl 2-3-1 % Receiver Report Packet Format: ™2 = #-4 % #* Packet

Format » &€ & efp =2 H F &



Fraction lost (FL) :

72 ¥ packet loss e 5 » 12 0~255 % & ;& - Receiver 14 % —
PR R R 5 H > %4 H packet loss #k 0 ¥ % probability of packet
loss=num of packet loss/num of received packet > £ #-}t & scale

1 0~255 -

Inter-arrival jitter:

8 - Bl §ehpacket 3:iE receiver PR eivariance(jitter)
IVERISAIE ;S el N 3

J=J+ (|(Rn et Rn—l)_(Sn _Sn—1)|_ ‘])
16

(2.1)

H¢ J % inter-arrival §itter—R. & arrival time - S 3 send

time °

LSR ~ DLSR -

LSR # =72 §* sender # 1 i* ¢* packet epF ¥ (NTP Timestamp) > DLSR
7o' receiver #J2L & — packet #ri-fpE A > LSR ~ DLSR = 4-#ic gt 4L

TR R ERTT > 0T 5 B RP

10



Round-Trip Time(RTT) Calculation :

LSE S Clock

Sender time line

L

Receier time line

B 2-3-2 Round-Trip Time 3* &

A24= 4% LSR &' sender # @ i% " packet chpFR - ¥ K i
channel ¥| receiver > * P¥ receiven € 3+ & # $* packet a2 pF
(DLSR) » #X {4 w 2#R 21 & % sender o sender 1< I * report PF » ek %
LipFE R (S_Clock) » £ 41 * report pergp b5 #ic(ex:LSR ~DLSR) 2 g £
1S Clock 3t 4 » ¥ & &1 # RTT "'

RTT =(S_ Clock — LSR) - DLSR (2.2)

d b

-~

\\\Xr

Bl 52 16 > ¥ 4 sender ¥ %‘%E’ Receiver Report
Packet p e% # LSR ~ DLSR & 4! RTT - » ¥ ¢ Fraction lost % packet
loss &35 - ¥ “bd Inter-arrival jitter & #14+¢ arrival time ¢
variance- F]#* sender ¥ 5 d receiver ¥ 3F si7Receiver Report Packet

¥ 4 receiver &t ROF BT B F L e s 2 packet

11



type e3t ¢ > ¥ % F ¥ 5 reception quality sRE I 0 i@

Henig 500§ & receiver = e ot o
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3.2 RTSP

3.2.1 RTSP #§ 4

RTSP(Real Time Streaming Protocol )& - #& i pF 4% % 9 ) R B
TodlReE @@?‘]ﬁﬂ’?ﬁ o2 OST = K 4 desi EUB TR * A ihfs Lo
R ¥ % Streaming 4p B < protocol ﬂﬁ%}i% RTSP protocol & & & >

T F F client server = ¥y et LA 0 2 B ¢ Streaming procedure

&

PGB R F e R 0 RISP - BT PR R BT 4]

RS

oo AR MR > ¥ DR o

3. 2.2 Procedures of RTSP connection

b B4 2 Client ~ Server - =3 Z4ciwiE = RTSP connection @ %

F R TSR R 0 B 3-2-1 P (3]~ [4]

wieh L HTTP | Web server
browser] Meta file
Meta File
¥
- RTSF
Media T | Meta file,strearning commands
player RTE Media server
b Audiofridec content

B] 3-2-1 procedures of RTSP connection

d B 3-2-1 ¥ 5 RTSP connection ##& = 4% » 7 £ Client =+

14



41 * HTTP protocol (GET )4+ web server #:§ > 4& ¥ server 3§ # i¥ Client
- i meta file » ¢ #5 % 7" ¥ Media Server shfp i1 & o = & iz
F2_t¢ > Client #< Media player i{ ¥ 1* RTSP method 4= Media
Server i 44l L evEid o f {8 > i{ % RTP i2 {7 Multimedia Data

il % .

3.2.3 RTSP Methods

RTSP # - #& & Client ~ Server = #}:& {7 TP % @%?lf%‘ AT H
ey ¥ 20 Client ~ Server = =3 ¥ 4% “RTSP 2 % #73& & ¢ Method &
7i&3d o T 74 RTSP Method » # 4% & Method i®* [3] :

% 3-2-1"RTSP Method Definition

Method Description
DESCRIBE 2~ % Media Data =4p B $ it
GET_PARAMETER|®~%¥ URL ¥ % i stream 74p B 5%

OPTION P~1¥ ¢t RTSP Session ¥ & * #Methods

PAUSE 17 Ry 1% el 1

PING Client ~ Server * ki & $+ - £ T it il SRk i
PLAY 74 s (T

REDIRECT 2 arclient & pig 2% - B fﬂ T_e server

15



SETUP 3= = RTSP Session
SET_PARAMETER[z% #_URL ¥ # i stream 4p & -3
TEARDOWN B BF 2 Session @ I ##cAp B F iR

3.2.4 RTSP Operations

Fd 28 3.2.2-3.2.3 4 %21 > ¥ RTSP Connection =i =
r1 3 RTSP Method i * prg5 1 4= e f2 o 2R — B = v RTSP
Connection % & #:iEi% % @ 5 2 RTSP Method #hi# * 4 it = = > 11T [

#p 4]

GET Weh

« _ — Server
Session description

SETUF

F 3

FLAY

Client RTF audio Media
RTP video Server

TEARDO ~

B 3-2-2 RTSP Operations

%ﬁﬁ Bl 3-2-2 ez > AP w { - 9 7 fZ Client/Server 4vi@ 4

* RTSP #7#& &5 control message i = F AL @ vfoAz4~ i [ * HTTP

16



protocol (GET)4r web server #f§ > 4& % server #w ¥ Client - B
Session Description & - ¢ 3 & 3e ¥ media server 4 B T3 o
& iRk 2 18 0 Client/Server = 3 ¥ 1 * RTSP Method i& {7 #5741
WA @ e 5L Client i 41— & SETUP Method % media server @ i
® server ke R ot FkaE > v 04 - BAPE LS response ¥
B request o = b itk w2 18 0 & 57 #¢ RTSP Connection & = = »
Client @ ¥ i I PLAY Method 3 ®3%*<¥. 5 #h% - k> server 4
g3 - BAPE BT response M F it request ’ wn iE TR N %i‘,é"‘

F_% %% Streaming data wuernRk T 9 1F e ¥ server ¥ i{ ¥ #-nmedia
data #+% = RTP Video ~ RTP Audio packet: @ :i% % Client = - #Am &
@@?J*f o TR FEEFE O @@l,” EEHMT T E 0 Flt I
* RTCP protocol % 3F receiver ¥ e fc 3 » @& Server =4 if & 7733
m@%?]ﬁ Foo FiE- BRPFR (S > B3R client BB R P A F
% ¥ PAUSE Method 3 %7 % & &£ 41 * TEARDOWN Method & F* *

Streaming data if 42 o

3.2.5 RTSP State Machine
- 4 tiE = Streaming @ 4 pF > ¥ 4 * Client/Server based s

##>m = @ (Client~Server) pair = — i Sessione iz il ¥ - i Server

17



* ¥ 4w B PRFEA— B Client » % #— B Server #& &/R7%% % B Client >

Flet € 2= = 1% % Session ¢ 4o @] 3-2-3 #71 -
Server
Client 1 Session 1 N State
Machine 1
Client 2 L Session 2 ~ State
! Machine 2
T i T
| | |
Client i L Session M ~ State
Machine M
Bl 3-2-3 RTSP:Session
i Server = 7 & ¥+ 5@ Client p* » deie i ¥ ik = B Session

Syl f i B E R P E R o UpF State'machine SELA T AR 1
B 42 o 4@ 3-2-3 #71 » Server =3 4%+ % Session & = B %] 7 State
machine » 1 * State machine 3z4%% & Session o i& » 1 g2 &

i Client eh& £5 H & £ 97w § hip$tde 7 - T P RTSP State

Machine & iv4%+4] » 21 B 3-2-4 #pP -

18



TEARDCWAT

TEARDICOHAT

B 3-2-4 RTSP State Machine

B 3-2-4 % RTSP State Machine & iR 42 B][3] > % RTSP ¢4
M * T o 3V #k-States & w48 »~%Ls Init_state-Ready_state -
Play_state- & state & ¢-%| Input signal e07% =@ & # % fr 59 State
Transitione 8 &) % 3 LR T &2 Init_state’ 4% Input Method
= SETUP - R ¢ & # State Transition e{F2)+ € 4 & &< [nit_state
Bt 3] Ready_state o F]¢#* Server # ¥ % State Machine &k fx i+ 2 3% 4%

B R aPRIA SR Client 23 -

19



Client Server
. COortrol :
Session Controller |+ e +| Session Controller -!
T T 1
| ! I
= . feadback, . = i
- RTCP " !
Streaming Module _ Sfreaming Module i
Media data . i
RTP ! |
I
b I
|
Transcoder Decoder i
I
I
; |
I
Capture Device Image Processingp -
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hand off => cameral,

elseif (num _ pixel2 > num _ pixell+threshold)
hand off => cameraz;

else  hold on previous state;

object_imagel ~ object_image2 %~ %W & % ¢ cameral ~ camera?
e o BN e BR(H RO e F PP iy 2
WAz o L3t E object imagel s object_image2 ¥ o 2LF chijE

B(TH R G o)) BE % 45 num_pixell ~num_pixel2 - &%

S

Wt - camera B~ dlende it 5 ) o deZ pri2 K X EE A NS w0

=

threshold & &3 » P ¥ -7 3 & AP~ ff camera > 4o= & % /] £ jE
| %t threshold ¢ » %77 = camera B~diéhfr it < L3 % - ¥ 3 &

AT E hde T RdFw - B R HA & Pl camera T o
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Hand off algorithm:

given region 1,region 2,...regionN information

given correspondence between region and camera

if (object _center located at region 1) {hand off => correspondent camera;}
if (object _center located at region 2) {hand off => correspondent camera;}

if (object _center located at region N) {hand off => correspondent camera;}
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step?:

stepd:

step4d :

stepb :

stepb :

corner
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HRGF A (GY) &7y B0 P o E Sl R S
of (X,
ly(x,y) [ ly(x, y)=%}

¥ 2 - Gaussian filter snta g #5 e b B F B~ Ix(x, y) ~ ly(x,Y)
e auto-correlation # #Ix2 ~ Iy2 % cross-correlation # i
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[Full Search]
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[N-Pixel-Shifting Search]
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[Down-Sampling Search]
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[Coarse-to-Fine Search]
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Method # Running Average Method[10]~[11]- * Average/Median Method
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EBHECENTOEE Y FEMALT R S N e

B..(X,y)= B (x, y)+B“l(X’I\T)Jr"'B“N”(X’ y) for all (x,y) (Average method) (5.3)
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