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Sequential testing with tabulated

online packets statistics for DDoS Detection

Student : Meng-Yu Wu Advisor:Prof. Tsern-Huei Lee

Department of Communication Engineering

National Chiao-Tung University

Abstract

In this thesis, we present an-<efficient method for detecting and
filtering denial-of-service’bandwidth attacks. Our system called STTOPS
(Sequential Testing with Tabulated Online Packet Statistics for DDoS
Detection) can monitor a large number of network addresses in a compact,
fixed-size structure using several effective heuristics. We demonstrate
that STTOPS can detect bandwidth attacks in a standard benchmark dataset
with a higher average accuracy and a lower average false alarms than TOPS.
A key benefit of STTOPS is that it uses less computational resources than

TOPS and does not slow down during an attack.
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% 4.1 :1999 Week 4 Monday attack information

Week | Day | Attack Time Duration | Attacker Victim

4 Mon | ps 08:18:35 | 00:46:05 | 209.154.98.104 | 172.16.112.50
4 Mon | sendmail 08:48:12 | 00:00:02 | 202.49.244.10 172.16.114.50
4 Mon | ntfsdos 09:08:00 | 00:08:00 | 172.16.112.100 | 172.16.112.100
4 Mon | portsweep 09:15:05 | 00:20:32 | 172.16.118.20 172.16.113.50
4 Mon | sshtrojanInstall | 09:36:23 | 00:05:23 | 202.77.162.213 172.16.114.50
4 Mon | portsweep 11:15:15 | 00:04:01 | 172.16.118.50 192.168.1.1

4 Mon | xsnoop 11:22:43 1 00:01:17 | 128.223.199.68 172.16.114.168
4 Mon | snmpget 11:45:12 | 00:33:31 | 204.97.153.43 172.16.0.1

4 Mon | guesstelnet 11:47:16 | 00:00:10 | 192.5.41.239 172.16.113.50
4 Mon | portsweep 12:22:15:4,00:05:03 | 153.107.252.61 172.16.112.100
4 Mon | guessttp 13:33:16 [00:00:22 =| 172.16.118.70 172.16.112.50
4 Mon | ftpwrite 13:58:16 ] 00:05:45. | 194.27.251.21 172.16.112.50
4 Mon | yaga 15:50:15 1 04:13:06 | 172.16.118.70 172.16.112.100
4 Mon | crashiis 16:13:08 | 00:00:05 | 172.16.118.70 172.16.112.100
4 Mon | portsweep 16:27:10 | 00:04:56 | 202.077.162.213 | 172.16.114.169
4 Mon | secret 18:24:19 | 00:08:41 | 195.115.218.108 | 172.16.112.50
4 Mon | secret 18:24:19 | 00:08:41 | 195.115.218.108 | 172.16.112.50
4 Mon | smurf 21:34:16 | 00:00:11 | 6.238.105.108 172.16.112.50

14




7. 4.2 1999

Week 4 Wednesday attack information

Week | Day | Attack Time Duration | Attacker Victim

4 Wen | satan 08:04:14 | 00:00:13 209.30.70.14 172.16.114.50
4 Wen | netcat 09:26:12 | 00:00:04 | 207.230.54.203 | 172.16.112.100
4 Wen | imap 09:38:13 | 00:00:53 | 208.254.251.132 | 172.16.114.50
4 Wen | ppmarcro 10:14:36 | 00:13:01 194.27.251.21 172.16.112.100
4 Wen | processtable | 10:13:18 | 00:28:02 172.16.118.60 172.16.113.50
4 Wen | fdformat 10:38:00 | 00:03:00 | console 172.16.112.50
4 Wen | netcat 11:11:08 | 00:00:32 | 206.48.44.18 172.16.112.100
4 Wen | warezmaster | 11:25:39 | 00:00:47 202.027.121.118 | 172.16.112.50
4 Wen | arppoison 11:30:13 | 00:11:21 172.16.118.20 172.16.113.50
4 Wen | ncftp 12:12:38 | 00:01:29 74| 152.169.215.104 | 172.16.114.50
4 Wen | secret 12:28:15 | 00:08:12 196.37.75.158 172.16.112.50
4 Wen | named 13:00:32:1100:05:10 194.7.248.153 172.16.112.20
4 Wen | guessftp 13:42:167}00:01:56 | 208.240.124.83 | 172.16.113.50
4 Wen | smurf 18:29:25 | 00:00:01 1.12.120.6 172.16.112.100
4 Wen | guest 15:53:15 | 00:02:43 | 209.12.13.144 172.16.112.50
4 Wen | portsweep 16:43:15 | 00:03:54 208.240.124.83 | 172.16.112.100
4 Wen | mailbomb 16:54:17 | 00:03:01 194.7.248.153 172.16.112.50
4 Wen | guesstelnet | 17:58:17 | 00:03:48 209.1.12.46 172.16.112.50
4 Wen | snmpget 19:12:16 | 00:16:57 207.181.92.211 | 172.16.0.1

15




% 4.3 :1999 Week 4 Friday attack information

Week | Day | Attack Time Duration | Attacker Victim
4 Fri | smurf 08:45:18 | 00:00:02 | 1.12.120.6 172.16.112.50
4 Fri | arppoison 09:00:10 | 00:12:51 | 206.47.98.151 172.16.114.50
4 Fri | sshtrojan 09:55:15 | 00:10:29 | 195.73.151.50 172.16.114.50
4 Fri | ipsweep 10:03:10 | 00:15:01 | 172.16.112.5 172.16.112.1-10
172.16.112.10 194.7.248.153
194.7.248.153
4 Fri | xlock 10:42:04 | 00:01:19 | 139.134.61.42 172.16.114.50
4 Fri | named 10:53:24 | 00:03:35 | 194.7.248.153 172.16.112.20
4 Fri | portsweep 11:10:15 | 00:04:31 | 208.240.124.83 172.16.113.50
4 Fri | ncftp 11:45:13 | 00:01:29 "~ £.172.16.118.70 172.16.114.50
4 Fri | netbus 11:51:00 | 00:04:13 | 209.1.12.46 172.16.112.100
4 Fri | mailbomb 12:32:171:0001259  1202.72.1.77 172.16.113.50
4 Fri | named 13:49:304:00:00:58" | 195.73.151.50 172.16.112.20
4 Fri | ipsweep 14:00:15 | 00:08:39 | 128.223.199.68 172.16.114.1
172.16.114.50 172.16.114.3-5
204.71.51.16 172.16.114.50
204.233.47.21 204.233.47.21
207.114.237.57
209.1.12.46
4 Fri | loadmodule | 16:21:16 | 00:05:41 | 194.27.251.21 172.16.113.50
4 Fri | sechole 16:50:15 | 00:45:11 | 195.115.218.108 | 172.16.112.100
4 Fri | portsweep 18:10:15 | 00:00:05 | 202.49.244.10 172.16.113.50
4 Fri | ipsweep 19:25:14 | 00:42:18 | 172.16.112.5 172.16.112.1-254
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172.16.112.10

172.16.112.50

172.16.112.100
172.16.112.194
172.16.112.207
172.16.113.105
172.16.114.207

194.7.248.153

194.71.248.153

Fri

secret

20:34:00

00:02:00

console

172.16.112.50
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# 4.4 11999

Week 5 Monday attack information

Week |Day | Attack Time Duration | Attacker Victim
5 Mon | pod 08:39:52 | 00:00:10 | 202.77.162.213 | 172.16.112.50
5 Mon | portsweep 08:43:17 1 00:03:53 |172.16.118.10 192.168.1.1
5 Mon | pod 08:48:33 | 00:00:31 | 202.77.162.213 | 172.16.114.50
5 Mon | warezclient | 08:59:16 | 00:00:41 | 207.75.239.115 | 172.16.112.50
5 Mon | smurf 09:33:00 | 00:02:00 | login.session.x.x | 172.16.112.50
5 Mon | portsweep 09:43:11 | 00:03:43 | 208.240.124.83 | 172.16.112.50
5 Mon | apache? 10:29:22 | 00:17:37 | 202.77.162.213 | 172.16.114.50
5 Mon | guesstelnet 10:58:14 | 00:03:20 | 192.5.41.239 172.16.118.80
5 Mon | dosnuke 11:45:27 | 00:01:33 | 172.16.115.234 | 172.16.112.100
5 Mon | loadmodule | 12:03:14 {-00:14:15%| 172.16.114.207 | 172.16.113.50
5 Mon | ffbconfig 2:11:18 | 00:12:28 |135.13.216.191 | 172.16.112.50
5 Mon | smurf 13:18:12:71°00:00:01 + }+23.234.78.52 172.16.114.50
5 Mon | arppoison 13:30:14700:14:37 | 152.169.215.104 | 172.16.112.100
5 Mon | apache? 14:05:43 | 00:11:09 | 152.169.215.104 | 172.16.114.50
5 Mon | pod 14:22:30 | 00:00:01 | 10.11.22.33 172.16.113.50
5 Mon | imap 14:46:19 | 00:00:10 | 172.16.117.103 172.16.114.50
5 Mon | ipsweep 15:00:16 | 00:15:21 | 128.223.199.68 172.16.113.1
172.16.113.50 172.16.113.3-5
204.71.51.016 172.16.113.50
204.233.47.21 204.233.47.21
207.114.237.57
209.1.12.46
5 Mon | dict 16:32:17 | 00:16:35 | 172.16.118.10 172.16.114.50
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Mon | syslogd 17:19:10 | 00:00:01 | 172.5.3.5 172.16.112.50
Mon | neptune 18:04:04 | 00:06:51 | 10.20.30.40 172.16.112.50
Mon | crashiis 18:36:11 | 00:00:07 | 202.72.1.77 172.16.112.100
Mon | Is 18:57:21 | 00:00:01 | 195.73.151.50 172.16.112.20
Mon | dosnuke 19:48:01 | 00:01:41 | 206.48.44.18 172.16.115.234
Mon | udpstorm 20:00:27 | 00:15:00 | 172.16.112.50 172.16.113.%*

Mon | selfping 20:17:12 ] 00:00:03 | 135.13.216.191 172.16.112.50
Mon | ncftp 20:46:13 | 00:01:29 | 172.16.118.70 172.16.114.50
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% 4.5 :1999 Week 5 Tuesday attack information

Week | Day | Attack Time Duration | Attacker Victim

5 Tue | tcpreset 08:11:15 | 00:10:50 | 135.8.60.182 172.16.112.50
5 Tue | teardrop 08:32:14 | 00:00:01 | 207.230.54.203 172.16.114.50
5 Tue | casesen 08:53:17 | 00:49:38 | 172.16.113.204 | 172.16.112.100
5 Tue | xsnoop 09:19:01 | 00:01:12 | 194.7.248.153 172.16.112.50
5 Tue | selfping 09:45:13 | 00:00:03 | 192.182.91.233 | 172.16.112.50
5 Tue | xterml 10:07:18 | 00:40:43 | 152.169.215.104 | 172.16.112.194
5 Tue | ftpwrite 10:19:16 | 00:14:04 | 172.16.114.207 | 172.16.112.50
5 Tue | back 11:31:21 | 00:20:38 | 206.48.44.50 172.16.114.50
5 Tue | ps 11:20:09 | 01:40:51 | 199.227.99.125 | 172.16.112.50
5 Tue | neptune 11:38:04 | 00;13:41{710.20.30.40 172.16.114.50
5 Tue | httptunnel | 12:06:32 | 00:03:30 | 172.16.112.50 196.37.075.158
5 Tue | eject 12:55:14°000:16:32 |152.169.215.104 | 172.16.112.50
5 Tue | pod 13:06:007} 00:00:30 | 166.102.114.43 | 172.16.113.50
5 Tue | yaga 13:28:11 | 00:42:19 | 194.7.248.153 172.16.112.100
5 Tue | crashiis 13:50:03 | 00:00:05 | 194.7.248.153 172.16.112.100
5 Tue | ppmarcro 14:26:26 | 00:12:52 | 199.174.194.16 172.16.112.100
5 Tue | syslogd 14:13:56 | 00:00:01 | 172.3.45.1 172.16.112.50
5 Tue | perl 14:24:17 | 00:14:47 | 207.103.80.104 | 172.16.114.207
5 Tue | fdformat 16:24:15 | 01:00:00 | 196.38.75.158 172.16.112.50
5 Tue | queso 16:54:20 | 00:00:51 | 199.227.99.125 | 172.16.113.50
5 Tue | neptune 18:16:05 | 00:03:26 | 10.20.30.40 192.168.1.1

5 Tue | dosnuke 20:57:03 | 00:01:33 | 172.16.115.234 | 172.16.112.100
5 Tue | ipsweep 21:15:54 1 00:19:30 | 195.73.151.50 172.16.0.1
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172.16.112.10
172.16.112.20
172.16.112.50
172.16.112.100
172.16.112.149
172.16.112.194
172.16.112.200
172.16.112.207
172.16.113.50
172.16.113.84
172.16.113.105
172.16.113.204
172.16.114.50
172.16.114.148
172.16.114.168
172.16.114.169
172.16.114.207
172.16.115.5
172.16.115.87
172.16.115.234
172.16.116.44
172.16.116.194
172.16.116.201
172.16.117.52

172.16.117.103

21




172.16.117.111
172.16.117.132
172.16.118.10
172.16.118.20
172.16.118.30
172.16.118.40
172.16.118.50
172.16.118.60
172.16.118.70
172.16.118.80
172.16.118.90

172.16.118.100

Tue

ncftp

21:45:02

00:01:28

172.16.118.20

172.16.114.50

Tue

udpstorm

05:30:38

00:00:01

172.16.112.50

172.16.113.%
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% 4.6 : 1999 Week 5 Thursday attack information

Week | Day Attack Time Duration | Attacker Victim

5 Thurs | ps 08:33:00 | 00:03:00 | console 172.16.112.50

5 Thurs | phf 09:01:08 | 00:31:46 | 206.48.44.50 172.16.114.50

5 Thurs | casesen 09:16:20 | 02:03:47 | 172.16.112.149 | 172.16.112.100

5 Thurs | ntfsdos 10:21:00 | 00:15:00 | 172.16.112.100 | 172.16.112.100

5 Thurs | portsweep | 10:34:11 | 00:05:44 | 153.10.8.174 172.16.112.50

5 Thurs | ntinfoscan | 11:26:37 | 00:16:09 | 206.48.44.18 172.16.112.100

5 Thurs | yaga 11:52:05 | 00:15:39 | 194.7.248.153 172.16.112.100

5 Thurs | crashiis 11:57:01 | 00:00:03 | 194.7.248.153 172.16.112.100

5 Thurs | httptunnel | 12:06:30 | 00:03:31 | 172.16.112.50 196.37.75.158

5 Thurs | fdformat 12:57:17 |-00:40:10%| 194.27.251.21 172.16.112.50

5 Thurs | satan 14:58:29 | 00:02:12 | 209.74.60.168 172.16.114.50

5 Thurs | teardrop 15:53:18:100:00:01 /1'199.227.99.125 | 172.16.114.50

5 Thurs | sechole 16:03:1571°00:21:56 | 208.240.124.83 | 172.16.112.100

5 Thurs | resetscan | 17:01:19 | 00:01:02 | 172.16.117.103 | 172.16.112.*

5 Thurs | ipsweep 17:16:10 | 00:01:31 | 172.16.112.5 172.16.112.1~10
172.16.112.10 207.136.86.223
207.136.086.223

5 Thurs | snmpget 17:50:12 | 00:05:06 | 194.27.251.21 172.16.0.1

5 Thurs | ntinfoscan | 18:31:00 | 00:16:11 | 206.48.44.18 172.16.112.100

5 Thurs | Is 19:08:31 | 00:00:01 | 209.12.13.144 172.16.112.20

5 Thurs | warezclient | 19:41:14 | 00:00:41 | 209.30.70.14 172.16.112.50

5 Thurs | mscan 19:58:59 | 04:03:05 | 207.136.86.223 | 172.16.112.10

172.16.112.20
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172.16.112.50
172.16.112.100
172.16.112.149
172.16.112.194
172.16.112.207
172.16.113.50
172.16.113.84
172.16.113.105
172.16.113.204
172.16.114.50
172.16.114.148
172.16.114.168-
169
172.16.114.207
172.16.115.5
172.16.115.87
172.16.115.234
172.16.116.44
172.16.116.194
172.16.116.201
172.16.117.52
172.16.117.103
172.16.117.111
172.16.117.132

172.16.118.10
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172.16.118.20
172.16.118.30
172.16.118.40
172.16.118.50
172.16.118.60
172.16.118.70
172.16.118.80
172.16.118.90

172.16.118.100

Thurs

arppoison

22:51:14

00:28:01

135.13.216.191

172.16.112.100
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4.2 WA AR HE AR R

% TOPS E B~ L= chpRa L g FE BT+ % » AP RFSHHHRT
Bt e T oo AR 4T Ak B A= chomurf SR FRB AT d S 44
1 ¢ Packet Number £45 & TCP dump file 42 smurf sc# j& B 4318 & e3¢
e 0 ‘Tfu{iﬁ%ﬁ“&ﬁn% 1,570,448 i @B 4t F4o— 2 F1 %5 1,575,591 &

RooEd B8 L o

% 4.7 :1999 Week 4 Wednesday

Attack Name | Duration Attacker Victim Packet Number

smurf 00:00:01 1.12.120.6 172.16.112.100 1,570,448~1,575,591

FORPAFRK PR AT BRI Riax &2 o 7 &5 & S o 7
A4 K nE ok BUR T A TOPS g P sk k=3 p¥ > 7 Bt 4 ¢ kL
RS AR S8 O R #%@m R REG I iz p o B GURIE - T 4
et %5 =200 ~ a=9 -
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Attack packet detection rate (%6 )

K= K=3
Rmax=2 60.63 60.63
Rmax=4 60.63 60.63
Rmax=6 60.63 60.63
Rmax=8 60.63 60.63
Rmax=10 60.63 60.63
Rmax=20 60.63 60.63

False alarms

K= =3
Rmax=2 | 610 614
Rmax=4 270 274
Rmax=6 0 16 i)
Rmax=8 0 1
Rmax=10 0 1
Rmax=20 0 1

R R ST Iy E SR ST N S S
20 %5 F K=3pF T RER R A Bl g T BEH A feendt s o

- AT R G A BEE LR e

Ryen Bt ) RFH T HIEOR T £ 4.9 57 Fan EH RS ok

S
FELOPE v TR LS K4 a=9 -
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Attack packet detection rate (%6 )

n=50 n=100 n=200
Rmax=2 90.85 80.85 60.63
Rmax=4 89.73 80.85 60.63
Rmax=6 89.73 80.85 60.63
Rmax=8 89.73 80.85 60.63
Rmax=10 89.73 80.85 60.63
Rmax=20 89.73 78.6 60.63

False alarms

Rmax=2 1831 1326 610
Rmax=4 1371 989 270
Rmax=6 750 0 0
Rmax=8 0 0 0
Rmax=10 0 0 0
Rmax=20 0 0 0

d b2 49 @ ron AR ARG Bed WRIT s 2 e Ap s R E L £ B 4 o
FEERS Rnax > APV R R 0 6 k% o fn=50 ~ Rmax=6 2T §
A2 50 BaEEL FSFEORE AT 8B httpite 13 - B ack 3¢ >

X 4v bon=b0 & (B R AT

B Q BRI o T4 410 57 Fiha EH GRS B R E L PR

4

\\\?{r

#k = 5 K=4 ~ n=50 ~ Rmax=6 -
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a 1 2 3 4 5

Attack packet detection rate (%) | X 97.6 9647 19535 | 94.22

False alarms X 1879 1295 1106 1022
a 6 7 8 9 10

Attack packet detection rate (%) | 93.1 901.98 190.85 |89.73 |[88.6

False alarms 921 836 793 750 622

a 11 12 13 14 15

Attack packet detectionrate (9% ) | 87.48 | 86.36 |85.24 | 84.11 82.99

False alarms 576 495 452 409 364

P& 410 Frag B ERIFESEFEL SRR > EF QBRSO HFEE

g RS pHTE R4 2 43 AR g EH B RS RE R ra
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P EFRAPEN - BEL R BREE G RETEF L P
BAL ] ARE o R ARREAE ISR 4 SR 0 2 P M Reax 33 B KGR R

AR A B SBcE gk 2 i K=4 > n=50 ~ Rmax=8 ~ a =10 -

T B 4.4 E_TOPS #= Real alarm ¥2 False alarm ¥ Rmax i > 2 35 ! Rmax &2
Real alarm ~ False alarm 98 ©% o pl3g«nF 8 v £.1999 Week 4 Wednesday °
TR 4.5 R AR D R &8 W p 3 02 5 35 Real alarm ¢ False alarm %+ Rmax

d ey AE) o

Falza alarms

Numbsar of alarmes (thousands)

Real alarms

Traffic Ratio {Rrna)

Bl 4.4 TOPS 1999 Week 4 Wednesday Rmax versus Number of alarms
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% 4.11 : STTOPS DoS Detection vs TOPS

Week Date Attack Packet Detection Rate
STTOPS TOPS
4 Mon 99.3% 99.5%
4 Wed 89.7% 81.2%
4 Fri 89.5% 95%
5 Mon 88% 37.6%
5 Tue 0% 0%

4% 4,11 Week 5 Tue s Bl %0 Fl5 % ~ 57 pod se# x5 smurf 52 # >
Aok m Y h? 2 d e ehite UL EREE s AT - L8 P pod T A E &K e

TR 4.6 5 STTOPS £2 TOPS i 8 34 & 00 i) 5 vt g o
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