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Abstract

Biometrics has been viewed as an alternative to conventional person identification
methods due to its universality, portability, and resistance in duplication. Previous study
indicated that electroencephalography (EEG) carries discriminative information for
distinguishing individuals and has great potential to meet the requirements of high security
level. Therefore, it is essential to improve the reliability and stability of the EEG-based
biometrics system for the promotion of its applicability.

In this study, we first developed a two-stage EEG-based person identification system to
improve the reliability by lowering the false acceptance rate while maintaining the true
acceptance rate. The second purpose was to improve the stability of the EEG-based
identification system using longitudinal adaptation. In addition to the classification stage, the
proposed two-stage identification system re-examines. the classification results in another
verification stage, which consisted-of candidate selection, re-representation, and verification
steps. The classifier applied in the-classification step was a multi-class support vector machine
(SVM), while a binary SVM or kNN classifier-was utilized.in the verification step.
Additionally, the linear discriminant analysis (LDA) was utilized.to re-represent the training
data before the verification step:

On the other hand; the longitudinal adaptation was accomplished by either incremental
learning or an adaptive system..In the adaptive system, 'we applied the principal component
analysis (PCA) or domain adaptation (DA)-to transform the data distribution toward the
newly acquired data, and then we construct a new classifier with the adapted data.

For each of the 23 participants, 90 EOG-free trials of the EEG recordings were acquired
during the lifting of left index finger. The experimental results showed that our two-stage
identification process reduced the false acceptance rate from 9.5% to 5.4% while maintaining
the true acceptance rate (form 90.5% to 87.7%). The evaluation results showed that the power
spectral density (PSD) was the most stable feature, and the PCA-based adaptive system can
improve the true acceptance rate by 5.2% when using the PSD features. Furthermore, the
identification system using incremental learning can even improve the true acceptance rate

from 12.2% to 58.9%.
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Introduction

In this chapter, we will first introduce the biometrics and its categories. Secondly, we
describe a measurement of brainwaves— electroencephalography— we used in our person
identification system. In the next section, we describe EEG-based biometrics and then
list some related works in this field. Finally, the motivation and purpose of this study are

described in the last section.

1.1 Biometrics

As an alternative to conventional ID cards, keys, and passwords, biometrics has been
gaining importance in the ubiquitous access control systems because of its advantages of
high commonality, high uniqueness, €asy acquisition, persisténce, portability, and resis-
tance in duplicating. Biometrics refers to the recognition of individuals by their biometric
characteristics which are hard to be stolen or-lost: . Amongst varying biometric character-
istics, Jain et al. [9] listed several requirements of an-ideal biometrie trait: universality,
distinctiveness, permanence, collectability, performance, acceptability, and circumvention.
The last three requirements are set for building a practical biometric system. The “uni-
versality” promises that.everyone can use the characteristics to identify themselves. To be
used as a recognition pattern, the distinctiveness— which means that every individual can
be sufficiently distinct with the characteristic— is a basic and important requirement. The
permanence and collectability confirm. that-the characteristic is stable and available to be
used in the recognition system.

Biometric characteristics can be categorized into two groups: the physical and behav-
ioral traits. Examples of physical traits are fingerprints, irises, faces and DNA, and these
traits are usually anatomical parts of a human body. Most of the physical traits are identi-
fied on the outer part of human bodies and are easily obtained and used in the biometrics.
On the other hand, behavioral biometrics recognizes individuals by their behavior, such as
typing rhythm, signature, and gait. These kinds of traits have no exact shapes but can be
acquired by a machine in recordings. With these recordings, the behavioral traits can then

be widely used in the biometrics.

However, physical traits suffer from the risk of violent snatch whereas explicit be-
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haviors can be observed and imitated. In addition, the discriminatory information of the
fingerprint (probably the most widely-used biometric trait) has not yet been fully testi-
fied [18]. The admissibility of the fingerprint has been challenged due to possible false
associations. Recently, electroencephalography (EEG) has been proposed as a new bio-
metric trait [8,13,14,17,21]. Although the persistence of individual characteristics in EEG
is yet to be investigated, its inherent advantage of implicit features results in the extreme

difficulty in reproduction.

1.2 Electroencephalography

Magnetoencephalography (MEG), functional magnetic resonance imaging (fMRI), and
EEG are non-invasive measurements that can be used to record brain activity. These mea-
surements have been extensively used for brain research. The measurements of fMRI are
the BOLD (blood-oxygen-level-dependent) effects relatively slow with high spatial reso-
lution. On the contrary, MEG.and EEG have high temporal resolution, but low spatial
resolution due to the limited amount of sensors. Compared to fMRI and MEG, EEG has

advantages of portability and lower cost.

EEG measures the change of the electric potential on the scalp induced by a group of
active neurons on the cerebral cortex. Event-related potentials (ERPs) are brain responses
measured by EEG when responding to specific stimuli or autonomous actions. This time-
locked and phase-locked characteristic of brain activity allows trials of EEG recordings
to be aligned and averaged to increase the signal-noise rate (SNR) by cancelling out the

random noises.

The standard of EEG montage, called the international 10-20 system as shown in Figure
1.1, 1s established for EEG studies. In this system, the distances of adjacent electrodes are
either 10% or 20% of the geodesic length from nasion to inion. Based on this standard,

typical numbers of electrodes include 19 to 32, 64, 128, and 256.
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Figure 1.1: The international 10-20 system.

1.3 EEG-based biometrics

Although EEG is a new trait in the person recognition research field, EEG classifica-
tion made its debut in 1970s as a key-role in the construction of a natural interface called
the brain-computer interface (BCI) [24,25]. The original intention of the BCI is to pro-
vide an option to those-who are suffering motor disability. A BCI system establishes a
direct communication between machine and human bypassing the motor pathway [26]. In
BCI systems, discriminative features are extracted from EEG signals and translated to the
corresponding control commands for machines:

Since a BCI system will be operated across users, the extracted features from EEG sig-
nals should be discriminative in different tasks while keeping the consistency among pop-
ulations to accommodate the BCI systems to the inter-subject variation. On the contrary,
EEG-based identification systems aim to differentiate amongst people while performing
the same requested task. In this case, discrepancy in the extracted features facilitates the
recognition of person identities.

There are three major steps in EEG-based biometrics including EEG data acquisition,
feature extraction, and classification. The person recognition system can be categorized
into person authentication and identification systems [9, 12]. The person authentication, or
verification, system is to validate the identity claimed by the clients. That is, the clients of
the authentication part of the system will answer either “Accept. The identity you claimed

belongs to you.” or “Reject. You are not the person you claimed.” The authentication sys-
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tem constructs a customized personal classifier for each client in the database. According to
the claims, the authentication system can verify the claimed identity using the corresponded

classifier by one-to-one matching as shown in Figure 1.2 [10].

Claimed identity

EEG signal Signal Feature
e p p Classification
acquisition preprocessing extraction
‘ ‘ 1class

Accept Reject

Figure 1.2: Architecture of the person authentication system.

In contrast, the person identification system.reports the identity of a client from a
database trained beforehand. For this purpose; an identification system finds the best can-
didate using the 1-N matching [21]. Figure.1.3 shows the architecture of an identification
system. In EEG-based identification system, a client only provides his/her EEG recordings

and the system will determine who he/she is.

l EEG signal Signal Feature
4 Classification
acquisition preprocessing extraction
N classes

User |dent|f|cat|on/ Intruder

Figure 1.3: Architecture of the person identification system.

To increase the reliability of person recognition system, it is essential to detect the
imposters and intruders in different stations. The imposter refers to a client belonging to
the database but impersonating someone else belonging to the database, while the intruder
is a client even not belonging to the database but claiming the identity whose owner belongs
to the database. In the authentication system, each customized classifier should be able to
reject the invalid claims made by the imposter or intruder. Inherently, the identification
system does not face problem of imposters and use an additional class for intruders to

prevent them from getting an arbitrary identity.
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1.4 Related works

1.4.1 Task design

In order to distinguish individuals, the EEG-based biometrics should correct recognize
people by their EEG signal while they are doing the same thing. The one of the simplest
tasks which subjects are asked to do is resting [28]. It is also an earliest task that had been
used in EEG-based biometrics. Poulos et al. [21] had proposed a EEG-based biometrics
using eye-closed resting state signal. The correct verification rate was 72%-84%. This
results confirmed that the EEG carried the genetically-specify information. Another fa-
mous task—visual evoked potential (VEP)— had been appliedin several study [11,16].When
acquired EEG signal, the subjects were seated in front of a monitor which would display
visual stimuli. These visual stimuli-were usually light flash. In [12,23], the EEG signals
were acquired when the subjects do the motor imagery tasks. The subjects were asked to
imagine moving their left or right hand. Both of these two researches had the same conclu-
sion that imagination of left hand movement is more efficient to-recognize individuals than

imagination of right hand movement.

1.4.2 Feature extraction

There are several kinds of features utilized in EEG-based biometrics, such as temporal
waveform [11],or frequency spectrum [4,20]. In [28], they built an EEG-based identifica-
tion with eye-closed resting data and utilized linear and non-linear type of features. The
linear features were autoregressive model (AR) and frequency spectrum, while the non-
linear features were the complexity and chaotic characteristic of brainwaves. The correct
classification rate of the linear features was 97.29% which is much higher than that of non-
linear features (44.14%). Therefore, they came a conclusion that the linear features are

more suitable to build a EEG-based biometrics.
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1.4.3 Classification

A personal classifier plays a significant role in a personal authentication to execute one-
to-one matching. The personal classifier can be attained by setting a personal threshold [13]
or constructing a binary classifier [22]. The simple ideal of a threshold approach is to make
an acceptance or a rejection by the difference between the given data and data stored in the
database. The previous researches had defined the differences as Manhattan distance [15],
or likelihood probability [12]. In Figure 1.4, the person authentication system would com-
pute a pair of thresholds {T'h,, Thsy} for each class and operated as the procedure shown
on Figure. The Dt is the Manhattan distance computed from the given data. The opinion
of the classifier with thresholds.was computed only by the data belongs to the class and
not considering the data of other classes in the database. In contrast with Palaniappan who
computed the opinion only with the corresponding data, [12] obtained the threshold for a
class both considering the data from the class itself and others. The opinion (A(X)) here
was defined as the difference between the log likelihood probability of being the client and
the log of the probability of not the client, which-had been shown in Equation 1.1.

A(X) =dogP(X | Ae) =logP(X | =Xc) (1.1)

When A(X) > Threshold, the authentication would accept that the given input belongs
to the identity he or she claimed. Otherwise, the system would reject the given person as a

imposter.

Maybe

Imposter
Imposter P

Acceptance Acceptance Rejection

Figure 1.4: The procedure of the two-stage authentication proposed by Palaniappan.
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On the other hands, a binary classifier used in [1] is the support vector machine (SVM).
For each class, the authentication system would label the data in the database with only two
types: ‘subject’ and ‘not subject’. The more about the SVM classifier will be described in

Section 2.3.3.

The classifier used in person identification is usually a multi-class classifier. The k-
nearest neighbors (kNN) classifier which makes the decision by the distance has been used
in pervious study [16,27]. In [7], the performance of the identification in a database with 20
subjects acquired in resting-state can achieve nearly 70% accuracy rate. Another classifier—
LDA- had also been used in a person identification [19]. The performance with a database
containing 40 subjects acquired in resting state is 85% when using an autoregressive model

to capture the features.

1.5 Thesis scope

The resistance of being duplicating and violently snatched, the potential of EEG of
being used as a new trait on biometrics is bright expectation. By appropriative task de-
signing, feature extraction and classification; the discriminatory information carried by the
brainwave has been excavated and used to distinguish individuals. However, to utilize
EEG-based biometrics in systems with high security requirement;, the limitations of EEG
with respect to the reliability and stability become-essential topics. The reliability of EEG-
based biometrics contains not only the true acceptance rate but also the false acceptance
rate. The true acceptance rate indicates that the clients can be correctly identified by the
EEG-based identification. While the false acceptance rate refers to that a client might enter
the system with a wrong identification decided by the EEG-based systems. Furthermore, an
intruder would invade the system because an identification system accepts all given person
and does not consider that the given person is totally not belonging to the database. On
the other hand, the limitation on stability is that the performance of EEG-based biometrics
was decreased caused by the time gap between the training and testing data [7,12]. Neither

authentication nor identification system can avoid the decreasing tendency of performance.

The first purpose of this study aims to design an identification system which focuses on
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lowering the false acceptance rate to defend against the imposter as well as intruder while
maintaining the true acceptance rate. The lifting of the left index finger is the task of our
system because that the left hand motor task has higher discriminant than the right hand
(we introduced in Section 1.4.1). In addition, we attempt to find a more stable feature and a
longitudinal adaptation for the EEG-based identification system to conserve the decreasing
on performance over time span.

In the next chapter, we will first describe our proposed identification system composed
of a two-stage identification and an adaptive system, and then introduce each part of these
two systems in detail as well as the evaluated criteria. The evaluated results of systems will
be recorded in chapter 3. The discussion and conclusions of our study can be given in the

last two chapters.
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2.1 Materials

2.1.1 Subjects

Twenty-three subjects joined the experiment, and 14 of them had three EEG recordings
acquired on three different days with time interval more than one month. Additionally,
these fourteens include one subject who had 19 EEG recordings obtained in two years. The
interval between the first day and second day when the subjects came on was 9 months,
while that between the first day and third day was a year. The whole subjects consisted
of 12 males and 11 females. They all were the students in Chiao-Tung University and had
been diagnosis any brain disease or drug.addicted.- The mean age when the subjects first
came is 22 (21-25 years old). Most of our subjects.are right-handed, excluding one male

and one female are left-handed.

Table 2.1: The demography data of the subjects:

Came at least 1 time Cameat least 3 times ' Came 19 times

Male 12 10 0
Female 11 4 1
Left-handed 2 1 0
Right-handed 21 13 1
Total 23 14 1

2.1.2 Paradigm

The self-paced left index finger lifting is the paradigm using in this study. The EEG
acquisition experiments were progressed in a quiet and light room with no other signal
interference excepting the experimental devices. subjects would set comfortably and put
their left hand on a board which can detect the finger lifting as well as send a trigger to the
computer. The subjects were instructed to lift their finger while counting from one to eight

in silent and also do not blink during lifting. Each experiment included three sessions of
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50 times of the counting and lifting behavior.

oFZ

*FCZ *FC4

CZ C4

Figure 2.1: The 12 channels utilized in this study.

2.1.3 EEG recording

The EEG signal was recorded with NeuroScan 4.3 software and caps with 32 electrodes
located on the standard of the International 10-20 system. The sampling rate of the EEG
recordings was 500 Hz with 16 bit A/D conversions: Twelve channels (FP1, FP2, FZ, FC3,
FCZ, FC4, C3, CZ, C4, CPZ, PZ, and OZ) which were related to the motor task were
applied in this study.<The mean value of the earlobeelectrodes A1 and A2 was used as the
reference. The impedance of the selected-channels were kept below 5 k€2. The digital filter

within 5-30Hz was also applied here.

2.2 System overview

In order to investigate two topics, we proposed two systems: a two-stage identification
and an adaptive system. Figure 2.2 showed these two proposed systems. In the two-stage
identification, the first three steps were the basic architecture of identification systems. Our
design was to lower the false classification rate by verifying the output class from the SVM
classifier. Therefore, the forth step: candidate selection was proposed. In the candidate

selection step, we would list some most probable identities of the given person based on
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Preprocessiii Preprocessing

Feature extraction Feature extraction

Classificationstage

Verification stage

Figure 2.2: Architecture of the proposed systems. Architecture on the left-hand side is the

two-stage identification wsystem, and the other is the adaptive system.
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the classification results and then we verified the candidates by the order of the likelihood
probability. Before the verification step, the features belonging to the candidates were re-
represented into a wide separated distribution. Finally, the identification would stop with
identifying the given person as one of the candidates, or an intruder if no candidate was

verified success.

For longitudinal adaptation, we applied two methods. One was the adaptive system,
and the other was the incremental learning. The assumption of adaptation system was that
the original data formed a distribution space and the given data formed another distribution
space which caused the SVM classifier cannot correct classify the given data. This trans-
formation of EEG signal with respect to the distribution might induce by time or physical
state. Based on this assumption, we adapted the data distribution of the training data base
with the given data before training the classification:model. The unsupervised adaptations

were applied here‘because the given data belonged to anonymous class.

2.3 Two-stage identification system

2.3.1 Signal preprocessing

The following preprocessing procedures were performed with EEGLAB (a MATLAB
toolbox) [3]. After setting the information of our EEG recordings, we first segmented
the signal into two-second epochs starting at one second before the trigger. The baseline
correction was operated with a relative smooth period to remove the drift. Next, we rejected
the epochs which might be interfered with the eye blinking. The epochs would be rejected
if either the voltage of FP1 or that of FP2 burst extreme high values. There were 90 EOG
free of epochs for each subject. In the last step, we pruned the epochs into one second
which was the active region (starting at 100ms before the triggers). Figure 2.3 shown the

grand average of FC4 with respect to the preprocessing signal.
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Figure 2.3: The grand average of FC4 with respect to the preprocessing signal.

2.3.2 Feature extraction

Due to the low SNR of the EEG signal, the raw data (the data after the pre-processing)
was still in chaos. It would take amount of time; even hardly, for the system to discover
the discriminatory information. Because the raw data carried huge useless information,
an essential feature extraction can well present the discriminatory information of the EEG
and also decrease the classification time. Five feature extraction methods were used in our

study, and they could classify into three types:
e Time domain feature: autoregressive model,

e Frequency domain feature: power spectral density, power spectral density, and inter-

hemispheric power difference,
e Time-frequency domain feature: discrete wavelet transform.

The features were computed trial wise and channel separation. That is, for each trial, a

feature would be computed once for each channel and concatenated in a feature vector.

Autoregressive model (AR)

Autoregressive (AR) model is a predict model of time series that estimates the current

observation with the previous observations. Many time-varying series exhibit serial corre-
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lation on themselves. The goal of AR model is to find this linear association within signal.
The notation AR(p) indicates an AR model of order p. That means the model predicting

the observation with p previous points and defined as:

P
X =Y a;Xii+e, 2.1)
=1

where a; is a parameter of X;_; and e; refers to the error term. The AR parameters were
estimated by Burgs method, and the order of the AR was eight chosen with the best classi-
fication results (Figure 2.4).
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Figure 2.4:" Accuracy of the SVM with different AR orders.

Power spectral density (PSD)

Power spectral density (PSD), also be known as power spectrum or spectral density,
describes the distribution of energy on frequency scale. It is a common method to analyze
a time-series in frequency domain. That is, a time-series can be decomposed with several
frequency bases. In our study, PSD was transformed from a time-series by the fast Fourier

transform (FFT). The formula of FFT is:
X (k)= mpe ™, (2.2)

where k£ = 0,...,N — 1. We used the | X (k)| as our PSD features.
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Band power(BP)

The power of frequency bands is one descriptor of the brain activity. The composition
of the power on frequency bands is an evidence to explicate the behavior or constitution
of an individual. In this study, band power was integrated with PSD by gathering the total
power into following three bands: #(5-7Hz), a(8-12Hz), and  (13-30Hz). Therefore, the

dimensional size of BP for each trial was 36.
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Figure 2.5:/ The-computation process of BP.

Interhemispheric power difference (IHPD)

Interhemispheric power difference (IHPD) focuses on the relationship between the left
and right hemispheres. It can be obtained by computing the difference of band power
between each pair of electrode in left and right hemispheric. <The IHPD was computed
as [15]:

Powergiffetente = (P1 = Pa) [(P1 + P,), (2.3)

where P is the band power on one band of a channel and P, is the band power on same
band of another channel in the opposite hemisphere. In our study, the system consists of
three electrodes on the left hemispheric (FP1, FC3, C3), and other three (FP2, FC4, C4) on
the right side. Overall, there are nine differences on each band and the total size of IHPD

is 27.

Discrete wavelet transform (DWT)

Wavelet transform is a decomposition method that decomposes the signal with time-

scale wavelet functions; that is the basis function only vary in time extension. The Discrete
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wavelet transform (DWT) is one of them but samples the wavelet discretely. The DWT can
both capture the time and frequency information of the original signal. When computing
the one level DWT, the input signal will pass through a low-pass and a high-pass filter
respectively, and then down sample by two. The approximation coefficient of the input
signal can be calculated with the low-pass filter; on the other hand, the detail part is obtained
from the output of the high-pass filter. The second level of DWT uses the approximation

part computed at the first level as the input signal and repeats the filtering step as below.

Original Signal | X |
1% level of DWT | oy | cD, |
2 level of DWT. | cA, | o (] cD, |
3¢ level of DWT | oA, | oDy | D, | cD, |

Figure 2.6: The coefficients of DWT with respect to different levels.

In this study, we use the detail partof the third level DWT with a set of Haar wavelets.
These parameters are chosen by optimizing the performance of the classification (shown

Figure 2.7).

Corr.rate Haar size DB2 size D
D1 42.2 250 40.9 251 313 252 1.3 253
Al 42.2 250 42.6 251 42.6 252 42.2 253
D1+A1l 42.2 500 42.6 502 42.6 504 42.2 506
D2 42.2 125 43.0 127 39.6 128 335 130
A2 42.6 125 41.7 127 413 128 42.2 130
D2+A2 42.2 250 41.7 254 413 256 42.2 260
D3 43.9 63 41.7 65 413 66 37.0 68
A3 42.6 63 41.3 65 41.7 66 41.7 68
D3+A3 42.6 126 41.7 130 42.6 132 42.2 136
D4 29.6 32 40.0 34 37.0 35 339 37
A4 35.2 32 32.2 34 313 35 33.0 37
D4+A4 41.3 64 39.6 68 40.4 70 38.3 74

Figure 2.7: Accuracy of the SVM with different DWT features.
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2.3.3 Classification

The classifier used in this study was SVM. SV learning can lead to a high performance
in practical classifiers based on its simple ideas. SVM was a supervised classification
method. It had to construct a classification model with a set of labeled training data before
being tested with the unlabeled given data. The goal of SVM was to find a hyper-plane
which could well separate the training data based on their class label and had the maximal

margin between different classes. The hyper-plane was defined as:
w'z —b=0. (2.4)

Figure 2.8 shows the example of two=dimensional data. Assume there were a set of
training data {z;,v;},i = 1,,n and &; € R4y, € {41, —1}./We wanted to find an optimal
separating hyper-plane which allows y = —1 on the same side and y = +1 on the opposite
side and had the maximal margin. The solid line was the optimal separating hyper-plane
we wanted, and the dash:lines were the support hyper-plane which were parallel with the
optimal separating hyper-plane and closest to the data. Therefore, the problem of finding
the optimal separating hyper-plane had become the problem to find a pair of support hyper-
plane whose margin was the maximum.- This problem could be solved as follows:

minimize 1 | w |
2 (2.5)
subject to . y; (w! z; — b) — 1. >0 Vi
The multi-class and binary SVM classifiers we applied in the classification and verification
step were materialize with LIBSVM [2]. The kernel type was linear and the SVM type was
C-SVM.

2.3.4 Candidate selection

The candidates were selected with the likelihood probabilities which were the output of
SVM classifier. SVM classified the input to the class which had the maximum likelihood
probability. The maximum probability could be viewed as how confident the SVM con-
firmed the input belong to. If the maximum probability was lower than a half, the system

would choose three candidates with the largest three likelihood probabilities and moved on
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X
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Figure 2.8: Example of 2D data for SVM classification.

to the next step. On contrast, the system identified the input based on classification result
of the SVM classifier.

2.3.5 Re-representation

Linear discriminant analysis (LDA) is used in this step to re-represent the feature distri-
bution. LDA is a supervised feature selection-method that acquires a linear combination of
features which can well separate the classes. In the Fishers linear discriminat, the separa-
bility of classes scattered in I-dimension is defined as the ratio of the variance between the
classes to the variance within the classes. In order to use the Fishers criteria, the following

matrices are defined:

e Within-class scatter matrix

M

Sw=7) PZ (2.6)

i=1

e Between-class scatter matrix
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M
Sp = Z Pi (ki — pto) (115 — 0)" (2.7)
=1

where YJ; and P; are the covariance and the probability of class 4, j; is the mean vectors of
class 7 and g is the global mean.The goal of LDA is to maximize the
_ WIS,W

JW) = wTSs, W

,Wx = argmazx (2.8)

by solving the W.

2.3.6 Verification

There were two kinds of classifiers used here to verify the identification of the input.
One was the SVM classifier, and-the other was a k=nearest neighbors (kNN) classifier. The
former one was the same as‘the classifier used in classification step, while the latter was
a classifier making the decision with the closest training data. A kNN classifier classified
the input data by the voting of its k nearest neighbors whose distances to this data were the
shortest. The distance of the kNN classifier we used here was the Euclidean distance and

defined as follows:

2.9)

In verification step, the number of classes 1n the data pool'was down from 23 to three.
The system trained a one-against-rest.classifier for each-candidate and verified the candi-
dates one by one. If the first candidate was verified succeed, the system would decide that
the input belong to this candidate. Otherwise, the system went through to the second can-
didate with second largest likelihood probability, and so on. The system would identify the

input as an intruder if it could not verify any candidate successfully.

2.4 Longitudinal adaptation

2.4.1 Adaptive system

The adaptation step was process with the procedure shown in Figure 2.10. We used both

of training data and testing data to find the adaptive subspace, whose dimensionality was
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Verify 2 candidate  Verify 3'¢ candidate

Figure 2.9: The procedure for one-against-rest verification.

smaller than the original, and project the training data and testing data onto this subspace.

¢ . B
DB A\ DB Training
Data A Datd’
) 4
Adaptati
~ h/?gt}?olgn Classifier

w— > \ | g Testing
Figure 2.10: The procedure for adaptation step.

There were two unsupervised methods utilized in the adaptation step: principal com-
ponent analysis (PCA) and domain adaption (DA). The PCA found the adaptive subspace
from a mixed data consisting of the training and testing data. While the DA first computed
the adaptive subspaces, which were known as domains, of the training and testing data

separately and then find the intermediate subspace from the training and testing domain.

Principal component analysis

PCA [6] was mathematical procedure that usually used to convert a set of data possibly
consisting of interrelated variables into a set of principle components (PCs), which were

linearly uncorrelated to each other, while retaining as much information measured by vari-
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ance as the original variables. The number of PCs was usually smaller than that of original
variables and PCs were in order of the variance it preserved so that PCA transformation
had been widely used to reduce the data dimensionality.

Overall, the process to compute PCA can be simplified by following steps. First, com-
pute the covariance matrix of all data. Secondly, obtain the eigenvectors of the covariance
matrix in the order of decreasing of the corresponding eigenvalues. The last step, project
the data onto the subspace formed by the first few eigenvectors, or named as PCs, which
can well present the variance of the original data consisting of the training data and the

given input.

Domain adaptation

The DA [5] was proposed to adapt and match the images taken from different cameras

which were called source‘domain and-target domain.

Figure 2.11: The concept of domain adaptation (source: Gopalan et al [5].)

The process of DA was described as follows: Perform subspaces for the source and
target domain (here the source domain was defined as the training set, and the target do-
main was formed by the set of given data) by PCA separately. The dimension of these two
subspaces measured by PCA must be the same. Next, compute the geodesic between these

subspaces. Third, obtain the intermediate subspace by sampling points along the geodesic.
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Finally, project the data both of the source and target domain onto the intermediate sub-

space. The intermediate subspace was chosen by the best classification results.

2.4.2 Incremental learning

Incremental learning was a supervised longitudinal adaptation method and had been
utilized in EEG-based authentication system [12]. The concept of incremental learning
was that the classifier would keep updating with the new recordings which were labeled.
The classifier could construct a more general model by many EEG recordings acquired
from a subject at different time, mental situation and physical status. In this study, the
classifier would re-train the decision model with:the database and a part of new data with

label and be tested with the remained.

2.5 Evaluation methods

Because there were two different systems for different purposes, the evaluation step
could also be stepwise divided into three phases. The first phase focused on optimizing the
performance of the identification using EEG data-acquired on the same day for each sub-
ject. In this phase; we attempted to find which or what'combination of features was more
suitable than others. Since the training and testing data were obtained on the same day, we
used 10-fold cross-validation classification (CVC) to increase the reliability of the evalu-
ated performance. The evaluation criteria used here were the true acceptance rate (TAR)
and false acceptance rate (FAR). Intuitively, TAR means the probability that the system
classifies the input to the correct class. In contrast, FAR refers to the probability of the
false classification. Our purpose of this protocol was to lower down the FAR but maintain,
or even improve, the TAR. Additionally, the evaluation of the two-stage identification sys-
tem would consist of the legal test and intruder test. The former evaluated the performance
with the given person belonging to the database, while the latter tested the identification
system with an intruder (the intruder was not counted in our 23 subjects.).

The goal of the second phase was to find a more stable feature which can resist the

decreasing of the performance caused by the time interval between the training and testing
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data. The stability of the feature was evaluated by the correct classification of the SVM
and the coefficient of variation (CV). The CV is the ratio of the standard variation to the
mean. We used the ratio of the CV of the single day to the CV of the triple days as a
stability index. When the index value was near to one, it meant that the feature is stable.
The number of the classes was 14 (only the subjects who had three recordings acquired on
three different days were included).

The third phase would first show the decreasing tendency on TAR of the SVM and then
evaluate how much the longitudinal adaptation can do to increase the performance. When
observing the decreasing tendency, we used the EEG data of all 23 subject obtained on the
first day to train the SVM classifier and test the classifier with the subject who had 19 EEG
recordings. It could provide long-term variation within the performance of the EEG-based

biometrics.



Chapter 3

Experimental Results
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3.1 Performance of two-stage identification system

3.1.1 Feature selection and comparison

According to the previous study, we knew that features played significant roles in im-
proving the performance of the EEG-based biometrics. In order to optimize the perfor-
mance of the proposed person identification, we should choose a set, or a combination, of
features which provided the generically-specific information of the EEG signal. Therefore,
the feature selection and comparison evaluated began with single type of features. We first
used raw data (the signal which was only processed with the pre-processing step) and five
features as the input of the SVM separately.

The evaluation results are shown as Figure 3.1. The results indicated that the SVM
using BP as the feature hadthe best correct classification rate amongst all features. The
accuracy was 85.5% at single-trial level, and it could achieve 94.7% when averaging two
trials as a unit. Figure 3:1 also shows-the tendency.of the classification results of the SVM
with respect to the different number of trials. The accuracy of the SVM using BP as the

feature became saturated when the number of averaging trials was accumulated to five.

100(%)
/—'7-—" N L 1 Qe

60 2 \ /7 « 4 Wavelet

ARS8

40 — ——PSD
e ——BP

20 IHPD

0

Single AVG2 AVG3 AVG4 AVGS AVGE AVG7 AVGSE AVGY

Figure 3.1: Classification results of each feature averaging with different number of trials.

This phenomenon was not quite clear in the performance of the SVM with other fea-
tures. When we averaged six trials as a unit, the correct classification rate of the SVM using
PSD as the feature was nearly saturated, but it still increased in a small amount. When the

averaging number of trials came to eight trials, the performance of the classifier using PSD
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as the feature could achieve 99.1% which was higher than that using BP on the same situ-
ation (98.3%). In Table 3.1, we marked the saturation numbers of averaging trials of each
feature in bold face. These saturation numbers were defined by the local maximum esti-
mated from the single-trial level. It was obvious that the performance of the features was
saturated with different number of averaging trials. In order to comparing the combination
of features, we set the saturation number of averaging trials with single feature at six-trial

level which was the mean saturation number amount of all features.

Table 3.1: Classification results using SVM with different features across number of trials.
The size of each feature are 6000, 756, 96, 396, 36 and 27 from the top of table to the

bottom sequentially.

Feature Single . "AVG2" AVG3 AVG4 “AVGS. AVG6 AVG7 AVGS AVGY
Raw Data 27.1% 31.2% 33.3% 36.3% 343% 36.5% 39.6% 40.0% 42.2%
DWT 26.9%  30.5% 34.3% 378% 36.1% 37.8% 39.1% 43.5% 43.9%
ARS8 72.8% 84:2% 92.3% 941% 94.8%  961% 97.8% 97.0% 98.7%
PSD 83.8% 921% 94.9% 97.0% 97.4% 97.8% 97.4% 99.1% 99.6%
BP 85.5% 94.7% 961%  98.0% 98.7% 98.3% 98.7% 983% 98.7%
IHPD 474%  57.0% 64.8%  69:6% ~70.4%/  11.7% 722% 67.8% 65.2%

To observe the performance of the SVM classification using combination features, we
attempted to use each pair of features as the input of the SVM. Each pair of features was
not normalized before combination and just concatenated into one feature vector. The
classification results at single-trial level showed that combining AR8 and BP could achieve
the highest correct classification rate. The performance was 90.8% which was also higher
than the correct classification rate using either AR8 or BP (AR8:72.8%, BP:85.5%).

We also increased the number of averaging trials of the SVM using combination fea-
tures from single-trial to six-trial level which we decided as the saturation number of av-
eraging trials of the SVM using single type of feature. According to the results shown in
Table 3.2, we could observe that the combination of ARS8 and BP obtained the highest cor-
rect classification rate when averaging fewer trials. If the number of averaging trials was

increasing to four, the best combination feature would be ARS8 and PSD (98.8%) instead of
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ARS8 and BP(98.5%). However, the larger number of averaging trials we utilized, the more

time it took for the identification system to identify an individual. Because a subjects had

to lift his or her left index finger more times and the interval between lifting was about two

seconds. That is, a subject would enter the system after two or ten seconds. Consequently,

we still chose the combination of AR8 and BP as the feature to be utilized in the proposed

two-stage identification system, and set the saturation number of averaging trials at three

since AR8 and BP was the best combination when the number of averaging trials was lower

than four.

Table 3.2: Classification results of combination different two of features. In this study, the

best combination of the features is.combining AR8 and BP (90.5%).

Single Trial AVG2
fi\f2 | ARS8 PSD BP | IHPD | fi\f2 | ARS8 PSD BP IHPD
DWT | 42.0% 37.1% 57.1% —269% || DWT | 45.5% 41.0% 64.6% 30.5%
ARS8 - 89.6% 90.5% 74.3% || ARS8 - 95.4%  96.6% 84.7%
PSD - 89.6% 83.8% {| PSD - 96.0% 92.3%
BP - 85.4% || BP - 94.8%
AVG3 AVG4
fi\f2 | ARS8 PSD BP. THPD | fI\f2 | ARS8  PSD BP IHPD
DWT | 499% 442% 69.6%  34.3% || DWT |:53.7% 47.6% 752% 37.8%
ARS8 - 97.1% 98.1% 92.6% | ARS8 - 98.9% 98.5% 94.1%
PSD - 97.8% 95.1% || PSD - 97.8% 97.2%
BP - 96.1% || BP - 98.0%
AVGS AVG6
fi\f2 | ARS8 PSD BP IHPD — fi\f2 | ARS8 PSD BP IHPD
DWT | 55.7% 513% 77.4% 36.1% || DWT | 58.7% 522% 822% 37.8%
ARS8 - 98.7% 98.3% 94.8% || ARS8 - 99.6% 99.6% 96.1%
PSD - 98.7% 97.4% || PSD - 98.7% 98.3%
BP - 98.7% || BP - 98.3%
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3.1.2 Performance of two-stage identification

Legal test

(a)

(b)

(c)

Preprocessing Preprocessing Preprocessing
Feature Feature Feature
extraction extraction extraction
Classification Classification Classification
l Canaidate Candidate

selection selection

- -

‘ Verification - _Re-presentation
W

‘ Verification

Figure 3.2: Evaluation procedures for the two-stage identification systems. (a) A basic
identification used as a control group. (b) A two-stage identification without LDA repre-

sented the candidates. (¢) The proposed two-stage-identification system.

Since that the combination of ARS8 and BP obtained the highest correct classification
rate at single-trial level, the combination of AR8 and BP was applied as the feature in
our two-stage identification system. The evaluated process was divided into three proce-
dures shown in Figure 3.2. The procedure (a) was a basic identification system without
representation and verification, while (c) was the two-stage identification we introduced in
Section 2.3. The procedure (b) was a two-stage identification the same as (c) expected the
re-representation step. Two classifiers introduced in Section 2.3.6, SVM and kNN, were
applied to verify the results of the SVM in the two-stage identification systems. The pa-
rameter k of the kNN classifier was chosen by optimizing the performance, and it turned
out that 3NN had the highest TAR and lowest FAR amongst the kNN classifiers with &
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belonging to odd numbers which started from one to nine (shown in Table 3.3).

Table 3.3: Performance of kNN classifiers with different number of &

Verification method 1NN 3NN SNN 7NN 9NN
TAR 88.5% 883% 87.8% 87.7% 87.5%
FAR 57% 53% 51% 51% 5.1%

Table 3.4: Performance comparison with respect to verification and re-representation.

Procedure (a) (b) (c)
Verification method Non SVM . 3NN SVM 3NN
TAR 90.5% 85.4% 884% 87.7% 88.3%
FAR 9.5% 5.3% © 9.7% 54%  5.3%

Table 3.4 shows the TAR and FAR of these procedures at single-trial level. The identi-
fication with procedure (a) achieved the highest value on the true acceptance rate; however,
it also nearly had the highest false acceptance rate. The FAR of the system built with proce-
dure (b) using the SVM'in verification was a half of that of the system built with procedure
(a), but the TAR of the former was decreasing by 5%. While the system built with procedure
and utilizing 3NN in verification could maintain the TAR butincrease the FAR. According
to the above findings, the two-stage identification without LDA in re-representation step
could either lower the FAR but sacrifice much on TAR, or maintain the TAR but do nothing
on decreasing the FAR. In this case, it seemed that applying the SVM in verification was
closer to our purpose of lowering the FAR. On the other hand, the evaluation results of
procedure (c) showed the proposed two-stage identification using either the SVM or 3NN
classifier could reduce the FAR as well as retain the TAR. The loss on TAR was about 2%
comparing to the simple identification, and the FAR was a half of the FAR of the simple
one. It was quite clear that the proposed two-stage identification made a dent in lowering
the FAR while maintaining the TAR.

Based on the results in Section 3.1.1, we also applied the proposed two-stage identi-

fication systems with different number of averaging trials from single trial to three trials.
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Figure 3.3 shows the TARs and FARs of the basic identification and two-stage identifica-
tion systems. The basic identification system, as procedure (a) in Figure 3.2, was labeled
as 'Non’ in Figure 3.3. The proposed two-stage identification systems were labeled with
their classifier in the verification step. As the number of averaging trials increased, the
differences between TARs of these three systems were closer. While the FAR of the basic
identification at two-trial level was a half of that at single-trial level; it was even lower
than the FAR of the two-stage identification systems at single-trail level. However, when
averaging three trials as a unit, the FAR of the basic identification could not reach the FAR
of the two-stage identification systems at two-trial level. It seemed that the best number
of averaging trials of the two-stage identification systems was two in which the two-stage

identification system could.bring talent into full play.

TAR FAR
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Figure 3.3: TAR and FAR of two-stage identification system for averaging different number

of trials.

Intruder test

To confirm the proposed system can actually reduce the risk of being intruded, we also
evaluated the performance with EEG recordings acquired from a person not belonging to
the database. The results for the basic identification and two-stage identification systems
with two different verification methods are shown in Table 3.5 from single-trial to three-

trial level.
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Table 3.5: Comparison of detection rates for intruders amongst different identification sys-

tems.

Trial level Single Trial AVG2 AVG3
Non 0.0% 0.0% 0.0%
Two-stage(SVM) 43.3% 66.7% 73.3%
Two-stage(3NN) 54.4% 64.4% 66.7%

It was rational that the basic identification without verification could not detect any
intruders, while the successful detection rate of the two-stage identification system could
reach 54.4% at single-trial level and increase much more by averaging two trials as a unit.
When the number of averaging trials was two, the detection rate of the two-stage identifica-
tion system using SVM in verification achieved 66.7% which was:-much more than that of
the two-stage identification atsingle-trial level (43.3%). However, the benefit of increasing
the number of averaging trials to three was not as.much as the above. This phenomenon
was quite obvious in the'results of the system using 3NN in verification. The detection rate
of the system using three trials as a unit only increased by 2.3% from that of the system at
two-trial level. Therefore, we could conclude that two was the best number of averaging
trials for the two-stage identification system which using -motor'movement as the task and

the combination of ARS8 and BP as the feature.

3.2 Stability of features

To observe the performance varying with respect to the time interval of the acquisition
date between the training and testing data, we rebuilt and tested the SVM with 14 subjects
who had participated the experiment at less three times. We first used 10-fold CVC to
evaluate the performance the SVM of which the training and testing data were acquired
on the same day. Then, we used whole EEG data acquired on the first day of these 14
subjects to train a SVM model and test with the EEG data acquired on the second and
third day. The classification results are shown in Table 3.6. We could observe that the

SVM with BP has the highest correct classification rate if the training and testing sets were
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acquired on the same day. The SVM using PSD as the feature, however, obtained the
highest correct classification rate when the time interval between the training and testing
data was more than a month. According to the correct classification rates, we could list
the features ordered by the stability from high to low as following: PSD, BP, ARS8, IHPD,
DWT, and raw data.

Table 3.6: Comparison of classification results for the training and testing data acquired at
the same or different days. The SVM using PSD as the feature had the highest accuracy

rate amongst all features.

Training Testing || Raw Data DWT ARS8 PSD BP IHPD
Day1 Dayl 31.6%  322% ' 76.5% 87.7% 86.8% 46.5%
Day?2 Day?2 31.0%  31.2% 69.9% . 84.9% 87.2% 45.9%
Day3 Day3 409%  383% 70.2%  86.1% 87.8% 47.5%

Dayl Day?2 8.8% 11.0% " 281% 41.8% 36.3% 15.0%
Dayl Day3 10.0% 114% 16.0% -429% 349% 17.5%

Another index that we applied to evaluate the stability of features was the ratio of CV.
For each feature, we first calculated CVs-of different days for each 14 subject. Conse-
quently, the subjects would have three CVs of each feature. These three three CVs were
labeled with the acquisition.day of the EEG signals; such as CV(Day1) meant that the CV
was computed with the EEG recordings obtained on the first day. Additionally, we also
computed a CV(Dall) of which the EEG data contained the recording acquired on the three
days for subjects. Finally, we calculated the mean values of these CVs amount of 14 sub-
jects and used the ratio of the CV of a single day to the CV of three days as the stability
index. The results are shown in Table 3.7. According to evaluation results, we could also
list the features in the order of stability from high to low by CVs: PSD, BP, DWT, IHPD,
raw data and ARS.

Despite that there exited difference between two lists sorted by different stability in-
dexes, both of the correct classification rate and ratio of CV indicated that PSD was the
most stable feature amongst all features we used as shown in Figure 3.4 and Figure 3.5.

However, the correct classification rate of the identification systems using PSD features
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Table 3.7: Ratio of the CV of one day to the CV of three days.

Raw Data DWT AR8 PSD BP IHPD

CV(Dayl)/CV(Dall) 0.4 33 1.7 10 09 03
CV(Day2)/CV(Dall) 04 02 60 10 09 1.0
CV(Day3)/CV(Dall) 04 06 20 10 09 02

Mean 0.4 14 32 10 09 05

was decreased a half since the training and testing data were not acquired on the same
days. The performance of the SVM of which the.training and testing EEG recordings
were acquired on the second day promised that it'was not man-made muff induced the de-
creasing on performance. Therefore, we would investigate a longitudinal adaptation of the

EEG-based identification System using PSD- the most stable feature.
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Figure 3.4: The PSD with respect to the EEG acquired on the first and second day for each

subject who participated at least three times.
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Figure 3.5: The PSD with respect to.the EEG acquired on the first and third day for each

subject who participated at least three times.

3.3 Performance of longitudinal adaptation

3.3.1 Adaptive system

Because the adaptive system was developed for improving the stability of the EEG-
based identification system which the training and testing data were acquired on different
days, we evaluated the adaptive system with three identification systems with different

architecture:

1. A basic identification system without adaptation step (labeled as ‘None’),
2. An identification system using PCA in the adaptation step (labeled as ‘PCA’),

3. An identification system using DA in the adaptation step (labeled as ‘DA’).

The training pool of these systems was formed with the EEG recordings acquired on
the first day amongst of 23 subjects, and the testing data was the EEG signals of the subject
who participated 19 times. Amongst of recordings acquired on 19 different days, the data

collected earliest was used to train the SVM model and others were used as the testing data
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separately. Table 3.8 shows the correct classification rates of three systems at single-trial
level. Each row meant the correct classification rates of different systems, and each column
meant that we test the identification system with EEG signal acquired on which day. In
adaptive systems, the adaptation step were executed with the database contained only the
EEG recordings acquired on the first day and the testing data. That is, when we tested the
system with the recordings acquired on the third day, we did the adaptation based on the

EEG signals obtained on the first and third day.

Table 3.8: Correct classification rate of the adaptive system at single-trial level.

Day# D2 D3 D4 D5 D6 D7 D8 D9 D10

None 21.1% 56.7% 34.4% 33%  5.6%. 44% 122% 1.1% 16.7%

PCA 356% 66.7% 533% 17.8% 10.0% 44%  15.6% 1.1% 24.4%
DA 31.1% 489% 256% 11.1% 6.7% 5.6% 15.6% 33% 13.3%

Day# D11 D12 D13 D14 D15 D16 D17 D18 D19
None 00% 67% @ 11% 22% 22% 00% 11.1% 6.7% 33.3%
PCA 00% 111% 5.6%  33% 22% 1.1% [133% 10.0% 37.8%
DA 11% 78% @ 22%. 56% ~11% 22% 133% . 44% 26.7%

According to the correct classification rate of system *None’, we could roughly observe
that the correct classification‘rates were decreased as the time interval between the training
and testing data increased. The correct classification rates of the adaptive system using
PCA were all higher than the non-adaptive identification system. The accuracy of the
above two identification systems were sometimes equal, when the accuracy of the non-
adaptive system was lower than 5% (D7, D9, D11, and D15). On the other hand, the correct
classification rates of system "DA’ were basically higher than that of system "None’. Based
on the comparison of the results of system 'PCA’ and DA’ it was obvious that adaptive
system with PCA did much effort on improving the stability of EEG-based identification
system.

For a further improvement of stability, we increased the number of averaging trials.
The mean values of correct classification rate amount of 18 days are shown in Table 3.9.

When averaging two trials as a unit, the performance of system ’None’ was extended by
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3.7% from 12.2% to 15.9%, which was less than the increasing amount of correction rates
affected by the adaptive system using PCA at single-trial level. That is, a EEG-based
identification system could enhance more on the stability by using the adaptive system
applied PCA in adaptation than using averaging trials. According to Table 3.8, however,
when we tested the adaptive system with the data collected on the fifth day, the performance
was not that ideal. Furthermore, when the testing data was acquired after the sixth day, the
increasing amount of correct classification rates affected by the adaptive system was not
obvious. Accordingly, we determined that the adaptive system could used to maintain the

stability of EEG-based identification, but it still had its limitation.

Table 3.9: Performance'of adaptive system with different number of trials.

Single trial AVG2 AVG3

None 12.2% 15.9% . 20.0%
PCA 17.4% 18.6% 22.4%
DA 12.5% 16.0%:19.6%

3.3.2 Incremental learning

In order to evaluate the performance of incremental learning, we also tested the identi-
fication systems using incremental learning with the PSD features extracted from the EEG
signals of the subject who participated 19 times. The database contained the EEG data
acquired only on the first day of each subject, excepting the subject whose data was used
to test the classifier. For this subject, acquiring date of her EEG data in the database was
extended from the first day to the nineteenth day sequentially. For each extended, we would
retrained and tested the SVM. These 19 classifiers were labeled by the training set of itself.
For example, the classifier we trained with the EEG recordings of 23 subjects acquired
on the first day was labeled as 'D1-D1’. While the classifier we trained with the EEG
recordings of 22 subjects acquired on the first day as well as the EEG signal obtained on
the first and second days of the subject who participated 19 times was labeled as 'D1-D2’.

However, if all 90 recordings of that subject acquired on each day were all used to train
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the classifier, the classification model might be dominated by this subject. Because the
subject had 19 times recordings more than others. Therefore, the incremental learning was
processed by training with a part of older and newer recordings which total number was
90 the same as the number of EEG recordings for other subject. That is, every subjects all
had 90 feature vectors in the database, we would use 45 recordings obtained on the first
day and other 45 recordings acquired on the second day when constructing the *D1-D2’
classifier. The remained EEG recordings would be utilized to evaluate the performance of
the classifier. The results are shown in Figure 3.6.

In Figure 3.6, values in the blue clocks were the correct classification rate of the SVM in
which the database contained all the previous data collected before the testing data. That s,
we used all older EEG signals to learn the classifier, and tested this classifier with the data
collected on the next time. Additionally, the correct classification rates in the green blocks
were evaluated by dividing the given data into a group utilized to learn the classifier and
the other group used to test this classifier. These evaluated performance could be viewed
as the upper bound of classification results.

For the blue blocks, most of the correct classification rates in these blocks were higher
than the performance of the SVM in which the database only contained the EEG recordings
collected on the first day (the ’D1-D1’ classifier). When we used the recordings obtained on
the fourth day to test the ?D1-D3” classifier which was incremental learning with the data
acquired on the first three days, the correct classification rate reached 82.2% and was much
higher than the rate of the classifier, without incremental learning (34.4%). In addition to the
mean value amount of correction rates, it was obvious that the incremental learning affected
very much on enhancing the stability of EEG-based identification system. However, when
we evaluated the performance with the data acquired on the seventeenth day, the accuracy
of the 'D1-D16’ classifier was lower than that of the 'D1-D1’ classifier. This wired result
could also be found in the performance comparison of the 'D1-D18’ and 'D1-D1°’ classifiers
with the testing data obtained on the nineteenth day. It was probably caused by the fixed
number of trials in the database. In the case, the more number of acquisition dates was in

the training set, the more information of recordings collected on each day might be diluted.
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4.1 Length of epochs

When choosing the epoch size in the preprocessing step, we did not know which period
of EEG recording carrying much discriminatory information while subjects lifting their left
index finger. There were two periods we chose to use: “-100 ms - +400 ms” and “-100 ms
+900ms”. The former one concluded most responses of a movement, while the latter also
concluded that as well as the post-movement. However, we finally decided using the latter

one because the accuracy rate.
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Figure 4.1: Performance of the identification with different epoch lengths using different

features.

Figure 4.1 shows the correct classification rate of the identification with the epoch cut in
these two periods. It was obvious that the SVM with shorter epochs performs better than the
SVM with longer epochs when using raw data and DWT as the feature. In contrast, while
using the other features, the comparing results were totally opposite. The classification
results with respect to the SVM using other four features showed that longer epochs cover
more discriminatory information.

Moreover, the identification with longer epochs using BP (we evaluated as the best
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feature in Section 3.1.1) as the feature was about 10% higher than that with shorter epochs
at single-trial level. Although the gap between them was almost eliminated when averaging
nine trials, we still chose “-0.1ms-+0.9ms” as the epoch length. Because the more trials we

used to average into a unit, the more times it took for subjects to lift their index-finger.

4.2 Number of candidates

The candidate selection step played a significant role in our two-stage identification.
The number of candidate became an important issue. The issue contained “when should

the system constrain to choose candidates” and “how many candidates should be listed”.
o When should the system constrain to choese candidates?

The first question could come out with a statistic solution. After the classification step,
we got a list of classification results and the corresponded likelihood probabilities. That
is, for each classification result, we had the probability which the SVM classified the input
based on. We computed the mean of the likelihood probabilities for both correct and false
classification results. The values-are respectively 73% and 42%. Therefore, when the
SVM classity the input with only 42% likelihood probability, this result might mostly be
incorrect. On the opposite side, we can trust the classification result if the SVM classifies
the input to a class with the probability more than.74%. According to the above opinions,

here were two thresholds we can-use: 50% and 80%.
e How many candidates should be listed?

In this study, the number of candidates was also set with a statistic result. Based on the
likelihood probability of the SVM, we could find which position in the candidate list or-
dered by the likelihood probability the correct class of the testing data won. Accumulating
the places, we got a result shown in Figure 4.2.

We could observe that more than 95% of the correct class would be in the first three
places. Therefore, we chose the three candidates whose probability was the largest. While
the fixed number of candidates is not the only choices, we also comparing the variable

number of candidates.
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Figure 4.2: Accumulated percentage of the position of the test data in the candidate list

ordered by the likelihood probability.

The variable number of candidate was deciding by the accumulated likelihood proba-
bilities. We first sorted the probabilities in descend and then accumulated the probabilities
beginning with the largest one until the sum.of these probability is more than the thresh-
old. The thresholds here were also set.-by the same way with that of the fixed number of

candidates.

Table 4.1: Performance of two-stage identification systems with different criteria of candi-

date selection.

Verity type SVM 3NN
Num. of candidates fixed variable fixed variable
Threshold 0.5 0.8 0.5 0.8 0.5 0.8 0.5 0.8
TAR 87.83% 83:29% 90.34%" 81.64% 88.36% 84.15% 90.39% 82.08
FAR 551%  ~4.35% 7.44%  4:54% 551% 4.64%  7.58% 5.27

For the two-stage identification system with either fixed or variable number of candi-
dates, the higher threshold (0.8) can lower the FAR but the TAR even more. The two-stage
identification system set threshold at 0.5 can decrease the FAR and also maintain the TAR
(comparing the simple identification system shown on Table 3.4). The two-stage identifica-
tion system with threshold at 0.8 and floating number of candidate was the strictest criteria
for the classifier in the classification step. The SVM should classify the input with more
than 80% likelihood probability— otherwise the system would verify the classification re-
sults with the most number of candidates. However, comparing to the identification system
with the same threshold and classifier in verification , the fixed number ones had higher

TAR and lower FAR. It was obvious that considering more candidates does not help more
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to the one-against-all verification step.

Overall, the higher, or said strict, threshold can decrease more FAR but also sacrifice
more TAR. If the correct classification rate of a classifier was quite confident, combining a
lower threshold would apply the system more safety with a lower FAR. Additionally, the
number of the candidates also depended on the correct classification result of the classifier.
It was useless to choose too much candidates. In our two-stage identification system, the

best number of candidates is three.

4.3 Relationship between EEG data and their acquisition

dates

According to the Table 3.8 and Figure 3.6, we could observe that the decreasing ten-
dency was not really related to-the interval between the training and testing set. Because the
performance evaluated with the testing data acquired on the third day (56.7%) was higher
than the performance evaluated with the recordings collected on the second day (21.1%).
Therefore, we used 10-fold CVC to classify these 19 groups of recordings labeled by their
order of the acquired day. The classificationresults were shown in the form of the confusion
matrix and we converted the matrix into an intensity image (Figure 4.3).

In Figure 4.3, the brighter meant that the more data were classified into that class.
We could observe that the ‘blocks on the diagonal line were obviously brighter than the
remained blocks. There might be some'differences between data collected on different day
for the same subject, so that most data could be classified into the class labeled by the
day when it was acquired. While the correct classification rate of D7 somehow lowered
than others, and the signals of D7 were classified into the class around D7. This result
provided a reason to explain why the "D1-D7’ classifier achieved the local maximum of
the performance. Because D7 had the information similar to other days, such as D8, the
information we learning from D1 to D7 would similar to that from D1 to D8 so that the
'D1-D7’ classifier had the performance the same as the performance which the 'D1-D8’
had. In Figure 3.6, when we used the recordings collected on 13th day as the testing data,
the ’D1-D6’ classifier had much improvement on the performance than that of the 'D1-D5’
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Figure 4.3: Image of theé confusion-matrix with respect to the intra-subject classification.

classifier, and the *D1-D97 classifier had the highest performance amongst all classifiers
with incremental leaning. We might assume that D6, D9, and D13 might similar to each
other. In Figure 4.3, the brighter blocks on (D6,D13), (D6,D9) and (D9,D13) also provided
an evidence that these days shared a part of information so that they would be classified
into each other.

Based on above results, we knew that the.information carried by the EEG would change
during times, but these changes were not totally independent to the past. Sometimes, the
changed information would similar to that of someday in the past. If the change of EEG was
moved in the circle, maybe it might be possible to collect enough group of EEG recordings

which can covered all the situation of this subject.
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Conclusions
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In this thesis, we have proposed a two-stage system for EEG-based person identifi-
cation. For classification stage in the proposed two-stage system, according to our ex-
perimental results of feature extraction, the combination of BP and ARS8 can extract the
most discriminatory information of human brainwaves. For the verification stage, the best
threshold of the likelihood probability to choose candidates has been set at 0.5, and the most
ideal number of candidates has been fixed upon three. In this way, our system can lower
the FAR while maintaining the TAR. To re-represent the data distribution of candidates, the
LDA has been applied and the re-representation step can further facilitate lowering the FAR
while maintaining the TAR. Additionally, the two-stage identification system can correctly
detect the intruders at 66.7% accuracy rates.

Amongst all features we applied, the-most stable one is the PSD, which is shown by
the classification result and the ratio of the CV of a single.day to.the CV of the three days.
With the most stable feature, the longitudinal adaptation contains an unsupervised method
(adaptive system) and a supervised-method (incremental learning.) The adaptive system
using PCA in the adaptation step can very much improve the accuracy of the EEG-based
identification system by 5%. The performance of the adaptive system using DA in the
adaptation step has not much improvement. However, when the time interval between the
training and testing sets were longer than one year; the best longitudinal adaptation was
the incremental learning.< By training the decision model with EEG recordings acquired
on several days, the identification system with incremental learning reached 60% correct
classification rate. Overall, the EEG-based identification system using incremental learn-
ing as a longitudinal adaptation can improve much more on stability than that using the
adaptive system. However, the unsupervised longitudinal adaptation (adaptive system) is
more practical for the system users since they do not have to provide another group of EEG

recordings to rebuild the training database before entering the system.
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