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Effects of Handover Schemes on the Latencies of Inter-network

Handovers

Student : Zhi-Hao Chen Advisor : Dr. Chien-Chao Tseng

Institute of Computer Science and Engineering
College of Computer Science

National Chiao Tung University

ABSTRACT

In wireless networks, a mobile user may roam (or so called handoff) from one
access point (AP) to another one. These APs may attach to different access routers
(ARs). During handoff, a mobile user needs to authenticate and associate with the
new AP and switch ARs, if a differént’AR.is involved. This handoff procedure
takes time and may cause network connection of Internet applications deferred or
even broken, especially for those video/audio -streaming applications, such as

Voice over IP and Video on Demand.

Many researches have proposed fast handoff mechanisms that can reduce handoff
delays at link-layer, network-layer, application-layer, or combination of them. In
this thesis, we will first apply those handoff mechanisms on our testbed and

measure the actually handoff delays to analyze the effects of those mechanisms.

In our measurement, we use several wireless LAN cards with different chips and
various APs of different venders. We measure latencies in each network layers and
compute the average latency caused by each layer. Moreover, we encounter some
interesting constraints that are imposed by different operating systems. These
constraints may limit the handoff performance. Therefore, we also provide

solutions to eliminate these constraints.



It is always difficult to get everything done at a time. There are tradeoffs for every
handover scheme. First, we discuss the strength and weakness for various
handover schemes. Finally, some suggestions will be given for the mobile node as
well as the network operator. We suggest what handover schemes would be
appropriate for mobile nodes using some specific application or under some
specific environments. Moreover, we also recommend the network manger about
how to configure the whole wireless network environment so that they can

provide mobile users with a faster and more satisfied wireless environment.
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2.2 DHCP #F1ji /1 5

2.2.1 DHCP %

DHCP(Dynamic Host Configuration Protocol) }%Lffui_ 37+ RFC 2132 F'J%‘fﬁﬂ o T;’T
ﬁ‘[H— DHCP f9RUNRLA ESH B ,dﬁﬁﬁl >, ch_[ﬂ“l‘*—% 24 | ~E\jj‘:ﬁ]],l§£%ffﬁliflj’:ﬁu
@mﬁﬁ°¢wﬁﬁwiﬁﬁ“ﬂ%@ ﬁ%ﬂ*ﬁ%ﬁ@ﬁQWﬁﬁ»wﬁﬁ
[t DHCP Server 7 A Mt VFip=ee ™ (P poalees i oo {2 R RS 1 “l[ﬁ'wfﬁ”

;gﬁ%Pﬁﬁﬁm %#ﬁ%ﬂﬁ[J%Eﬁwmp1Wﬂ%w@H,%WJﬁ

= | #[] 5 /= DHCP Server ({5t afdie o 4% @ TL1T)AUFRL D B £EH A o
HHYETAY(Figure 2-4) » {{i™ [ # 521} DHCP Discover [IVE] & £LI'] (Source: 0.0.0.0,
Destination: 255.255.255.255) £ F=ff & Ol of 4147 FL Hi [l st i DHCP
Server Y[ RHRAE i » (N0 <) AR TS o U] S (B 111.2)
*/‘Ilj 'lﬂﬁ SEYH ] H - DHCP Offer i BAfffE i 17| % B(Source: 1.1.1.1,
Destmatlon. 1.1.1.2) > f{iH]H Tfi?%?lﬁﬁ SRR J’{l‘ﬁﬂ b g 24 %‘Cﬁ’ﬁi Offer iL_EH’ﬁ
Flelfy e



YN S E] 2 (55 Offers fiPZ £l — » S Offer fJ Server F 1} Request »
lg]ﬁ DHCP Request Ff Waffes o ﬁH“ }’\’Er'r ((Source: 0.0.0.0, Destination:
255.255.255.255) o = RRLAEL RN EJ FP_:? Server [fil Ack NI 'FJ:E'Jiﬁf[E'
Offer [* Jf PRI b drefe ’E, Fle RURRE o Hsthff &) - DHCP Server i‘_ﬁ@%éﬁ &
HE Iy By ﬁ option: Server Identifier =1.1.1.1" < {[% lglﬁﬁ B i i@j B 131 &f-
A 11,11 Y Server Hrgll v RIS - f8 & Server [y Ack = 47" option
DHCP Message Type” [l Offer £ Rt fl?fc~ - ARV o

Discover Offer Request Ack

Source 0.0.0.0 1.1.1.1 0.0.0.0 1111

Destination 255.255.255.255 | 1.1.1.2 255.255.255.255 1.1.1.2

Table 2- 1 DHCP Message IP address

MN DHCP Servers

DHCP Discover

DHCP Offer

A

DHCP Offer

A

Choice DHCP

DHCP Request

A 4

DHCP Ack

A

Figure 2- 4 DHCP message flow
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Uil "'“ﬁf}mﬁﬁpﬁ#i =} Mobile Agent i3 [ﬁ" b 1k o



2.2.2 The IPv4 Subnet Selection Option for DHCP

it RFC 3011: The IPv4 Subnet Selection Option for DHCP §] ll/ﬁ DHCP options
%J@"JLIT~ :‘E{;{aﬁ’m option » *JjiiERL” Subnet selection option” (SSO) ° iﬁ]’ﬁ option
TRANE N 'iﬁiﬁﬁ' 3%t DHCP Discover Ui i ') f e LEEAHRIY
Subnet - HES f ILFH[—{ RFC fi Jgﬁig&q PR {&»q[ﬁ“ FISENE ] i_tn f [ﬂ Eﬂj}ig‘r
% A A R e 2SR T AR IFH[—{%{-%\FU option s foI 32 B T fil
SIS PURfes o b e Bﬂﬁkﬂfc (AfFH a8 Al B 424 21+ 7 = DHCP Server
FIERY - SN T st TR 4 T
“Fﬁ*ﬁfd ILJ?F@“" it =YYl © Table 2-2 4825+~ Subnet selection option [ Code £,
option fIV [(*fifi » Length £l i1 & ﬁ[ | F‘»ﬁ YL > IPv4 Address £} 32 5 7o fAIsi|
#x(subnet prefix) °

Code | Length | IPv4 Address
118 |4 Al A2 A3 A4

Table 2- 2 Subnet Selection Option Frame

2.2.3 Relay Agent Information Option

it RFC 3046: Relay Agent Information Option i /[ option ~ L& %f DHCP
[T AR IR o 'ilF;Iﬁ REC (157l [T Option fLEREUA 2 1[IV > fi
)2l fi# DHCP Server £ #77°¢ Ao o fil-o fﬁ (i
DHCP relay agent i’ ') }I—j = [t fﬁﬁ?&?ﬂ ffoH A ’??Eﬁﬁl 4 DHCP Discover f85E 5 ,
([3ffisi 1€~ [y DHCP Server - Relay Agent f 5 FIfitalsi* |7 | i DHCP
Discover ~ DHCP Request Ff & "] unicast {1 }}Fi@lﬁ?ﬁ}l i Agent ;%ﬁﬁfj‘fﬁf« Al o a1k
[y DHCP Server » & &' F|Ff e [1 217"~ [ldf Relay Agent Information option i
(Table 2-3) - DHCP Agent SH{filifssiivfil = | #HL DHCP Server — i A%
i [l H T 4 E% Agent = Server fiV [ﬁj%ﬁo

Code | Length | Agent Information Field
82 4 Al A2 A3 A4

Table 2- 3 Relay Agent Information Option Frame

I'| ™ 21 Figure 2-5 % Table2-4 i## Server = Agent J[I{f i {H afff# i H- l@ﬁ% DHCP
Server A EL*ET,’J 1.11.x )% 1.1.2.x El@%ﬁf}iﬁﬁifﬁi osfEE b i DHCP Server C #2487 i
R O B R QU L ISP i ik
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DHCP Agent f'I ;F%Lq;ﬁll_j (i T IFlp Server » ifiERL3: DHCP Agent ﬁ?ﬁ‘@%‘gSSO
T [ﬂ ﬁjrﬁ&pﬁ;[ﬁu& b t%{j\ﬁlﬁ?ﬁj [H f*y DHCP Server -

DHCP Server A
11.1.1

DHCP Server C
1131

DHCP Agent B1.1.2.1
(relay to 1.1.1.1)

DHCP Agent D 1.1.3.2
(relay to 1.1.1.1 and 1.1.2.1)

Figure 2-'5 DHCP Server and Relay Agent

FURRE A5 aais | DHCP Discover T 5 & 3 SSO | Server, Agent #f S (=
1.1.1.x No Server A A i 4
1.1.1.x Yes, SSO =1.1.2.x Server A R AfEE fF f-
1.1.1.x Yes, SSO =1.1.3.x 2%
1.1.2.x No Agent B 8255 Server A
Server A '“ﬁfj"'s‘, b -
1.1.2.x Yes, SSO =1.1.1.x Agent B 8255 Server A
Server A “ﬁ%‘"‘ =i -
1.1.2.x Yes, SSO =1.1.3.x Agent B 8255 Server A
Server A T {1V
1.1.3.x No Server C ?E_{’ﬁ A S 4
1.1.3.x Yes, SSO =1.1.1.x Agent D LS5 Server A
Server A A G 4
1.1.3.x Yes, SSO =1.1.2.x Agent D S5 Agent B
Agent B ;=55 Server A
Server A ’ﬁﬁE‘f‘, b -

Table 2- 4 DHCP and Agent cooperation
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2.3 Mobile IP T‘E'E*;EJ;"E%J,

2.3.1 Mobile IP ff&=4.

PSSRV Mobile IP B B RVELFE ST VS E}ﬂ;ﬁf_ EEEE
BETBUUER T it Jrrgl*@f%k o ‘?]ﬁﬁrwf\_ﬁ I IETF(Internet Engineering Task
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(Home subnet)ElfJEf fflpli= E{*Jéﬂ!ﬁ e 114 o i Home TP)I&52 59t psft
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T R TR i £ AR s 9 IR P (R TRk A

B IR B o IR IP—in—IP Elfﬁg&jﬁu;[ﬁiﬁl’[ﬁﬁﬁp TR T Jlg&_jﬂﬁy s o
= gm gﬁgﬂl— o

i ‘*JS{T%#?’“J [N }Iﬁ]’ ¥ &2l Home Agent- foI7f Home Agent ™|~ ‘*J;Wl@%‘:ﬁéf g
o SR SR I R Correspondent node, CN) = agfie e i = Byl
%%@QHW%m,Ilﬁﬁﬁwﬁm#%~gﬂﬁ@%ﬁg%kﬁwnﬁwﬁ
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4 )
= =
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Figure 2- 6 Mobile IP 17’«5’[%
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Ef[ R A S EATR AR Agent Solicitation SIE
2% | Mobility(Foreign) Agent V7 i - AFII"E | Mobility Agent ¥ 7 Elf%ﬁ » Mobility
Agent BT}‘:'I*E? [pI%if Agent Advertisement it FUaTRl e I EDETRIPY T RS o 1Y
£% Mobility ﬁ AR ?4 % Agent Advertisement- i~ EI*J Sﬁ'&ﬂfﬁ‘ I ?FEL?%Z;\F% (lit @ﬁﬂ’?ﬁﬁ
fY Agent Advertisement s Z{|%rf ‘ﬁfj EIU%’:FﬁE'%‘[ b iHRL P 5 Home Network ﬁ?il_
Foreign Network °

2.3.2 Co-located CoA

i 1 FOATRAREE A S TR i | RS VR g TR g
ﬂ%[ E'J DHCP [EIU&\%T"]H?V fg %‘E{fjﬁ}ﬁ?@%‘l r'j" 1]‘#0}5{;] l%%[ E'%‘[ r'll‘r iﬂ—‘?[{ [’LE Co-located CoA [HJ
Home Agent fé.?F%P'J ElfJEI*J (> Home Agent Eﬁﬁffﬁ A fl IP-in-IP tunnel }{‘5]’ Hf ey iff:ﬁ’[i’(g’ﬁfi
SRR B b R

MN HA

Registration Request

A 4

Registration Reply

Figure 2- 7 Co-located CoA registrations
2.3.3 Foreign-Agent CoA

Figure2-8 7 ﬁ% (= WE{*J%@%U T il FAliss RO T oRLE
cFA(current Foreign Agent) Er[ i E@%Ué%ﬁfﬁﬂ % e :‘E'lii_%ﬁf}iﬁﬁ? | Foreign
Agent > 7 Eﬁﬁﬁ%ﬁi“? il %[JE'JiF%['[E{ Foreign Agent fitfELR[UEN = 5 R4 AU
it HEL Foreign Agent fé?ﬁ%til'] » Foreign Agent Tﬁ FIi 3 Bl Home Agent l'é?‘ﬁéffl'] fi~
il RS zﬁﬁf ffiRLF[H | Foreign Agent Fafs i iﬁél}’ (B éﬁ%ﬂﬁl@ i iHp L PR

Home Agent fé.?ﬁ%iﬂj Y Bﬁf?ﬁéﬁ’??ﬁ'ﬁﬁ Foreign-Agent CoA -
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Figure 2- 8 Foreign-Agent CoA registrations
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Figure 3-1 Probe Procedure
Authentication ~ association :
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Transport layer session re-build

[';_l,‘/(%h I—E-[E[(]j}‘h s |:§§ﬁé:7{*‘g’g—il$?7‘[ L4ﬁ| F[ J}%LISF“:—? IH‘lj\_ﬁ t o lﬁli—i[[lﬁ\l ,i"f\ U HJ
SOEE R A T ﬁ” AT [ I ENAYRLTE Address configuration
iz ’??Vr% TR G - BLF[H ] DHCP ﬁ&fq:ﬂ |*'| Mobile IP Foreign-Agent Fr i Ja\fﬁ
B A TR 7T A R

1~ Y RLF] | Mobile IP Foreign Agent W72V i fusfif o g1k Hip ! Jmﬁ@f‘ﬁjﬂ )
AR AR (= o [NEL Home Agent I*Af A]7feI] @iEE] Foreign Agent » [fi
Foreign Agent fﬁ I RS F[

7AN D%\lf(_ﬂ]” | DHCP &Qﬁ:”ﬂ?‘fy@ [Lj%ﬁffm& b gk ﬂﬂg“}:%b Elﬁﬂ;d—‘%ig o

L UDPEAGHE o PRSI RL " UDP « MFIN 0] 1 5 23
RECAGURT AP R BT 12 R )
%\[lﬁlﬁryl [/Fljiaa{,j I {55 ﬁf}f’f‘,ﬂl—ﬂ;ﬁlﬁr@é{ Lﬂi Itﬁ_ﬁ\ﬁ%
(91 = VoIP) > i % @ﬂﬁ‘ﬁ'ﬁ@%l%%ﬁ?ﬁ%@% o o
ko &FIJH %wmjrig[ﬂipg bk_ﬁupﬂﬂ,jw%mwﬁ@%— 1
Y H PIAA AR o S i PIARIRTHNETE -

i TCP st ,T%F' 2 IPRER TGP ¢ Eum S 1 4 ‘l/ﬁr]EJ?"EJEIfJ
TCP sl - HEICP SssURaRLl fAes o HHebigas - P o
A i]fﬁﬁ%fk?iﬁ%?& AR AR

Application re-registration

=R AN IR R J%Jz’%liﬁli[[['ﬁﬁbgb I AR e RS (1)
JI' Microsoft MSN -~ SIP Proxy) ° E‘E\%fm?@‘? b - i f:,;g;ﬁfﬁmj , Fg FLPI
P A I AR 4

P E fulatencies - Z5 1) iy Figure 3-2 #- -

- 18 -



Probe and authentication
Application registration
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Figure 3-2 Handover latencies

3.2 Date link layer handover scheme
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3.2.2 |1APP
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3.2.3 Location-based Fast Handoff for 802.11 Networks
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3.2.4 A Seamless Handoff Scheme with new AP Module for Wireless
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3.3 Network layer handover scheme
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3.3.2 DHCP address pre-configuration scheme and handover
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3.3.3 Mobile IP Foreign-Agent address configuration scheme and handover
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3.3.4.2 Bicasting
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3.3.5 Mechanisms and hierarchical topology for fast handover in wireless IP
networks
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Figure 3-3 Architecture for a ‘hierarchical wireless network
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3.3.6 Mobile SCTP
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3.4 Application layer handover scheme
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3.5 Cross layer handover scheme
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4.1 Experiment environment
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4.1.1 Measure tools
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igii_ C —:EF; [19FF7" : gettimeofday(struct timeval “tv, struct timezone *tz) > 15[/}
EE
15

Y% micro seconds fi J*%”F’E@ 25 gettimeofday lﬂ[[:—{j}'[?hq& E VRV PLFER
.‘;«;L—%’ T EG FIRIEIE N RS Tms T

5 P PR PR ! PR B ] 7 gettimeofday (tvl, NULL)Z
gettimeofday (tv2, NULL)[{1[&] » f i tv2-tv1 > JiFf* I HE ULHW | IF’?}”’,LELJEI*J
(e DRI -

4.1.1.2 Ethereal

iﬁfg_ Linux A fiu— [l network protocol analyzer » fi' I'|FEZ} {7 A6l
FHAYEREL » lﬁ]ﬁ analyzer & G2~ [Pl RE analyzer BV [Ivpg Féﬂ%ﬁ’ IF;[,I[E{IEHJE
[T I A% micro seconds [IVFEES

R R A [ﬁ{% %, monitor mode ™ ° }f’ﬁi—channel & YR T
t T‘ilﬂl[—{ channel f[ 1" IF TIGERYFEL © TR layer 2 fiY probe - authentication
association message {;{&f\_ﬂ 7 2 B ﬁﬁ‘ Iﬁﬁf [ AVFRE Jﬁﬁp (ICMP ~ TCP ~
UDP - DHCP Discover...etc) » ﬁ f'lI'JF ethereal FEVEFVEL | F’\ R SRR

SRR
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4.1.2 Linux Fedora Core 5, kernel Linux-2.6.16 constraint

Il

gl \Gc‘ﬁ%gf"g'f'%iﬁﬂ?ﬁﬁf?‘} (P32 = IP '] 2 router ,"‘%’Zﬁ"g |- Bi- F
I Tl %!*ET ISR SRR 0 e ARP (e S5 pr
router i 7 HIE MN i MAC > DJH“}HP’?*% “Frrouter ﬁ’*ﬁL (R L;F\ MN #+IP
ENEQ U #ll? Tl FEETES 7 | S i IP pre- conﬁguratlon L Jocation update 3]
7 home agent > home agent F’?l_qf[ié’?IP puft e+ ﬁ FRIES router T S S MN i
MAC |fij=. Ao

IF% VAR (M55 V2 Linux fy TCP/IP protocol stack ~ ARP f IJ&QTHJ r
R ARSI R TP POV A 5 SR AR o AR PO
SR R AR K R 8 TP Ol e gk

IS (e as e

( usr/src/kernels/linux-2.6.16/net/core/link_watch.c)® -k £l "R £ F’fﬁfﬁ?ﬂ
Y driver -0t J}-{—] ﬁ,t,{ carry on - carry off |f JIH’?‘/ message storm > Fﬁ H[J}H“[ﬁ“

JF Hlﬁ’rﬂ?fgﬁ ILJEI*JVE{Hﬁ‘[J - FRERE %o “JBL}aE_%‘ﬂ—JnFﬁ"' f* interface queue

TP pu- FRE JF 1P Lock [Zes TEL [ AR L‘}E{—Jﬁﬁpj\_ﬁ_ interface queue (==

Frmi_ Flc I kernel %I%ﬂ]} il router MAC|HrgE{ 13 ARP-request ¥ & > p‘/i_}%llf /{f

router ol F|L i MN MAC (¥ ARP request)

%ﬁbﬁf[ﬁ{ Rl | 0 Latengy - PRI B OB o [NEREFTFRL 19
T” i Ees S LGV handover o [LTEIE RV ES T‘i‘:lﬁfﬁ%’%’gﬁ”
Lmux kernel (1> # ™+ ”Eff PR RT3 H’PJ%@NFJ%J;%%J , iFf %J'T?IFL

0 4 R S

Ba" lFﬁ}{—J kernelf[llﬂﬁ [ﬁ“f‘,{ IJ&&ﬁ‘Ug%@ﬁf FUELF|]H | counter "@gy=. [Hﬁk FRI et
e AP 8 YT interface queue 81 T ¢ *;_pm' J%ﬁﬂﬁl

FLTEATYHNES IF'TF]&F; Lock fiy 1 7555 100ms » ﬂﬁxﬂﬁzﬁlﬁ_’# '—’?f@l[ﬁ{ﬂ ik I@fﬂ

100mms {roiat-» iy (A [FPORERE T2 ) MN =3t TP B T 211, ARP F cp
4 EE‘JFHJ router [ MAC » | '—Fl %% router ZEUFHJEJ ARP request °

4.2 Data link layer handover latencies

4.2.1 Original Wireless LAN handover latencies
| 1ji|v Data link layer handover El’ﬂ“ué?'fﬁfiﬁﬁ fHl= oI e = ['[E{ﬁ[ﬁ {7y :
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- ﬁiﬁ?ﬁﬁ *Ja‘?ﬁ&g‘ﬁ‘"’q&uﬂvﬁ& HIFr e R F"ﬁﬁfﬂ =
FEGSR2L i 1 9 5 l osf- 7 P9 Detection[ SR @ T [l - (AL R
902msH [ﬁ{ TE i ;,;”4_;,[ e A A (Table 4-1 Handover tlme of different

WLAN cards) °

B AoR

1A l'[ﬁ'ﬁﬂ DIIpRLE A R F’i I’éﬁﬁ’ﬁﬁ'lﬁﬁﬁ (> Table 4-1 Handover time of
different WLAN cardsFmjf] & IJEEKTFEFT ==/ lfq_ﬁ] iﬂffg C T RLE IFF [AY 11 ffet
PR © YRR 802,11 FflIL uffa#li 5 gL b minimal
channel time - {[! 11*(minimal channel time)f | ™I "ﬁ“ﬁ&wfﬁ“ =y 32%!%%17
channel switch > #ﬁ]ﬁ@ﬁﬁﬁjﬁiﬁﬁﬁ&fﬁéﬁ*ﬁ 288msfi ©

T ZG (M 1e TpY probe IEH T > % Eu&Fpu?l’fQ_%: Z 9 MfﬂJ Fpuj’ FIVRFFR Y
API - IF%[[E{ API L{#E prism 2 [V host AP ﬁ”?ﬂf’?ﬂfﬁ@ > APL AR fH JﬁJFJ‘“
FR LA S T T PP APT S ZUfFT channel [[Ifi probe # ! > - =S
i F"H N ‘*E’Fliﬁ’&&ﬁ EAELEE Eﬁﬁ”ﬂau o o FY (PRI R A D Mfﬂ]
SCRTHEH Y APL > ”}H [F“API J,J %7} _F gettimeofday fi J? Ao T HE U}f‘
f- (AR 71 6Sms iR 7 11 (R DT 700ms -

5= ]'[E'% (77 ik ffrauthentication®associationf IJEf o 7+ Table 4-1
Handover time of different WEAN cardsfi~executionf|1{=# ¢ | HER MELe |
SRk associationElfJEf b ST J"J[I 3 authenticationElfJEﬁ ft] »

D-Link Spectrum Zoom Air | Orinoco
Detection 1630 ms 1292 ms 902 ms 1016 ms
Search 288 ms 98 ms 263 ms 87 ms
Execution 2 ms 3ms 2 ms 1 ms
Total 1920 ms 1393 ms 1167 ms 1104 ms

Table 4-1 Handover time of different WLAN cards

T IS PRI E iﬁ%ﬂ FI¥]+" Linux ethereal < 3E[J£' B [ﬁ‘f DO Rl = 1Ak
ARSI AT A F%t—t’;, monitor mode > {DJF%{—"' Aol ﬁ,E.JF A HRIEALPOsLE -
lﬂﬁjj (e I sl — S S ARAEE L B Al LTI authentication Request
= association Request » [’ J‘}Ll'ir?ﬂﬁf'\?ﬁ'\ﬁ'?v%ﬁﬁ’?[ﬂliﬁj/ authentication
Response = association Response ° i+ ethereal lﬁ_jﬁé ﬁf{"ﬁé}ﬂ I'E Jﬁq’ﬁ f—%l%éj {lit

message [V » =5 R ABSE IR ROME O 2 drssB ] -

- 31 -



S PR R P authenticationffi* [WEP key - ﬂﬁ’ﬁﬁﬁl?ﬁif ' ?ﬁéﬁ'gvgﬂf’ﬁé
ﬁ YR [T Eethereal TV U L }5_3:%[j 14 70ms - ‘?]FEﬂj | EIJ £33 z-com
lﬁé‘» il AR Y AR A prlst FEI#I H ) firmware T &9y Jresetﬂi«;r
b ’5“ i AN i |ESSIDAvE 764 TVEF i 4 E}HﬁrmwareHIﬂJstatlc
configurationf 1 i Fy - “J fiERL firmwarefs! {5 7 ?Yg@ ° iﬁﬁresetﬁl JEJJ: e
w‘%‘:%l 50ms > “JB“}*—,@E& PR fVlayer 2 0 RIS PIE T ﬁfﬁl B CREY
’TV Al JT? ﬁl’él“\ g g 1 Table 4- 2 < f i fliflayer 2 1974 SRR
Sl =¥ Figure 4 - 1 time of layer 2 handover °

AP vendor 3comEuro D-Link /-Com
Authentication 1 ms 1 ms 33 ms
[Association 1 ms 1 ms 61 ms

Table 4- 2 time of AP handover

MN Neighbor AP

Probe Request
(" —>

Probe AP W
65ms~710ms <
Probe Response
\ /

(o current AP

Deauthentication
NEW AP
20ms~150ms < Authentication —>
4
Association —>
. [

Figure 4 - 1 time of layer 2 handover
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P~ jiptfEsection 3-1 ArgifH v ‘b layer 2 handover latencies ﬁl‘J&\}*ﬁj[H\iEU lﬁﬂi
fé\%ﬁﬂﬂ’ﬂ’ﬁﬁ ‘PP~ handover latencies :

4.2.2 pre-probe

"] 4.2.1 ARy probe API i ij[ LF—*«] T Uﬁ,fﬁﬁlé??‘ﬁpgﬂ[‘ﬁ » B) - fﬁﬂfif‘»ﬁf’?
Eﬁu R T 65ms - ;ﬂ 65ms TRIIRL T e MR FUR AR st S JEJJ‘

iﬁprobe ElfJEJJ‘ PR R > FRET 7 25 R handover i {3 pre-probe
“Jm\?i#' 5% 65ms | Uﬁff Hf\_ﬁ A 1 & 65ms ) ﬁ\f,ﬂhandover R JEHJ:F )

R H [Eil "] video (audio) streaming Elfl TER R = Exjj;é’%??f‘ﬁ\ﬁ[ Ve o IV E T
it handover g (& JEJJ: 5 . lﬂl[—{glﬁlﬂi i

T 65ms [ LR AR SVRIEL UDP i b ol 255 = Fafiil - Il U5
TV%I J re-transmission - gy F{I re-transmission time [N ] ST f,’g}l;,ﬁ}»‘:'fvgl!—fjpik[ﬁﬂ
ORI S5 65m {1 AR AR it e

4.2.3 IAPP

g IAPP (B [ SEHBAPD 0 AP - ULtk B T
AP o B Ty lFﬂi_ﬁ*%q%ﬁfﬂpJ@ﬂﬂIﬁﬁ [FL[ = nJ;i,#; IAPP fi4
AP EI”T%EIF%"E[UEELW'?TH\ HIE -

IAPP [i E o 7 RADIUS server Frf{H i J&kﬂj{_p FH-Lfit-authentication ; j‘FF [l R .
handover gﬁj['Eﬁf HiRd A IHFEB IJEfF o I a:jL%ZJﬁ layer 2 handover Frkyilf IJEfF
HEEFT 70ms | IJEJJ?F

4.2 4 Location-based Fast Handoff for 802.11 Networks

iﬁgﬁﬁﬁdf BRI ORI — (R85 VB IR fo‘*erﬂs probe [T a5
P TVRIRIEE ] R -

725 RSB R  F R PAORUAIRS DR R R A S R
*Eiﬁﬂgm AP iU L A Eﬁ%&l?ﬁﬂﬁw N

il R I’Fﬁﬁfj‘?ﬁﬂ T SRR AR VR RL L i - A T )
:;f probe F[ JEﬂj ]EI lﬁ'i_}{—] probe IJIEHJE | ;’f/:ﬂ handover [/F »“‘JELjEJEQ_{FI &
probe &J {5 H ng 65ms Fugs.
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(BS u ] AR T RLE F‘ﬂ’lﬁﬂﬁﬁi’%ﬁ& AU PR T S 638 WER
FPS mllirf[; 7 [IFOBUSE 0 AR AP T E) OB HRLY
R RIFSAH o g ﬁh”ﬂﬁ ﬁ%f’ﬂﬁiﬁi’ Al wﬁ“z%”fﬁ%ﬂi R &
LRI

f

4.2.5 A Seamless Handoff Scheme with new AP Module for Wireless

iﬁ[’ﬁiﬂifﬁﬁﬁﬁ fQ_}{—J probe EJP*J[ e fl 1 AP _FRUBTZ 3 antenna E Rlzgi‘éﬁx B T
11128 2T 2. FASEI0 AP » 561 5510 b A5 R 2 ELS O
£ ijr “Jﬁjaﬁ_rinﬂglﬁé{'@f'—éfﬁ‘j_ IR A [J* AP E@‘L ?1/ antenna °

T[] AP 3= ¥ antenna ¥ [Sﬁ“?ﬁ@hﬁf&#%gﬁgﬁr A » dleighaty 2 56y
’TV%H |93 IR {7 Bl J?[ﬁ%g‘ FiT AP AOFABETE PJFF”TP IR S AP
= AP2 a8 F[J|7E1}Jl§f%1'rn§-’75ﬁ3§{a@ HIEN fgﬂ,ﬂggg{vgﬂ;g ) :g_

YR F TS o *ﬁ"ﬁnﬁl’ HIFEZFVET AP2 it trigger handover Vg [ » =25 *Jéﬁ
R trigger handover g5 v E&f N 2= W FEFS T AP2EE APL g g

%#HLEIF TR éﬁTﬁfﬁaﬁL AP2 [iY authentication ;J*J (o

NEREFDT- d= G A ?  handovet | &%ﬂﬁ 3=E,I fitprobe » Frl JIFPHf s
%y IF'EPE[J;l ethereal PR sy B A bl Fﬁ'lfﬁ”é/lj HF65ms fOfE A
Eﬁ o ™ ' handover ;H?EHH& Pl authentication | IJ«;L—’%E%F ] 4ms o

4.3 Network layer handover latencies

4.3.1 Original Network layer handover latencies

Layer 3 [u 4 a5 55 4 = {7 : move detection ~ address configuration -
y by = g

data delivery » 5™ 5 {F{IFE i v g g 1 oo g
4.3.1.1 Move detection

’5[ (| e E§J +" layer 2 handover =555 55 » (' I' |34 éﬁﬁ[ﬁﬁl;ﬂﬁ*;'éﬁgﬁ\gwmﬁ
Y RLF ] “ pmg ??’ﬁtﬁ‘pﬁﬂ A VR PR o PN S R o R
q.e ﬁi‘ﬂ’éqfﬁ*ﬁfa it iﬁ]’[ﬁ'g'J ping MY H3# kL1 second time out &} 2=
Al R B - gkl 4T Ui #G move detection R fol 7

FY TR o
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4.3.1.2 Address configuration

4.3.1.2.1 DHCP

S [F7]]" lethereal f {1 &1 7~ B R 2 DHCP messagefi [ [Hlkh (Figure 4
-2)

MN DHCP server
______ DHCP Discover
400ms or T
6000ms
______ DHCP Offer |
1ms
______ DHCP Request
5ms
______ DHCP Ack |

Figure 4-+=-2:DHCP latencies

TEIEIE @EI—REI}’ i Eﬁjéﬁﬂl!rﬁ tH'DHCP Discover % ﬁzﬁl 400ms or 5000ms
¥ T;’?llﬁ‘f:i‘ﬂ DHCP Offer » & |y ffit {9 FU P RLES £

DHCP server &4 fi s = Py 1 foes o 41
YN = DHCP server [l I"E = ‘*Jré;fﬂlﬂﬁ[fi DHCP lease 5el# » Y|} Fl 1]
Z[p-T H5% 400ms - Z/D%ij £ ﬁg{@%u lease el > I er%ﬁi
5000ms mﬁg*@f‘%ﬁrjf = TU DHCP Offer -

AN ﬁﬁ%ﬁl 400ms i3} 53¢l DHCP Offer » &)y iU -

A. DHCP server [’ I3 IiF% e E5iEed DoS fuZsHR o

B. DHCP server %JZ’EIJF'HE'J ARP “_Zwfl !E jf' = rf‘*@f&ﬁl J?ﬁff“ b {ﬂ“fq_%
T —7 v e = e HN2 & [plE ==
|t T A lﬂlﬁ ARP ﬁﬁl time out fﬂi [Vt e [JP &

2E TR ;LHWF}/IT m@{@ﬁ%ﬁ‘ﬂ}{ﬁ'ﬁmmrjﬂ—o
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U AR FE TR F I¥% DHCP Discover i, 5
DHCP Offer o 'EFJ' AR E] DHCP Offer i B, i I 58! [DHCP
Request » 7+ DHCP Request =* DHCP Ack [ Ift]f IJ«;L—%]E%F I}l Bms -

4.3.1.2.2 Mobile IP

7 Mobile IPf[ 1| f{’&iaddress configurationfv i (Figure 4 - 3) - iﬁ%ﬂ 75
ff—~ 15F]|' |ethereal | & FA L O ?zﬁ’ﬂﬁﬁ‘y P %ﬁf ft] »

A. co-CoA

T‘i co-CoA U™ » — HERLAI™ [+ DHCP B0 A & i A
lﬁ‘f 31947355 DHCP [k Y -

B. FA-CoA
MN FA HA
______ Router Sol.
100ms
L i_ . Router Adv.
o T_ L . .
eg. keq. Reg Req ] _--i_
60-120ms o
" Reg Reply | T
eg. Re
___l___ Reg. Reply g- Reply

Figure 4 - 3 FA-CoA latencies
7+ FA-CoA E\%ﬁf [EENigd ';WEH ' Router Solicitation Z[[[|*%]|

Agent Advertisement T I5£7, 100ms [U335 35 37 100ms YRR S
FA Tf 11T 7 EY delay F A iU Solicitation

- 36 -



B R éﬁf,:fl!ﬁﬁt[& Registration Request ~ [l Z[[I[*%]| Registration
Reply 21 60ms-120ms [ ] © 7 HA %] request Z[|5& 1} reply
V54 15ms » IF% 15ms £l f[1ey ?ﬁ 1" HA ﬁj‘TE[ (= Gratuitous ARP fiJ
R 1) HA SREPIEIAORE >« 20 HA ST FA S50 08
SR ElﬁéﬁTé‘l!ﬁij tunnel lJ%ﬂ‘— RG] > el - 20ms o

| AR IrequestTULISfTUreplyleﬁ«;L—%ﬁfF 1 | oy [ AR
fc_[*“g DRUSE FAEEE HA I RIp9RfEs o LR JJT Filffogcsa
£% round trip time §7 |ﬁ CELARURYE HIEN HA GRS 140.113.216.x;

A. 60ms fL7x li:“El}Jgﬁ%ﬁfi'ﬁ{‘\ 140.113.215.x P& AFH N -

B.  120ms LI FAffR it 61.231.122.x [l FFAvAfi e TrfEl
3 Ij\ E g o

4.3.2 DHCP address pre-configuration scheme

FUEE 3.3 20 EIU%E'?F% » 23R L A 2 Jad dress conﬁgurationﬁ”rﬁ?ﬁ@ﬁ’?ﬁ ¥
o b1l 7 layer 3 handoverhi= ElfJE\JJr figef, LR szija%%ﬁﬂf Arald El#;@ﬁ“&ﬁﬁ'lfﬁkfﬁ% Diie—=
TARVEE I o

5 FIAI7) Linux Aol Y system call : doctl () AR 1A o i 225513 < o doctl
AR | C il gettimeofday (S 1L] foct] ()] o il ’”JP”%?E El
RIS (b 4 R A PR > SR A Linux (5023 R
1~2ms fiffi 1] -

Ffiﬁﬁﬁ%!ﬁiéﬁﬁ[',ﬁ up{ﬁuf %éjf&f 7%1}%[“ | ARP I' & Frafflai [ 145 i v MAC
address * =% {f"| ethereal (EUE?H'@E‘”' ARPE'F:'LI Z] ARP [Vl fi Hgﬁ@ 3ms °

4.3.3 Mobile IP address pre-configuration scheme
PP 3.3.35 4. » #{[* [location association serverfl Jﬁ&ﬂ ] jFliE%nFAgE Hrouter
Solicitation > I Flgpre configurationfiv #)3% &1 1Y 60msE-EN2 P13k Y 160ms
Elfj’ﬁfg’ b [ 100msﬁ'l51advertisementﬁ\ﬂj fii] o
HITERLEE OF A& JEJJ: f | 1% Fi T Registration Request > WAﬁ“EﬁHE‘é[ﬂ[

HA > F]FTHAZE T Registration Replyl_[p[FAE"lnﬂ ﬁgﬂjvﬁf&ﬁﬂ?& BRG] - MERL
60ms~120ms -
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4.3.4 Data delivery
4.3.4.1 Mobile IP tunnel

? i Eﬁjéﬂ%ﬂlsﬂﬂ Registration Reply ix > F5f & Fﬂiy £ R_’*E&%”ﬁl 7\ » FEED
Zf%ﬁ%ﬁi%lir[ OS5 HAKRT SR LT 55 PIFOE T HA fﬂm?ﬁgmrj/

HIFY tunnel DATL‘&" 1.5 seconds ¥ 13} &y @ E[| I EAATRIET o SR EAHEAYET
0 RSB O 2

?i‘:iﬁ??if'% PRI F PSS BRSITHA G RS o L
FJ*'] 2f#l- {fvirtual network interface: TUNLO fittunnelfi™y /7 [ < [[E”E%U
fif- fr?@f’“ S 420 RO R - FJ[IWFEJ}H
HAF Jkernel[*ﬁf; 4.1.2f974 )k~ ﬁ;hﬂy EA lﬁl[ﬂi IRETHO (i s o

ksl gﬁr fKernel E1#AfE! > F{|¥ |ethereal " *VHA Ffivff ey » B Z[f56 N ﬂg
HA i 'Registration Reply.V/ & F | {-33-50ms kil = :‘L'H/‘,ﬁpﬂ%l VR ‘5
F 50msf! J?}P%ﬁﬂj tkLMobile IP HA.# 7 tunnelf IJEfF (Figure 4 -4 Moblle P

tunnel latency) °

MN FA HA
Registration Reply
50ms
Data Packet T

Figure 4 - 4 Mobile IP tunnel latency
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4.3.4.2 Bicasting

ﬁf}ﬁ‘f‘ _FpY %7€ Mobile IP open source = “fmg"‘ < #2 Bicasting fﬁ&ﬁkﬂ Frr
I&IF'EJE e IFE9L B 2"~ [ Bicasting Bl xﬂ[ﬁfé‘*ﬁkﬂ folRLE 1 P aisap] ]
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S HIE 48] Bicasting thi’ﬁ byt
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Agent fiV round trip time o “iERLEI[1HN ﬁg{@éfﬂl!*‘ + fit"layer2, layer 3
handover F]rﬂ;i E | it~ bicasting > %[kt =55y layer 2, layer 3 handover & i~ E
% Amj{hﬁfr‘g%ﬁmq P 15 41l 4 i +ngg{*gﬁj|¢rulﬂ|[§{ﬂ{[ B I—}Hﬁ el
EEE *@'f&ﬁl VETEE & -0 AR fibicasting T 1) N xF;[[E&Ej;D AP T
handover Hli—'ﬁ’?‘}ﬁlg latency > “JHiEE" [ﬁjﬁ?‘ SEf E%';T'@ﬂl:ﬁi i~ BRIV round

trip time
4.3.4.3 Agent Forwarding

Agent Forwarding frRH &1 io“ﬂ}ifj’ Bicasting Agent bt =2 = F réjﬁ'&ﬁ}%ﬁfﬁ%
A g AR BRI OR Bicasting Agent bt 140.113.215.x &y
Forwarding Agent SVl 63" 60 SHIVE [ o | LR 5] 5 EafTRPTes
g = AR SPIRBRTUAEE SR A bicasting il e

F'}’ﬂ (1" Jethereal [ & &0 3234 = £ Elf‘&l!fl@ S %ﬁ 25 (M 2] ’[fﬁg:g\l%z%ﬁ% i
¥ fﬁ”ﬁfjé’ﬁiﬂgjﬂ* ERpY > F hLH [Agent Forwarding! & bicasting}iV &} &ﬁ_ A
forwarding agent™ = agent ack£l 2 ms > ﬁ | ﬂHIBlcastmg Agentfibicasting
Zagent ack > &4.3.4.2§ﬁ fl 'F'@bicas’fing%ﬁjﬂEU‘?EUE? U162 ms o

SURRERL Y YR JEJJ:F =R I E= bicasting RITRE ™ layer 2, layer 3
handover - ’ﬂlﬁ J[I Hgﬁl JEJJ:F &3 [r[ 11"\7‘*@'{?#[% Blcastlng Agent V[H]fY round
trip time » J[I}:% * handover %7 bicasting f@‘ﬁﬁfUH REICRENE R

PCERpVAT S = (S 7R Bicasting Agent [ round trip time) * (i [y
R 27 SR LTV A 7 1Y)
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4.3.5 Mechanisms and hierarchical topology for fast handover in wireless IP
networks

P R IR e S ETATR e VR P P AR s PR [ 25T
4_;—:, =SSN FL ;H it S0 MR e R J4 S R 1Hﬁg~ e I (AR By
qu;ﬂl EE RIS

FEIEN P A 7] ethereal PIVERF GRS R 1SRRG Tk U

57270 ms (probe 3 channels + authentication + association = layer 2 handover fiv

[REAL) - WO I PR B R =
4.3.6 Mobile SCTP

T ES PIPEE lii_?iiﬁﬂ‘@ PP Linux system call © system() > < RIalsHE Tk [
[Y default route [ /1 [F14E 572 3G A S ™| gettimeofday () ¥ %I%‘«FL PLIF B pr
Eﬁf’&ﬂ%ﬁ JNR[E glﬁ&“’*ﬁ‘ﬂ Uﬁff o 2 M 2| puadi i £L Iiiﬂ '*ﬁ““‘ﬁrﬂmﬁm 7% 1ms
R RS o F *“ﬁFHIEICIS‘ default route fi:. » — == 15| UDP socket 32— [
UDP &y » lﬂ ST & p I PEFIFUES PP default route R E[FHEE - o UlBRLEN:
1ms [*[Z5 =125 7 5" handover

4.4 Application layer handoverlatencies

4.4.1 VoIP software: Kphone

7+ Kphone " [ 21 > 75 {[7[" | ethereal ?TWVFE‘?‘?’[ EIJTUI_rrg*Jé{'VEﬁUEﬂH EF’ =
*Jéﬁé‘l!%' S %éﬂé‘ﬁ'ﬁ P47 140.113.x.x iU %U?'i (round trip time(RTT) =

1ms) - [ E! El layer 2 layer 3 handover 7% 1V i > ﬁglﬁﬂﬁ%!,“éﬁ LeEy— f[al?’:’a'éff%gf
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5.1 Effort and effect of different Handover schemes

& [t layer £ HE] FRAVE TR SR [ PRERRIEEER o 8 IR A
PR ZAVETRY o B £ D latencies effect < ¢ %) YI:H;UTI/ FIH | lﬂﬁg[ﬁ’“
E’rr?F NENER L i

5.1.1 Data link layer

FIFF =S (P o7 PRtk Data hnk layer handover Ul » 25 FTH™| ™~ gy
o D“'*f*&‘*ﬁ[][éﬂﬁ BRI » % 2] P

5.1.1.1 Pre-probe

(AR fFﬁ%l?ﬁEﬁJ pre-probe fﬁe‘yﬁjﬂ ’ iﬁ?ﬁl Frfittl Ay effort fqi_%f fol EE T2 L
PRER Ty APL 2 (B0 O RL ™ Ha<r 17 handover 58 % V=L probe
APLHER ') - fie%]] pre-probe g™ s ag i APLUFREL [ 1) s sl 17
F:?E["@yﬁéf%ﬁ?{;ﬂ?ﬁ PDIF I L o o e iR @Jlﬁaz[; Ep LR
B[] probe ujr[;h > Bl YRR IIH‘WF? Tﬁﬂﬁxﬂlﬁ API JF* F T TR N pIAR -

b1t ?iﬁff Tl LY effort £} handover Vi %l?ﬁ 145~ {EHFE 65ms fiv
12‘\’%15'%* “Jﬁ}aﬁ_%ﬁlﬁ “ handover J/§ HJ EJ lENES) upﬁﬁ?&ﬁﬁ s Bl IF%
prepobe I O SGRLB A K 1

65ms fHf[ 1) o Fl handover threshold % ﬁﬁ TR f e e ¢ IHF*%
pre-probe fﬁ\%ﬁ&ﬁ Eiv it probe - [Hi_jﬂ_\di probe FGH [V ?&«H TVE#JF, 1~
- HHpY %’ﬁ%’?iﬂ association > iﬁé}n'%@% Y EI9E -

lﬂig&ﬁfu [V effect #iEfLF’ I') 7 handover 5& % [V EJJ: "D 4ir probe lﬁlﬁgl}llt T T”i—

pre-probe 1 |[E{ﬂfﬂg{z|9£_ 11 fEHnp = Sﬁﬁfﬂ pre-probe ; IH SURERL R
65ms-700ms [IV 3 JEg5E-

- 43 -



5.1.1.2 IAPP
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5.1.3 Network layer
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5.1.3.3 Data delivery
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5.1.5.2 Layer 2 trigger
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5.3.3 Address configuration
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