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Design and Implementation of a Topology-Aware Scan
Mechanism for 802.11 Wireless Networks

Student: Jia-Ming Chen Advisor: Dr. Chien-Chao Tseng

Institute of Computer Science and Engineering
College of Computer Science

National Chiao Tung University

Abstract

This thesis proposes a topology-aware scan approach that not only can
reduce handoff latency but also scan candidate access points more intelligently
in IEEE 802.11 WLAN. With the advance of wireless technology and mobile
devices, nowadays many portablé devices on the market such as notebooks,
PDAs or smart phones, are:already lequipped with IEEE 802.11 wireless LAN
(WLAN) adapters. However; when a device roams in IEEE 802.11 networks, it
needs to perform handoff: procedure. and change its point of network
attachment from one WLAN access point (AP) to another. The handoff
procedure is very time consuming and may render real-time services infeasible
in IEEE 802.11 networks.

The handoff procedure consists of two phases: discovery and commit
phases. Previous researches have already shown that the discovery phase
contributes most of the handoff delay. Therefore, researchers have proposed
various approaches to reduce the latency of the discovery phase. Among the
previous proposals, Neighbor Graph (NG) is one of the most effective schemes.
NG records the adjacency relations among APs and the channel used by each
AP. With NG, a mobile station (MS) can determine which channels it need to
scan and whether it has received all responses from the APs in a particular
channel during the discovery phase. As a consequence, the number of channels

probed decreases and so does the waiting time an MS staying in a channel.

However, the dynamic maintenance cost of NG and the lack of the

geographic information of APs in NG make the NG approach less effective in



the next candidate AP discovery. Therefore, in this thesis, we propose a novel
topology-aware scan mechanism where an MS can selectively scan only the APs
the MS may possibly visit next according to the MS’s moving orientation and
the topology information of APs. With the topology information, an MS not
only can shorten the handover delay but also can reduce the impact of AP
discovery phase on normal packet transmission. We use a campus building as
the test environment and implement our mechanism on the Linux OS platform
with WLAN cards of Atheros chipsets. Experimental result shows the proposed
mechanism can achieve fast handoff without introducing extra packet jitter and

delay time.
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1.1 HHETENHE

R, MR IREER R, B2 IEEE 802.11 [1] 3G~ 3.5G =& WiMax
% HAEENERFERAEERAERN AN R=ZAERNBEARE -, RERTS 802.11
b/g MEBHNESMAKE R AR —SEXAEMUWBNIER 2 — , EXFRBREHEEHN
AHREE - ML 80211 EMEREES , BRER , ALZEAFZT ABRBEITRH
802.11 &ithEe - MEIthIEHITHREHE S , BEEEE —ENEEERERN Wi-Fi
EEET , AR - RENHE , EERKBIRINRE , REESEHERAKBEN - &5
BN ZHEBATURTEERERARE TS - REANRT RETERIKRE M0
B9 FON [2], thZEEI#E A Martin Varsavsky KB A HSRB T , BHFHERELERK ,
FON ML T®RENZ - =% E(Share for free, access for free) s BRE , FLEE
— &AM EXEZ N ERAIRIE - UMl IR | DL 802.11 BEMA WLAN FER
MR , AEEIREN BRI, BB B AT EE—EH -

802.11 EAMENZOIBHMEREE  FERZENEERBREPIESE -
BE, 6 EHEEEZBI—(EHRE  we 8021l BMEREIBEREIRIBEN N B LR
ASEARRENERE - ERERERESENFREEEMSBRFNERE , HRFZEER
MEBERSWREBERZMNS 2 BERENZH - DRERFEERBBRAR , SiEME
R MERVABEE ARFS (M0 VoIP ~ DVB-H)F1R ~ {EE - EZRFHBPET , FEABREARE -
FEILE , BORMFFIEMR LA RE , —E2FZHEEMRAER -

HUENFRTEMATH , ERFREFEEBNRAER  F2UNA_ - F—F
AIRETIRTF ? REARNBRFREE , FIERNERAREBIEELA—ENERR , &
RAEHEHERNE—ERELHATFWHRoIER  BREEFORREGSHR T —
EE S B SREPEENENS , BERKEMIRATE , #EXERFNAER
REAUIRIRE RS - £ _ERRRIZRFWIZEFED R ? TR FROBESD , BEAEIES
ETRERER DN ES | EPEEE—REEAEEEIGEHE , EREBNER ,
RIE 7 IRFBIZPTIE T BIE K (packet loss) ~ IEERE(delay time)EXEEHF%
BE , R EFLERGEENHUAHYT , WA EERIRER  RSEEERAERRK
BHRTF -

MARIR[3]~ [SIRM R ERM I LIS, BRI E _ LA R R HAVER | BRAE
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2.1 IEEE 802.11 AR

IEEE 802.11 [1|EGBEEN T2 SELFZEHAI (Wireless LAN) , EERBEZEH
B4 (Local Area Network, LAN)ﬂﬂ?ﬂ: AEEEBERERARAOILIER , 2
HREIHS S RAART - 802.11 2EER f 2B EFE R BBNIEERFEIESEMAC
layern)F1E 32/E(PHY layer)/TH , Jtl:’fﬁ-%?t 1997 &M IEEE #lF] v B=RERE , HA
RIBURZER LN 80211 KEEETE -

> 80211 : EHEEFNEEMAE L, £H 24GHz WRTGIFSEKFERNGE
FA&EE - 802.11 WEASE olH Frequency Hopping Spread Spectrum
(FHSS)3%H Direct Sequence Spread Spectrum (DSSS)PR5EAY -

> 802.1la: 802.1la & 802.11 [RIATZEMN—EEFTIZAE |, R 1999 FEBH
£ - 802.11a T EREEFMEAME Orthogonal Frequency Division
Multiplexing (OFDM)BYA L ; 0 FE/R 802.11 FrfE FHAY FHSS 5 DSSS -

> 802.11b: B1802.11a —#E#£1999 F 9 AEBAEETIR%E, FAME 2.4GHz
R - 802.11b HwEREEREM S LKA DSSS , IR 4, XA
(Ethernet)tHEIRV B IAE ICSMA/CA (carrier sense multiple access
with collision avoidance) °

> 802.11g: IEEE # 2003 & 7 A@EBE B EF]1R% - EHE 802.11b Y
/18, PMERIERZHE 24GHz )98 E |, WE B oliRH 54Mbps KB E
g, RUIEAEER 802.11b A9 11Mbps EEBMERAKRRA 7 AP - &

BicfE TIRA OFDM Ml , Rt LIERRSHNERHERE X -

> 802.11n: IEEE ZXEFIEABBA 2003 FIZIFHWITIE/)\AE 802.11n, EEH
MAEIE N —HANSRERAE  FERNESRBHNERREMRS
BERENTE  EEGERERERZRERSE 540Mbps - 802.11n 1
R ELEEH R ERRBEXEEIEAIERE - 802.11n BEREZI MIMO
(multiple-input multiple-output) OFDM-based ##%ffiE# , MIMO
RS EE RN BFWRGR DT ESNERERR , 5K SRR R
Bl MIMO OFDM-based ##RBHEEAIZEETERNIRIE NIUIBY

1th 38 N1E g 3R =R



#845 802.11 XIRRVE R Table 2.1 :

Table 2.1: IEEE 802.11 wireless protocol summary.
(Adapted from [26])

Legacy 1997 2.4-2.5 GHz 2 Mbps 0.7 Mbps ~25 meters ~75 meters
802.11a 1999 57255/1557;5355/58357 GHy  54Mbps 23Mbps  ~30 meters ~100 meters
802.11b 1997 2.4-2.5 GHz 11 Mbps 4 Mbps ~35 meters ~110 meters
802.11¢g 2003 2.4-2.5 GHz 54 Mbps 19 Mbps ~35 meters ~115 meters
s(gzr‘:flt;' 2007(D2.0) o (?/':rCS}PéZHZ 2(‘2‘)8(21\213%5 74 Mbps ~ ~70 meters ~160 meters

2.1.1 802.11 MEARMEELRIE

£ 802.11 WEBE T , FimEE E = oSN ERLE K F S —5 Station (STA) , &
ME L EZH STAs BRI —HB1% I iEaHME 55 L8 STAs WE S # R4 —{E& Basic Service
Set (BSS) , BSS & 802.11 & MUE A& &I 4 (building block) -

=—1& BSS BB FHEFRRAERE EHES , %5 —& Independent Basic
Service Set (IBSS) , i@ 802.11 FrEmi—TE A2 E A . Ad-hoc wireless
network , # Figure 2.1 - £ IBSS & , STAs R It E EZ ¥ 2@ , @& IBSS 2H
DEIMEER STAs st EEMMARNERMRRE  HEREAARBERER/) -

//\
|
<

Independent Basic

\ Service Set (IBSS) J

Figure 2.1: Ad-hoc wireless network.

802.11 FIEEMN B IN—TBHEZREIRE | # A& Infrastructure wireless network -
TESTEMRREE , TE— 8K STA EAEE & (access point , AP) , Eith&g



FrEaERZE1 BSS B1I87F/ Distribution System (DS)tB%E % , 1712 ft Station Service
81 Distribution Service , AEZRE FAVEM STA FBULE 5 2R EZ E A AY AR 491
8, AEeFNERPBNER -

%@ BSSs A IACEH DS M A E4mEA WLAN MRS MZEEE |, S1E8H BSS #f
EHR - BAWESARTEH S LEESERE—ER 4 (data link layer) , BT
A& BSS T STA o] U link layer address B #@af ; MiS{EHZ & BSSs &1 DS
FRAA R R AR 4EEE BLTE % Extended Service Set (ESS) , ZEEMIEEEW Figure 2.2
F7R -

P Infrastructure wireless network 2287517 802.11 KRS , BRIEHIS -
BRR AR ANEHEHESRETEZNWEELFER , ARER]XFIIFRNHN
802.11 MR MR B S ILERE -

\ Access Point II / \

\ / |
\ \ / I
\ \ / /
AN \ / /
~ v

>~ _ _ _—7\_ Basic Service Set (BSS) -//
AN single cell 4
< -

~ _ -

—_—_ -

& Extended Service Set (ESS) - multiple cells /

Figure 2.2: Infrastructure wireless network.

miRk#E 80211 RENER , EEMAEBEEEFKABTRIR , A=BENBRS
B4, A

a) No Transition :

EREABNRAZEFIEGEMAMTREY , REBAEMMSFTEER
HRBHEEE -

b) BSS Transition :
EE—1@ ESS & F , EAEEE—1E BSS % &)%|5—1@& BSS , L2



RE—CEMEEBEIR—CENE  BERAEHTAENOET
R -

¢) ESS Transition :

R R—(E BSS BHFIS—E BSS , TIEMIE BSS HBR AR
ESS , At EMEMEBMT ESS FHEHMREHE , EEEERET
80211 AN TRIE FBHERIOR , IHBBE L EBMHENENIE
717 -

RTINS , RIS BSS Transition 5% , NARERFLHRIE -

2.1.2 802.11 #QE/ML*E

RIE A. Mishra F[3|WAFTEIZ , 802.11 EM SR FBETE o] DA MIEKER
i &51E = (discovery) BE M EELE (commit) - EMESIEZPEEE EEZ 1T scanning
B{E, MEMBEARERRERT authentication £ association MEEN1E , ZEEN1E
RIERRRAN T

a) Scanning :

EUCFEER , STA TE2ENEZFEKR O EEMEEM S o #ER ,
WwESAEMSWMKRE «MmE 80211 FRE 7 MRE scan
mechanisms : passive ‘scan#{] active scan -

£ passive scan &, STA WA E &) 28 H 1T packet, MZE7E channel
hEE—REE , RIEEMSEIMEEMN beacon HE , RBAUEE!
A beacon(s) , ERIFAE I EH L E M S E

MABEIRITE active scan 2T , STA RAIDELLRBEBAIRIE - STA &
kP ¥35 —1E channel %% broadcast probe request 8 , A EEFH—
B2 IS UL EE B R TELIE channel WE IS PR[EIFERY probe response $E
LB E M SR EHER -
b) Authentication :
aoaa (@uthentication) W BER 7 1ER STA BN E AN, (RFEBTFH
RAENERECEEEE - BB 2E4 (association) B S RIN N EZ

FF, EEKBENRERINNERE S EFERER - £ 80211 4, &
T MIERE RS - AN R HRE (open system) B R HZE i@ INRE



(shared key) -
¢) Association :

STA TREBEZEEMEBNENWERINZE , BEEEEEMSETT
B4 | BWZ AID (association identifien)% , s LUERREER -

RERFEED STA HEE 7 BRI BZBAREN Figure 2.3 -

MH
Probe request on CH1

Probe delay

z
)
)
o
o
>
>
L]

Probe request on CH11
‘/’Pjﬁ%’/

Authentication request

Total handoff delay ——

A

Authenlication uthentication response
delay /

4#— Reassociation request

Reassociation o
Reassociation response

delay
v v /

New AP

Figure 2.3: Handoff message flow in IEEE 802.11 networks.
(Adapted from [6])

Table 2.2: Latencies of handoff procedures.
(Adapted from [16])

Scanning 350~500 msec
Authentication < 10 msec
Association < 10 msec

f&iE A. Mishra FRBINEBRITHES  SRFEARES—(EMERATEAREEE
gl Table 2.2 - ERFRHMSHBERFEBEANBMFE 370~520ms KE , BEERED

-8-



IR M AR S FE PR AR 75 40 VoIP PREZRZRVIEERE 50ms [20]ME , B&ZE 7~10 FZHE
B ZEMHEEREITIESFERASABEMNRE , E—PHPMEILIHIR
scanning ENfEMEIE 7 EEBRFEENBARI DL 90%KE , FrLIHIREBS MRS
scanning FAEZERIEE , MECAHMERERFAFTNRE , RENBERARZNE

@ .
=

2.2 Linux MERBAZREMZOZENHREEK]

ELinux fEXR24 T, ERERTHNEREAZREEAZEZE , MO AE
HEZESEDN)NS2EZOEBRNT , RIETAEEFEFINER GBI ZCIRIEN
i - EFRAEABZETIESEANEAEZNTRIEESFAZINE FNEEEERERE
[, BB ZEZEB Linux O P RAIREFREAGETT , B MRMRKEENAE Linux FriE
HAEIRE R -

® ioctl system call :

Ioctl 2 input/output control IER, # Linux IRIEH, EEEHREFER—IX
EEN , FILBEXY file opérations , ¥ open() ~ close() ~ read() * write()...555%
MIEELERIFRNINEZ S, FAENEREFETCE ARNRIEINEE  ELENEESEBN
ESEF, BEREHN ioctl KT -

WERAEZTBRE | octl ETEB FIIWERE .

int ioctl(int fd, unsigned long cmd, ...);

fd CREZEZ2—EEREL T, cnd BIZ2FEEMEBENIES IR (command code) ,
REWRBEA BT ERNANESHES Wi E K SIOCDEVPRIVATE %I
SIOCDEVPRIVATE+15 - H#ERIZ—(EEZEMSE , BREZEZ char *arg , IEOEE
EERNGEERME -

FEFRENOILUES ioctl EiEmL AR ER , M LEEXIEI octl K, BEE
HEEENZ VBB A —ME callback function #IFAUFEREIFE |, EE callback function
EFEIE ioctl 152 , REBAIEZEMNABESE , MITHEHNELHE - —LAKSE
ZIPEFEA ioctl 2RIEHIAE |, 40 ifconfig - iwconfig * route ~ dhclient...5 -

A



® Netlink Socket :

Netlink socket @ —1@%7R Linux 5B socket , Z2tEEFT BB S HAIKHEERE
HIRZ OB BEROMET] , ®&EE RFC 3549 [21] 7 Linux ZOARE 2.6.14 2% , B2
H daemon (NETLINK_ROUTE) « FBF socket ##:&(NETLINK_USERSOCK) - B3 X &
(NETLINK_FIREWALL) ~ ipsec ZZEZHKEE(NETLINK_XFRM)...Z&% | E025 18 LoHEHI2R
RZ0VER - A netlink socket WIFEEM o ERARENEZOETEQERE
o, WHEAREN R ZEREAEM socket API L] LY -

HMi#% netlink socket IR ioctl 52 ELEER , ERMUARBETUD BLLF 3,
1) Netlink 2—&IERIL@BERS , M ioctl 2R)LBEHH -

2) Netlink Sz EEINBEE, %O EAS BAE D I LUER S EEARE netlink
A, BREZEENTOZMVEASBREA T ERWRZNE  &iE
HELERREANBNREMRER Y E—F1t , HIHZ 0S4 REER
RIEBBEWN B3+ R RS2 AR EF -

3) O LMER netlink EE)EZMB A EERARE , (B2 ioctl RBEH
FERERENESIY -

4) Netlink & FA1Z %M socket APL;- 11 bind() ~ sendmsg() * recvmsg()...55 ,
HIEBEZFHZ - ioctl HIFZRAERFER , RAESHRNEBIERERS
iU A A o sE EEME 2NN THR K EEENEWK -

® Procfs

Procfs fiZRZ 2 process file system , B2/ 0VERLRNEREIER A4, BE
WEte/proc B b , OB BEENHT R ZOANEBENBIEAEREZEANET ,
&= cpuinfo - interrupts » meminfo..% - ARELEEMENFE , AIEFMoIU
—RIBRRENAURERM , B2 cat 32E more IS REBEEZONE , AE@EF
B> "REEBIRAZD - B—MERA KIS E , ®/proc THWE—EEZE , £
FEHERIZOANTBNEBER R, ERAENSGEREBBINERR , 2074 SRIBNE

Linux PEHEEZNENEENA/proc EEZ4% , BIW ps - top ~ w ~ vmstat...
=23 NN
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@ Sysfs

Linux TERZODARAR 2.6 2% , BATY sysfs IBEZ4 , E2—ERHRNERZR
BEEEE/sys BiE T - B/proc F2l , sysfs AMEQJ LB /proc — & nFEREEEE
Bz OER , BF sysfs EBUEABLENAXQEREZIREN , BRH—GEEE
FERNEFELIEESY -

%8 sysfs IBEZRMH , DL kobject (kernel object) ¥ P& & B8 % 1) 14 Pk
BNEBHRMAEREE , MEsZELEATNE—E kobject ¥# |, PRI # ¥ FEZ|
sysfs 4P , MEASHANZFER/YEBHEEER sysfs F—EXXH - FALE , &
sysfs 4t , BARFTEIEIESRERE NSO LUE—LIREERFHBNS 26
HE sysfs 24 & , FEAEBB sysfs RARBIER TR ELESE , ML TR
ZERNEREETPERIEHEETS -

B8 ). Corbet H[22]80575% , £1¥ Linux IRENEEBEED , CEABEED
BhiE/proc MBMMIESE , /proc BEZFHNBREZOHZERIRTS , D&K&EHERRL
BREEHN , AF1BFESEVNREBN EHLIHRNMNEEREN  BZEEE2EH
sysfs RAARIEHEENAREEH -

2.3 Linux Wireless Extension API

EERZENAERE , 802 11 AN EE—MH Ethernet /ETENE BT
BFERAREE , RFE 802.11 B3 X Ethernet FTRBAMIRFS BB - BHES —(E
REEANSEERBCHRELR , AURMBHENINEERK —E Wireless
Extension APl , ZERENIEN A —EHA—WEREE T EARHEINGE , EXEREZEALIA
—E—BMRELER - Linux Wireless Extension [24]82 WPA Supplicant [25]F2&
EEBETNTHEY -

Wireless Extension API —FA%A2EF HP Labs DIBIMIRGISHI /S T F 85 B4k 8 |,
£ Linux ZO0ARAK 2.2.14 2% , Wireless Extension APl W AZLES , AILIRS
A/ Linux ZOERBSZIRIRHEIE APIL - EFIERR Y o] LI3E%E Jean Tourrilhes FTEE
) Wireless Tools [24]5%8 & TEARB/EFE A 802.11 |AMARK RN , LA IBTHIE
Wireless Extension APl REEERREZT , B8 ioctl I5% , BAHBENIESH
SREAE REB (BN ER I SE wireless.h 1ZI81E) , ANIEHL T DUIEH| E2 58 E MR AR A S
.
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F=F tHEAWR

ELENRRT , Gl FEEREEEZasmmERT , F—EFEEZE2E AR
¥ scanning FREMRRE , B/OEMSESEERNOKEE , S5 RN[7]~[16]5 ,
E—THNABELAZHZEBENA ; Z3— AL OEHRERENSEGBAEMBNGE ,
B ’D authentication - association @2 ERXMAVIEERR |, B E[17]~[19])H 5 m
BRI - ARMXEZRTNERBEEMSHESHES A, RIE N REHEI S
THEET AR T -

3.1 3AEREMHI AV E D

£ 2. 1.2 /NEfith , SN 4B 7 802.11 PriR ftpImitEiz it  passive scan
B1 active scan , MEMIBHHIIR T 1THABZI , FIRECENRKE T AZHEE ,
IEER B RV IF S | M ZIEARERY B -

£ passive scan &t , EEUERE STATES —E channel BRIEE S EHARFT
ZHH beacon HE , ENLEMENERN « STARR 7 FTEANEMMEGS , TEEBHM
BT |, TASMEEREME NS beacon KIEERL , PR 7 EIREEWE
beacon , BN EVERTFHEF—IE beacon interval K - BRI ERIHE L&
BE R beacon interval B9FEREE 100ms RETE |, STAR T EEETHWEMS LS
Zo , BRI 10 & channels FAEZIEE 1 sec WIFRE -

Mm»—FHE¥R active scan , 802.11 FhEZRARZEN M & Figure 3.1 - EpEF
BItERERBEREGNEE)IEBEEE , ETEx /MEZEENRR[ : MinChannelTime
PLK MaxChannelTime - STA 7E(c)E{E#E broadcast probe request sHEZ & , &
SHEI—& ProbeTimer , # F2RWRE MinChannelTime BRI ERZE channel
&8 A busy WIBEREE, IERRE R channel 2Z W, BBETMEMSEE, 5 STA
mAERERE channel WIFEENF , TIREI N —1E channel £&FME ; Ak, IRE
Z channel & busy H1ER 3% |, BIFRRERZR channel BEI&FEE , RILZEEHE
MaxChannelTime F5E#&R , EE5TWEIR probe responses slE 2% |, BET F—
{& channel BOIREE - I LU active scan FREFTEZEMEEA Tactive scan T~ , N
RERZFEMN channel B , BALW FEINF :

NxMinChannelTime = T,ctive scan £ NXMaxChannelTime

-12 -



FH 3T sm ol A% |, active scan TEEMEEZZHIR MinChannelTime 2
MaxChannelTime £ & | 7£ 802.11 R#E PR BE 4R E = M E R EREUE |
MEO DURBEABRZNEESETHRE , HItiEE 9 AE device EBEARMNEGESR , R
# P. J. Huang E[13]f61 , Bl EfFEmTE MaxChannelTime % 30ms - #2452R
M, RMESMREAEBRZEER S, active scan FIHEZIEERIFERLE passive scan
REFE , ME LEBEERTIAZEEB active scan HEHIREITIRE R A TIE -

4 )\
For each channel to be scanned:

(a) Wait until the ProbeDelay time has expired or a
PHYRxStart.indication has been received;

(b) Perform the Basic Access procedure (Distributed Coordination
Function, DCF);

(c) Send a probe with the broadcast destination, SSID, and broadcast
BSSID;

(d) Clear and start a ProbeTimer;

(e) If PHYCCA.indication (busy) has not been detected before the
ProbeTimer reaches MinChannelTime,
then clear NAV and scan the next channel,
else when ProbeTimer reaches MaxChannelTime,
process all received probe responses;

(f) Clear NAV and scan the next channel.

Figure 3.1: /Active 'scanning procedure.
(Source from:[1])

3.2 EitaE SRR

EUREMSESERENGZT , BB LBREEAS R UEZE /D FEN channel
&2 , 1R STA S UBEIEHFINER , 18/ 212E channels FOI DB SEHIE
e, Mt EREREENERZ - mikiE S. H. Pack Z[6]M5E , RIE LiELR
HEl > AmMESE , E—EMER/VFTZERIEN channel {@#(reduce the number of
channels to be probed) , XA /VE chnnels 72 REMCLIEIRIEZ SR 11 1@
channels M730% - £ _RRAIZFBEE N TEBER K L &HERN MinChannelTime &2
MaxChannelTime , St @& HEEINEFHNED , 3B STA AFZEZZE] MaxChannelTime
Hm , REMBEERARERNVFE , ABREN—ME channel #17 , EZF/E channel
b EFHRE(reduce channel waiting time) - # T 2RE MFRIBEMERBE 2 EN
FABARERIISRL -
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3.2.1 Reduce the number of channels to be probed

® Neighbor Graph scheme :

M. Shin F[9]#2 NG (neighbor graph)iIi= , REBZUBFEMSEHES
B mEBRGLURARREN , BRREHRERNENS STA, STA T LFEHRFTEGEE
EMIFEAMLEREMEMSENR , MELHIENENEEUERFNESE, A7
EEEMAVERE) , STA TE#1T active scanning procedure i , MR ERHEEBEE
MEZFER channel BIT] , IR EERZEMSFEM channel - STA E—S o]
it NG Bl FNERE—{E channel PB4 SEMSHFE , £ H broadcast probe
request S E11E , REZIWWEIHEHEE M SFRCIERN probe responses Z# , Bolld
#EERIE channel MR , AFEZEZ 2] MaxChannelTime 885 , L thESR 7 RE
channel waiting time B R - ZEESEERZN Figure 3.2 FA7KR -
N

for all channel i where any neighbor AP is running do
Broadcast probe request on channel i
Start probe timer
while True do
Read probe responses
if Medium is idle until MinChanTime expires then
break
else if all APs on channel i have replied then
break
else if MaxChanTime expires then
break
end if
end while

end for
N\ /

Figure 3.2: NG probing algorithm.
(Source from [9])

2B NG HOHHl |, AT EZREIMTHEREM S IR AE NG relationship EFH
B, STAtTEZRINZRE—DEERNEN , BREAEROINERBR , BENE
FA NG &5k 1#28) active scanning procedure B9#£1T , BJAEEEAE[E A Full Channel
Scanning FRRTEENRBEARBAERE 80.7% , RIL#ABHEM overhead B2 |, 1B

REEHSE , BZ2ERKRERN -
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® NG-pruning scheme :

£ M. Shin &9 HAY NG #Hl1E , REBEZESINLE , BRRE TERIUERE
735, 7% NG-pruning algorithm , TR EMNENZE S EE S 7 &
Non-overlapping relationship # A% #9 Non-overlap Graph (NOG) - Ffr 78 HJ
Non-overlapping Ef:21s : Eithea A F1EiMtE B £ NOG A& edge 71 , TRRE
EmaRitha , STA MRIDREEMES A B7Ed  iiEEEHSZEENmS B A&
Al , RZINA - 338 NOG E—IR#EFEEMAVER) , STA o] LIBE#ZS—(E channel HP#)
A EI S/ non-overlapping Btk |, KIL OIS E— DR FERFEFETE channel &R
5 - AL Figure 3.3 75618 EER AR LA HIRVESE -

s — T~ N P
l/ ap2 \\ /(@) \
\CH11[\ [ A AP5 |
N =/ \ UcHe !/
-~ —\\\ /\ __ _
(b) NOG on Channel 6
K (a) NG (c) NOG on Channel 11/

Figure 3.3: NG-pruning scheme.
(Adapted from [6])

FEEEFFP, HMEMR L1611 =1& channels, STA BRIFT:E#ARNEME AP1
BIU{E neighbors (AP2~APS) - E1E R ZRHIFR 7T 45/ NG probing algorithm K |,
STA RFEZ4RM 6 - 11 W& channels , DI DIEREEZEIRZELE full scanning 2RA/DME
% - MfEA NG-pruning #&IS , STA 5EEUSTE channel 6 ~ 11 89 NOG & , #0[E
(b)(C)FrFER - & STA B7ciFME channel 6 5, UXE] AP3 Fr[ElfERI probe response
% , B (b)A non-overlapping BAf% , STA AEULE] AP5 MIEFE , HIE STA RRE
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TEEF A, aAIIEI4ESR channel 6 ROIFHE ; EREY , #ZEETT channel 11 B91FH |
STA TEULE AP4 Fr[EIfERY probe response #& , T AR EZERFEE channel WS —&
neighbor AP2 , 1 o] BI4ERIFH - BESRES] , #iol DR E— D IBE A58
BEIRERE -

Zi2EE— N 8I=Z, Figure 3.3 B4+ non-overlapping B#%E 2 EEE channel
KT, BELAREAR channel Bt ZEABEA non-overlapping B , A[E
channel EiM&BZEZEEZE non-overlapping % , SOl RUERIR D R EREH
channel 8% - RERBEE ISR , £H NG-pruning scheme oJRALLEA{ER
Full Channel Scanning FRERTEERIFSEIAERE 83.9% , EE#E NG probing algorithm
AIZZHET 3.2% -

@ Selective Channel Scanning Using Neighbor Graph :

H. S. Kim Z[11]t 2R NG = , 121 selective scanning BIE)% , 3& STA
%38 NG Server ZHUE graph HER, Bl EREEEREMESEFEW channel
PRI R ZRRA - #3F H S, Kim&ESEE P15 |, AH broadcast 83X probe
request FFEE %S MinChannelTime 2@ MaxChannelTime RS , E& STA
AHBEEA%S AP [OlFE response., 158738 unicast F973 UK probe channel 5 ,
MABRESHIEREE , KIF&ERL selective channel scanning with unicast
scheme , BERIMSIESIEEPMIEEWIRE Teay ATABB FIFEAT :

Tdelay=N, x rtt + o

Hoh N'%& graph S FrEC## 0] gERIHBAT AP @2 , rtt 2 unicast probe reqg/resp
ZR[EIMNEEH T round trip time, a BRI R EIEMIEE - RELRERAGE, R1E sniffer
FRiE#ELEIRY probe req/resp FEIREEFAELERME , AR Table 3.1, oJI3E3R
F&ECfE A unicast BY selective scanning #HIFT R ICERE &AM -

Table 3.1: Average probe delay of each method.
(Source from [11])

Neighbors Method delay [ms]

Basic active scanning 322

1 Selective Scanning 55
Selective Scanning with Unicast 12

Basic aclive scanning 322

2 Selective Scanning 332
Selective Scanning with Unicast 21

Basic active scanning 322

3 Selective Scanning 145
Selective Scanning with Unicast 30
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3.2.2 Reduce channel waiting time
@ Optimize Probe-Waiting time :

A. Mishra ZBET—EENERASTEINMEHER , RB/ULUKEBAFTHIER
FEEVEBEER MinChannelTime B MaxChannelTime E—:F‘aﬁ*%ﬂ,% ELEBZ ER
EMMaHSEENNRBARINEE probe response - B E LR A EHH R
MinChannelTime B2 MaxChannelTime , o] {#E channel waiting time LK probe
loss ZEESRIFFEE - RIBERHSHOEZ , MinChannelTime &% 7ms , 1M
MaxChannelTime 7% 1lms , E&mM o LGEARES D NEM S &K INANEFE probe
response °

® Intelligent Channel Scan :

K. Kwon and C. Lee [8]FFiR IR intelligent channel scan scheme , FIH
802.11 =¥ DCF #HIpRIE |, 38 STA &0 AP ZHAY probe response 2&H
collision 1B B4 , UK FIFmonitor data frame #ENE BSSID , AR HAETS 4
& AP FTE L channel &, E3BL_C/{ES) & SR FEr H5Z channel TR B EENS
EEELETENTE , FHEZSF MaxChannelTime #&RBITI DI H 2E ZE )18
2| F—1{& channel ZHTRET -

BLEET B —ERRIZHEZ probe response BRSHIEXEBLHE  BIFEEME
B queue T EEMIBELZ, YL E| probe request & , B SN BETIEDL probe
response frame - M7E 802.11 #R&EF , probe response #i:23E% DCF A A unicast
WHEE  WeERENESE  RIEEENEEBVNEEBNEMSHINEE , B X
ﬂﬁ'f&tlxm > 34N probe response #&4 collision WIEFE SHEERE , WAZARE
34 - B3 monitor data frame MBERBE%ES AP 71 , 2B WS RFERN
=PI

3.2.3 Background scanning mechanism

ERFEEPEMNSESHEMSEGMEMRE , £ 80211 REEWRBERER
SRR -—EREE—ENT , LHENEENSESHMEE , 518 7 Z(E 90%KE |
WMRIUSBREBRF ARG , ESRBRFREEMREZENTEMNSELNER , STA
BRIR2BEZNENRBF I UAERE - miGEMSRSERIZEREE £ RALSE
BBmOREBE N 2HANETRERENEE , — R EMEHES background
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scanning ~ preemptive AP discovery (& pre-scanning #l , RRim X R EF—
# 7 background scanning -

Z1R background scanning ZEWMEETT , 7Z#%H active scan BEZE passive
scan , URMAI BRI DT A AEXERRANERHERMmE , LA ZBREAN
I issues , BRI AT LA TR LR B UL HE G R IZ LR IRIRT -

P.J. Huang Z[13]E1 H. S. Kim Z[11]M 7% , R4S background scanning
Bl , 1% selective channel scanning with unicast scheme #E1E & E#HIAREE T
DEERVETT , MA TBEETREREMRAEHPHERIIEESR , P. ). Huang
A 802.11 ZF#PFRE power-saving mode , TEETIRIEA] , BANEIMES STA
# A power-saving mode , FEEIMMEGE T buffering B2%45 STA W €1, STA EIEK
EITREBEREEFE , SREHBHMEMS STA R[E normal mode , #E& EEERHE
W - BIBULHETEITE power-saving mode PHITEZ MR , BESBRF ZAIRLNIT
woma MASEHIN5& IAPP MEE e 2k 1Y forwarding-and-buffering #&l, BRI D> 90%
BRFEE  THAZAIEERX -
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FNE BHEEHENENIAER R Z5E

4.1 FHEESI 2=

A 3.2 BEE , SN EB T HA NG EFRUSEMSIESRERES
ENG B, Bt eBEta 7EHA edge BEHMMAERN SR UEZ I MaE S/
MEBEBGANER , E STA U EEREMmaRithe 2EmF(asEIrEm) , BB
It NG EF T LIEE STA BB EREM channel 8% , W] DIFRIE channel waiting
time - AMZEEERRERE NMEHREREINER , EBEBN A RLIFTE SR
(random)W A, MESZHRMEHMNTE ; SINEREPERZEDBENTE
ANBREYPZIRNEBHRET , A2 EABASZHEE M H B E R E B 89t
=), BBAUBEIEMREATE NG 15 edge WEER , BERER LT ASERFIKSE
FHEE - BENIRZETEM, 26T NG PHAMBEMIEMSEHERFIHF BN ER
BEihaE ? EAENREZEZNTREMBIESIIEMSIE ?

—SHMLL T AL EEREE L\/{—FE Figure 41 Rl - EEREETEES
I‘TB:EBH@ WMRFREE R BHEER, ERAFEZ N EWITIRE AP2 - AP3
BIol, se2 AR E AP4 - APS, At R BN HER 2B R B RIFT EE Bt e pUia i s -
SRAEBFMRBRNIRGEZNE , mEfRNEMEeTBUENEER  DIRERERZE SO
MER - MBEMRER , HAIJLIENG REREHBOEMER RS —EFES , EfE
FESES TURERZEBRHHONENS  MELEMSBRSHEREEERNS
ENEZENS , HEHMAOUAREREE NG P2 ERMBIES |, RO DUEES
BRFNERS -

Figure 4.1: User movement case.
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M STA ZYMIREELEEMIE ? st HEMSEBUSERIBAHNEGREN , &
ol LUIETE NG RIEBFFECENAE |, MABRBREBHSRNRIEERN , CHTENSRE
HUuErmyUEs , & STA RIS MIBRERESAAMERMSFEE -

MmBI—EERENE , BEE STA NBEHE , BIREM O LIEEBE N (positioning)
MR ENS | EERSREMN L RN KEGTER B 0O - EEIMNRIE STA o LUER GPS
REE) , BRERZEARIRIEMS , GPS B ZANRER BN ; MEHEARNRIEEMS
IBREUTOAEHFZNME | BB AR Bluetooth [27]~[28], infrared [29],
RFID [30]2REREMWER , BRELERMEFZHINRENEH 1T - SIMIBED
DR EES WLAN [31]~[32]2REZEREMIER , BR2E A overhead 1%
R, FEEGERERHEEEMNSESHEMENEASE -

HMEHESHMOTEXR , SEENFTEFNREE MM RMNEEENEZE 5
E? HMAZEINERFTEZLHGENALE , ATEMERRS EEREREM
overhead WERTT % , MIHERBEMNSRSHET BEREEE - BZAHME
AAEH AT E M a BB S U ER LR, FRLUBRZM AT EMNE STA 2EM—ET5 @Y
BEinasEim bl 7 - MIRBHETLUSH , B R NEOEMAR STA FriEiE]
Y RSSI AR B B MNIE IS S rIR S | R I o LU B E R AT AR FE STA 2
EM—ESEnENSEE S AR LIA RRAIRIR RSSI Z2#NEER PRy |, B
B STA A2EEESREE 2eERRSEMERNENaUEaREREG , ZBFAL
FINPLEH BN EM S ZERSIHEFEIEELE -

FHItARR RS " ERBGENEREERHEES .  BARBHELHNERN
HBf), 7€ background S5 FIF unicast probe mechanism R {TiRiEREMOE S,
#E N APMEAZEIRASRRBEIERECIRE , B ABIMERFIFEENET S E
ERICEARLRE %, EMRMABAERETRENBE FE , RBULARRAR/\ PR
WEE , SRMEELRFESEME , EREENSESEEMMENNEE - A&
BN ARRE — D A B A R PR A R B R Bl UK PR VBRI AZ -

4.2 st EEMSHRE(CAIER

ERENESID , BEZERANMEEEMIEMSHREENER, AREER
PEEI AR KE - EEEEBOIRIEET , STA oUE1BEEREE (monitoring)
channel 73 TUREVEE M S ARAZEER ; BEiRpy A NRBICILUER 802.11 124
TEEIIREET] - passive scan 3¢ active scan - MANESCAET 3.1 /NEIFAAATHIESR |
active scan FTEREZEEMFELE passive scan RIVFE , KEDHIBEREFELTEZ
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R H active scan &= , EUILEMERA active scan #FIEH1TIRIE channel 2REVS4S
EEME9H5% RSSIE -

ME/RZA 802.11 89 active scan &g , 2FIA broadcast WA EETIRME
FRE STA WAHBEMLEEMSEFENER T , AMBUEERT —MINEREIR
ZHEM - BERMEAS 7 B EEANEE , MEMLIEMERESETEE , T
BEMFAANIREZHHHE —EEMSE0BEGEAMREE |, SRHEZEA unicast B
BN, METDIMERIREERE , R T EEHNE - B 7 unicast IBIEGE
%, BEEEREENTEEHFNREERE , RMAZEERNTEEEHBEZE D background
FETRBEMSEE , WREBZFE channel HBFIEATHWENSZHEMNFELHTE
i, BREER LEMSHEINERZREIERESE (frequency overlapping) & RE , 18
EIE channel 2B 2R TEMRAE , HRZFHERMEEFZEEITAE channel
RIRRE , ERUIREI SN —1E channel M TR , A UREEEMT EIERNIER 2

£, FMEMERERANA 802.11 RENSERNEHIRBREEIBENNEE - K M
NERER unicast probe BB BB HHIFEES R -

@ Unicast Probe Function

MAC header Frame body —|
byt | 2 2 f [ [ 2 " Vaviable Variable 4
Frame |Duration DA A ESSID Seq- | 5500 Supported mb;:ﬂm FeS
(ontrol tl Rates Bates

Figure 4.2: 802.11 probe request frame.
(Source from [33])

4N Figure 4.2 PRI7REY probe request frame format , DA ##AIlEHN2EWEN
MAC address , 802.11 ¥85% active scan Z3E A broadcast address - ifi BSSID 1#1u
RE BSS SR , BERIEBEAEMSH MAC address , FREMKZAZIEA broadcast
address , K EZAIEERHAIEWEMES - SSID #AIRIZ 0/t STA s BREMEE
SMNEEMEAT, , FERBEEZ®EA Null SSID MUFRRARS - MEZEFHA unicast
probe #HIE , FMMEIBX active scan ZEHAIFIE , £H DA B2 BSSID f#ABEA#H
EREM S MAC address , M SSID —#3EAEERE & SSID -

MmiR#E 802.11 MWEZEEFIFRE , WZ unicast frame & , EBW/ETE SIFS FEEEE]
F& Ack , L STA Z5H unicast probe request frame #EMEE , EtaEkOE
Ack , BEZE—1X 3B unicast [EIf& probe response frame , STA &#&[EfE Ack 1%
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UIERBTEVAEE - ZEIRERWNE Figure 4.3 FREERAY -

T4l uni cast_probes+direct_association.pcap - Wireshark

File Edit Wew Go Capture Analyze Statistics Help

= C BPB@x %8 B «%»F e BB aaan @
Unicast Prboe Proced“re | (wlan_addr == 00:13:46:99:f2:17) + Expression.. Clear Apply
1
1 | Mo - Time Source Destination Protocol  Info
1 242 20:56:30.927295 D-LTNk_99:T2:17 Abocom_30:d7:1c IEEE B Null function (No data), SN=31,FN=0
1 43 20:56:30.927415 D-Link_99:f2:17 IEEE 8 Acknowledgement
1 244 20:56:30. 928916 D-Link_99:T2:17 Abocom_30:d7:1c IEEE & Probe Request,sSN=32,FN=0, S5ID: "(..)nnn"
\._ 245 20:56:30.929290 D-Link_99:f2:17 IEEE 8 Acknowledgement
246 20:56:30.930176 Abocom_30:d7:1c D-Link_99:T2:17 IEEE & Probe Response, SN=790,FN=0,BI=100, SSID:
247 20:56:30.930414 Abocom_30:d7:1c IEEE 8 Acknowledgement
271 20:56:33.322586 D-Link_99:f2:17 Abocom_30:d7:1c IEEE 8 Null function (No data), SN=34,FN=0
272 20:56:33.322706 D-Link_99:f2:17 IEEE B Acknowledgement

# Frame 244 (52 bytes on wire, 52 bytes captured)
-] IEEE 802.11
Type,/Subtype: Probe Reguest (4)
# Frame Control: 0x0040 (Normal)
puration: 0
DAlpestination address: abocom_30:d7:1c (00:12:0e:30:d7:1¢)
Source address: D-Link_99:f2:17 (00:13:46:99:f2:17)
BSSID|ess 1d: abocom_30:d7:1c (00:12:0e:30:d7:1c)
Fragment number: 0
Sequence number: 32
- IEEE 802.11 wireless LAN management frame
-l Tagged parameters (28 bytes)
SSID® S5ID parameter set: "{..)nnn"
+ Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(E) 6.0 9.0 12.0 18.0
# Extended Supported Rates: 24.0 36.0 4B8.0 54.0
# D5 Parameter set: Current Channel: 6

Figure 4.3: Unicast probe.message flow (captured by wireshark).

@ Power-Saving Mode :

—MRO[ENEE  TRAR THMSERHEIERENIERL T , EERFEZXRKBER
2ZrEtsE  IUEETUERNEEMERAENENERNEEMA AR ,
802.11 #H¥E M E ‘f@]%ﬁ%?-ﬂil power-saving mode ##l , o] STA B8RRIk
BECBMEEERBR , BENHEYRE power management state %3
power-saving mode 22 active mode , ZREZEZEHEEREBVERENERN - —RM=
# A power-saving mode A STA Kgﬁiﬁﬁ%uﬁl—ﬂﬁﬁ*ﬁi@ , MEAEMAERE Y
WA |, FiEss EPE’]ﬁiﬂ!‘*AE*H buffering , 152l STA EE2K[E|Z] active mode 2
%, BRHEEES STA - EREINRERTENZR TEE MM BNENEREZSE
MMM T —EEZE STA IEZERABRBEY—LEHMEE , MAOHEMR
R EERNEE R AERE background scanning FRFTEM M BIERFE -
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bits 2 Z 4 ] ) 1 1 ) ! 1 ]

I T " 3 [4°75 "6 "7 B 9 0 n 7] 1 T 15

Protocol | Type = control Sub type ToDS |FromD5) More | Retry | Pwr | More |Protected| Order
Frag Mgmt | data | Frame

0 . 0|1, 0 L 0ol ol o o] o] o 0 0

Figure 4.4: Power management bit in Frame Control field.

4N Figure 4.4 Fi7x, Power management state kB AI5 802.11 &M Frame
Control field 5 12 bits R E , EERE 4 1, NFRZE STABRNFE A power-saving
mode , R 2 E A 0 BIZ[[EF active mode » STA OB AEH PN ER I A 258
A2 E—1ME Null Data HERRETERMBEZRBMENS , FEHUBRIEA
channel EZ#ITIRIERENE , WU O DUB R EIERWTE -

4.3 HHEBENEL

£ NG WEED , —MEBE2HMEMEN —EEN , 251% SSID - BSSID
VUBGESFRY channel - MEERMAGESIS , TR NG REPFECEHAS | HEHTE
meRBHABES MU TUES K, F STA clPUEZ MR TS ES DBEMERE S
FEE - BIRRMFS HAERRY-RBREBT E-_EERE , HEBEERNF
T, AltZETEER EWES, RIEInk =22 ER0EE%R , BITEEE TES
MURURAEEBNIEDR -

RBEROBEG , RMOILEREEMSRYSALAMER T , BRPTHN
network topology table i#l[E Table 4.1 - Neighbors R AI# &7 % left ~ right
mitE , DRl EEEME S TN T —EEE , AFKZF STA JHBRNEtEIR
FBE -

Table 4.1: A temporary prototype of network topology table.

Index of
Index | SSID | Channel BSSID Neighbors
left | right
1 WL1 6 000F3DE1037E 2
2 WL1 1 O00F3DF73765 3
3 WL1 11 OO0F3DEC1D4F | 4
4 WL1 1 0060B3166890

-23-



FERMHNELBNOES , BERECHRERRLEEHE, TRERS
FEEONTMAENS , HEA STA EEZBRFOEREE , EIE network

topology table FE2EBRIEEMEREE , A , RS bMNEXAZE—KFE
RIEA—% - BFEIRIET , STA EEHRIEENEMSREAMPOEEES |, EMa
HEi SR EEN W Figure 4.5 , T RIESIREEMSMIFSR S ENSIRR |, mimE i
SRIZSENmiE |, FICFM ol DR AERNE(CEB 3RS STA EBES S -
—4— AP (old) —=— AP (new)
50
oW T

RSSI (dBm)
y e
[e] Ln

Figure 4.5:-RSSI change between old/new APs.

—+— AP (old) —=— AP (new)
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E -

Time

6

Figure 4.6: RSSI change between old/new APs with inter-floor
movement case.

BREBEZENER T, STAEBIEENEN SR EENE NHES | f5RAY
SR ZW Figure 4.6 BIAER - M 0ILI3IRE MERERUBRED , MaEithasilak
HI2ZRCERARBERENIRR , PRARIHHDARIME STA MEWME—F3E
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BHEPENNE - ERAZRAEEHMRZEE 3D HIRIE , STA EABBENRE , B
BRI SABEHEZEERM PRI B ERPRIZEENRET A ENER
EPE’\Jz'ﬂlkﬁc M EESsARE STA BfR 7 —E8RE , BIRkAES LIRS |, Fr

EREBEHENE(EBD  REHMHHEROMOEMSRE %GR , £ network
topology table &0 Inter-Floor Neighbors AL HE - M EfE &R SETERE W
ST E Mt SR -

BRI MEREANIER , EEREECENFREBNUER  SXREENE
BMaEHENSEMREEE2ENRAN  KEESERBEBAOZE | fMRIE
BERRELL—RERBNRNR , E2ARMBRER ML EZEER -

mEFMFTIRIFIEMES] , 2B threshold-based handoff algorithm , 2
= STA #WREAEMSMRREEREE threshold BEZE , A EETEEN
background scanning #HIEZHSHWEREIS , TAZKEHBESRAITE - &t
¥ FEPEMEAERNRS | HMEEEENIER —RENMF , TSRS RIRAVIER 2
Al , BE—LAENTRHEARENEZEME , MILE STA LREAE , FULIRE
REVE M EEEMES | ESTA glll-EBRFEREFVMRBEREE T , HULE
FHER MO HERNBERZEER— A threshold B - E—THFIRBERAEN
EREIED  SELEMEMENNUSRILBERIEAENER , EEAEEHN
threshold B2RFEMS , BR S L NARETFREME— ST BT ERA—ERRIKE STA
BRIINREFHFENENSTEZNEEZEEH , IZ2AAKERNTRERIMEEES
HHRERE - At EMARSEEINEENRIGENRZERE 8 —EEMEEZERE
REBCHW threshold 1B , KEREEEEMSERE FHRWESEE , 8 STA WEIRIEH
SRERLILER , SEFEEETT handoff BEEETIENRERET -

Table 4.2: An example of network topology table.

Index of Inter-Floor Threshold
Index | SSID | Channel BSSID Neighbors Neighbors
- (dBm)
left | right | up | down
1 WL1 6 000F3DE1037E 2 35
2 WL1 1 000F3DF73765 3 1 30
3 WL1 11 000F3DEC1D4F 4 2 5 35
4 WL1 1 0060B3166890 3 30
5 WL1 6 0060B3166863 3 25
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A LRRAR , B MY IRIEEE |, B W Table 4.2 B9 network
topology table , /R NG #i= N E4ERVERE Y link BIfR(BE02A |, 8E handoff 18
AT EE RS R BRI ERN link B% , TREBEEASRSOEZERS ; SIMD
RESEEMENIRIEEREARR threshold & , RBILEFRIRE MR STA 2T
background scanning #HlEESHWEMS -

4.4 SREIFHEEHIZEF

=2 STA fIEERHEEHEESEHEREMSR , 2817 Searching_Target_AP
Function , E+ X Z2FAEAE 4.2 NenTBNESHREENERGE , DK
4.3 FrEE 1 2KEY network topology table - £ FMEnRERABEE Function
ROZELE -

Searching_Target_ AP FUNCTION

1) Set Target AP as Null;

2) Select AP from one direction;

3)

4) while loop is smaller than Max_Retry do
5) loop add by 1;

6) Measure selected AP signal variation;

7) if signal is increasing then
8) Selected AP as Target AP;
9) break
10) else
11) if no AP exist in opposite direction then
12) continue
13) else
14) Select AP from opposite direction;
15) continue
16) end if
17) end if
18) end while
19)

—HRHMHEZ L BRREAEZZEER—EEEDRE ISR AamErRHa
BEIMSRBEHAE - BARMTEERE 2R O2/Ftin , S50 o IZBHERZE
BEME—ERY% , #EFEB background unicast probe E2RIWETE HEFSRAY
ﬁﬁﬂ: MmE#aREEEIIERE |, BIo LA Er A Bt & B M 2R B 1R E i

 HRWEERZERE  HAEEABEEFALARKRS DN AEMSTLUERE |
QD%EEU%EZ,E—% EFTHRERNEF - AMESEREBOHRBEEEFEA
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ARBER , R OIRE G RERFIRVIBN , ELB—WmmET NNESEHEREEZ 4]
HLALIREENIRRE  HMEEAIBERLEX , PEEENTHREEHN
Max_Retry BB T LIRS, MEEEREAKNRAFFRORE , FREZHAZESHHE
TEMER , EB2HMIMEA Function W MFEI D RE—THEBR ST ERFT -

20) if loop is equal to Max_Retry and Target_AP is Null then
21) if Inter-floor neighbor AP exist then

22) Monitor current AP until signal is increasing;
23) Measure signal of inter-floor neighbor APs;
24) Compare current AP with inter-floor neighbor APs;
25) Select one AP whose signal is the best;

26) if selected AP is current AP then

27) goto Monitoring_Current_AP state
28) else

29) Selected AP as Target AP;

30) end if

31) else

32) Return FAILURE;

33) end if

34) end if

35)

36) Return SUCCESS and Target_AP;

37)

AL Function EH¥EH N BREBEERAIESEMS , ENUEZEAEREEL
AP AR |, REWUEEM TR SARE AL , EEEE R FriElfE FAILURE
Eifl - Z—EALERBOUENEREEAEAER—BETRE 7, MEEAERERD
SH—EREE , ILEEMIESE network topology table FrEC#%RY Inter-Floor
Neighbors &l 1 -

FEEABEEESHNEY , RIBSLAT 4.3 /& Figure 4.6 NEIZRAER |, T2EE
BrEZA], BRIERKTWE N —EEEEMSH E2RERNBE , FIUEMANIEE
—HrREEERILRE K MESIENERENSENLIREERS BRI EANERE
BEMOEMSNMRRE  EEBEERERESMRIELLR , WPE—EHR
EHNEFEREENS - SERNRETHER—REEAEREMS , {1FRZE MN EE
RAERE  BIWEBRERMMARES Function (IBIF , B MN RES
Monitoring_Current_AP jREREMARY BEE ; SRIMGELILERIMOE S ST
P EHRN B REM S, BIBIOl455R 1L Function B, BIEM IR IEEEMSEH -
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4.5 STA BREEERIE

B 7R A4 NENFTN ABRISRE IR IS , STA AL G B EERE , &
F3 Figure 4.7 ARRSEEIAEI2KERAR

Thresholdscan = current
associated AP’s threshold

RSSIqyr > Thresholdsean

Target AP Found RSSleyr < Thresholdscan

Searching
Target AP

Monitoring
Target AP

Target AP
isn’t suitable

RSSInext RSSIcur + A

Figure 4.7: State transition diagram of proposed mechanism.

STA —FtaER T EMEEBEEN Normal AREE | ETIEBNERSEE , LR M
RIS I A EEEEE , MEFTEWRIRNASR/R Thresholdscan 5 , A EETT
Searching Target AP %]@E% ZEIhe  MEIBEEEIMSE , STA SEA
Monitoring Target AP RRE , ERFZHEEANEAERDAHE BEEMSZ 1EMHER
E?UHaﬂsﬁtbEHUL%?E’J%MSIEW? , HBBAEGESR ping-pong effect)®& , 7
ZEEE) STA X#1T direct association EBIfEIRF R BEEME -

M# Monitoring Target AP MABEERZEZRIRBZEIMSAES , STA ME[CZE
Searching Target AP IAEEAEFETHEE , MR AESHNKEYE , ENEEEEMS
AIEHIRERMWIRS - SANEZEREFENSHIREIENIRSR , WALLEEEMS
AlSREELY  NREEABERERE 7, BRI FIZRE] Monitoring Current AP 7R
B, SHEEMNEZ(CLIRBEIFEE -

-28 -



&1 , 7t Searching Target AP LK Monitoring Target AP #{THBRES , E
2 5IR BB AR SR AR 2 47 W KA Thresholdscan FF , EEZ 9P ER Function F#
17, ARIIKHKERZE STA ERACBERERANELGREMES  FILIRFHNSRER TIF
RO LT -
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FHhE BHEEMENBIREREMESRIZEF

REIEPRNT AR PNOUEFFENEIR KRIREFEEHEEETTH - 5EE 5.1
ZERAREF LPREMREIERSRR A | 5.2 MABEFIRIRAMESIRIE | #3& 53 RAEF
A Z RS -

5.1 EfFEEEIRIE
0 FEIEE

B PRENEEIBEETEIRE L, THRME S —SELUE , Bi—FK
PCMCIA 7T E Atheros chipset AR+~ - sFAHABEHEN T -

Table 5.1: Mobile Station hardware equipment table.

PC Acer TraveIMate 3010 Notebook
Processor Intel CoreTM Duo moblle T2300 (1.66GHz)
Memory Samsung DDR2 1GB

HDD Seagate Serlal ATA 5400rpm 100GB
WiFi D-Link DWL-G630 802. 11g 11/54Mbps

X2

® HEFRBIRE

RAERMEZIEL WLAN card 8 driver , E1EREE RS R IZHEAHEE] , BFLAE
PIEERMNRBIEN Linux 1E2E%&4 , Bic Atheros 7 Linux & NEREMEGEEIZT
madwifi driver[34] - FAEE BRI B FE ARG AEEE RS W T -

Table 5.2: Software development environment.

Operating System  Linux Fedora Core 5 with kernel 2.6.20
WiFi driver MADWiIFi 0.9.3
Development tool GCC 4.1.1
Sniffer software =~ Wireshark 0.99.5
Packet generator  BillSniff 2.0
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5.2 #HRIRIR

R Xt N ERNERZER  HERMANEFREMEURKRIE=ER
T, ARERTENREEBREFRERNTS - £BRVERD , HAEZREMUT
B=EL NEENEFEEF STA BEEE K EMEENTEERENSEERN
HERUE K HEEERN/REEN Figure 5152 -

I
R

% 637 ‘P
: EF 634
AP1 HQ

1 638 635

——

[0

i i
"""'

5 Ul

541

Ty

AP5

532

Figure 5.2: The southern half layout of the 5" floor.
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REBEEENIRERE , RPARUTEOMEEGED , B—8EERMAE S K U 7 B
EME , mMELEEONEMSRIZSINEE inter-floor neighbor 1 , BIMNELEER
&aH SSID #2MEEN"WLL" , WwHTE 2@ 140.113.24.0/24 FHEEF -

5.3 ZMEE

HMEFELHRMAIBEUN Figure 5.3 FiR , £EZGEREENAETG , #£T
EREMAKEERY, 2 device driver- Linux Networking Stack, DUKRfiI7E user level
MAEERET , B2 Linux fFERA NEENRE FRATEE - MEMERETHIR
BRIMA T M E T2 I MR E RS , —{E=Z Driver Extend Entity , 55—1{E Rl
EfITE user level B TopologyScan Management %32 , 7 5l=Z Figure 5.3
PREEARZNMETY , B N RMABE— TN BEMITH

e N

Applications,
VolIP, dhepd...

User level

Kernel level

Linux
Networking
Stack

i

athO
(physical interface)

1l

madwifi driver

1

Atheros-chip WLAN Card
(. /
Figure 5.3: System architecture of proposed scheme implementation.

L N N N N N N N N N N N N N N J
ioctl command call

5.3.1 Madwifi Driver Extend Entity

Madwifi Driver Extend Entity & =2 EH , MIEBEARELKAEFIOINEE , MA
JRAK driver )8 B8 unicast probe DK direct association ##l , 1 B5Efft ioctl
callback function KEF LEEEENNWIEI ; SINEERGHEBERRENER , 25
B2 Al 2.2 EEI/T A8 Netlink Socket ZBH FEEBEXHEIRE -
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5.3.2 TopologyScan Management Process

BRI EIEER TopologyScan Management 23 , ZE{F7E user level
b, KESERRZETERKBERNTSA , B8 octl 5L =W driver BT -
HEEENE , WHEIEERASR - ™ network topology information RIZREES
Sh—{EFBIIRIHEZE P , TopologyScan EREHITIR S BETENIRBILERENZ
T table , ZERIEERLZMIBLL table 2RH#EFTHEE 17 i B F A9 H &R -
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AE HTEAAS SR

i
;gi

P ol
5E/\

REERHERIPIFERFTABFRBAIETEREGRTM - 6.1 SiPHMS oY
IRPAE AR madwifi driver #7047 , St E—SFRRECERNREFENR - £ 6.2
AIRETHMVEERERG I HEREHERTSBRMMEMNEE -

6.1 Madwifi driver T8 Z ISR

BAMARRERERMN chipset ~ driver RE , HINEEAEAR , EEMA—IK
MRIFER , AR MIEEER Atheros chip #E madwifi driver REE , AT
P ¥R ELMBERRIRETTIR AR - R FIBE BB L driver AR LS RE2RE S, 14
BN THEEREZRENTRE  EENAEENEE -

® Probe Channel Cost :

SR MEFIT unicast probe ZH TIRE—EEM SR , EFRTENRRE DU
LI MEAT
2*Set_Power_Saving:+ 2*Channel: Switch + Unicast_Probe
Hoh Set_Power_Saving Z# i 'Null 'data packet ZEiE , SHMEMER STA
PG ABERRAR RG B EE SR [CI B [E BT, HEAFEEFRIIRGEREZIFTEZFE—R,; M
Channel_Switch FE2 STA tIEFR#E channel EEMIER , %A Unicast_Probe
BIZ#ETT 4.2 /NEIFT/T4BRY unicast probe procedure ZEMERE -

I F & Channel_Switch FEEX FMEREEARSENWIRE , REBERMASRNLE
REZE 3.5~4ms ; MERE Power_Saving_Mode FZ 0.5ms RIFRFRE , 25 unicast
probe procedure FRTERERIZHRE 2~3ms - HLLHREHMILIEH , STA FHA
unicast probe Z#TIRE—EEMEANEHRFE 10~12ms HIFERE -

® Channel Waiting Time :
40 3.1 /NEFFR7YABRY , 802.11 & Y max/min channel time #RE STA TEHIT

active scan procedure ISR Z 1 channel F5HSE - M madwifi # , #1¥ active

scan procedure —ixEE 7 MIERRE , #5 max/min dwell time , F85%1E max &
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200ms , min BIZ% 20ms , ZRMETAEANR 802.11 1IREFREBAIAEMEE -

Madwifi FE#1T active scan procedure 5 , EEUXZE probe response(s)sk
beacon(s)i& , €& channel EERBZE LB min dwell time , IR E#E%E
RlgERETWRIMWCE EEMIIBIAERL channel WEIE , TIIREI T —1E channel =
1T, MRLBBEREEER min B , 2@ OI7EIT)REI ME channel - TH&—
QUL EIMEST probe response 3k beacon , STA EJ—E%}@J max dwell time #35% 74
AR UL channel ROENTE - IR 802. 11 1R ZLEEGER, EEM S E B ZERIRIRE T, madwifi
FIREZEEENRESEI 80211 REERMIKMNLE ; 7FHJ§E’\J%E/\ DEEMBNIRIE
T, madwifi FRBEZICENREISEE 802.11 FEMRHNE -

m Madwifi MEERTEEERHMEFIE—/NER , AAFEMEEA unicast probe
TEERE , FEBEAEULE] probe response BB E4ER , AHEESE 802.11 %R
FEZEHI max channel time 45k - ALt madwifi BT , BFRFEZH max/min dwell
time HWEEE LR EME/N , MULFEUE] response WIERN FIA BB EFAIOI4R

— 22 WA BIFEMETR , STA tEERIRAITE max dwell time ERmE AR -

@ Direct Association :

= STA EEBREMEGE., REZBFER | EHEEHIT direct association EE ,
AHEETHE probe —R , M direct. association FIEEEZ T authentication £
association MEEN1F, AR EXRITHAREEZE LR, Zem UL IEENFAREIRZE 4~6ms
RIS E -

6.2 I EEE jitter WRE

HTBEBEMOESERERSENEHNTE , HMER VoIP BISMRZENIE
1%, NA—&aZ 8 ElEE Correspondent Node (CN)%@ BRBROKNAIEE
¥ L 140.113.24.0/24 F45E , WHBBHEIESREZE 512Bytes B9 UDP 84
MN , BEARF A% 20ms ; ™ MN ImBUFA1T sniffer 8132 |, @& PRI UDP traffic ,
RIBEFZEL IR BRI B (Inter-Arrival Time, IAT)E , #E1T NAIRIDAT -

@ Probe + Handoff B11ERIF £
B MEEE MN 217 background probe B2 handoff 18125 , R E R

-35-



BEHHVEE - 43R Figure 6.1 Fi/r , MN 7£ packet sequence no.90 ~ no.91
SRR REETT 7 handoff E11F , 168 72849 20ms RORRSRE , ALE3E A AT 2 5% 40ms -
MEE 2R , MN 7 packet no.15 FMR#ETT 7 EIRH probe BF , IRIBEEIZR O] DIERER
BHERINE IAT EBLER 5~10ms B jitter RFE - SR EH R BIR R IRTEZKR
a, AEZEBN O ERNEE -
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Figure 6.1: IAT of packets'during probe and handoff.

® KEMEE roaming K &1ER

HMFAmERS : FEETREAARIERERE  REFRAGREZEBED
ZHZ AW overhead EZE |, UIERE D HIAERI S AN BN BIRIRALZ -

Figure 6.2 2 MN EE#BEFRENIERN , EERAEKE 7 4 R-FBRE , &
EBlZR ol LSRR MG B N ERNER RIS A LMW jitter & |, M ERBERIAT S
20ms LAKRKZ 96.70% - BLE jitter FE N B UAERRBERBRABE RS E
HARBE , BINEENEHMEIELETT background scanning B, SERFT)I£E]
power saving mode , EHTIFMEREMEHAN , MERBUESREEEHEH
WSERE K REEE7TEENTE -
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Figure 6.2: Cumulative distribution function of packets with
IAT=20ms.
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Figure 6.3: Cumulative distribution function of packets with
IAT=20ms during inter-floor roaming.

i Figure 6.3 812 MN EAREETBERER , W \ENEMSBRFIAEE
e, ABERDLIIR jitter W ELLHERIEEREBIHRAK , HTEREER IAT 5
20ms ZAARKZE 94.12% , EE D OJBER B S BRERIRE , WRIRRIRAS mH

A
N

HERE |, U EEEIEEAIRE , EX packet delay WHEES -
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FTtE EmERRIEF

7.1 i

B¢ Intel ELAIMTHEE RN 2E , F8) 7 80211 \AMENDS , USEA
AABSNTH R InEENSLEEN, FIREN BARUEEEERESEFHE
BAFE 802.11 MARMERVEBES , EREZEHRBEREM FRABNTI R HRRA -
RMMESEAZEE 80211 HiF21sR , FERIIEMSBRFNERE , SREATRIEHN
R PETES AR mERE ; RIS ESHEESRNER  2RREENSES
P& ER AV B R Z R R R E B IR FEY -

HMRL " BREEAENERNRERERES ,  ETHRMEEENRESARE
TR SRS  BREARRIIEENE(E , B AMOENSEBRHEREN , 7
EfERECIRERREI M, HHIEARREJENBERENS , BB ILREHIEEER
e ESNRE  ZRERFAESENNZE - RMPLUREXERESREG , 7
RARTIRE=EEMEIER 802 1LEM AR BEHEERIRRFERAERFS |, & Linux
2 ETEFECfE A Atheros SRS R |, BAF IR ISR madwifi BEENEZ0 , I EB
THENBRFERRI | T ZEILERIRTRS .

FoMPreR st AR IS | o LISt STAETTASRROER , MPARIEENRBRA |
I B2 #E B FAI background FoEEET , HFRESERMNEBREZEAK ,; REHE
BEDMRGR ARG | ISRV INA BORE o] DU R RS S P BN I 14 FE A AR FS am
EERNTE  BEREERFEABRPEFAIRE - BIMNIESIRERINLBE L
802.11 FEMRHRNZERBNEMSRHAIINGE , AU UBBEETEHNSFEN
802.11 MM EIREP -

7.2 RFRIE

BRI MATRRETEIFRY 802.11 MM FRVAE RS , RUKEBERRRIZS

T, BREREREEINITHRE , AARRIESERHPMELL N ER I LU
1) StHEMRIRE D XMIRT - BRIFMERNEZEYABBER , &
NERMO LM REF AR IR , AlEE FEIRE NP ol LS5

mEMERIRNESE , MERFHRMOEEIRZEMRS(EXFAE
AENBE T EE , JUSROBKEBRFIENERENSES , 8BA
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AR O B S ACERREL SRR Z BN -

2) # 75 security ZZ2HE - BRIRMIZERMAAIIRE NETER , M&E
FELZETHEZENERBEE T , STA ERFRBEFERIMNNT IR
iR PMK sl B2 2 HKHEINVENE, LIPS E D SMRINIBFIE
B - mBMESITUSRHELERERSNAD , Bt olUARITEE
AASTASETRRRE RS , MR RFREE -
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