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ABSTRACT

The progress of network speed and technology make network security tool workload
increasing enormoudly. It seems hardly to solve this problem by software entirely, especially, on
Internet content filtering. Although the software tool could cover aimost entire network security
jobs, software aso is the performance bottleneck in nowadays network speed, including Antivirus,
Web/URL Content filter and Anti-Spam etc. The purpose of this project isto implement the most
consuming computation part by hardware(FPGA). Of course, the hardware must cooperate with
embedded operation system, device driver and firmware to improve the performance.

In software, the embedded operation system had already work on Creator PreSOC Board.
The device driver for FPGA is developing in concurrent. In hardware, the prototype of string
matching algorithm had already devel oped and upload to FPGA successfully, that includes both
exact matching and regular expression matching. The more efficient and suitable algorithm for
hardware implement is under construction. The firmware, that response for communication
between hardware and software, will be developed in the next step. And debugging work will
continue go on for hardware and software. Finaly, we will do the whole system testing and
debugging, the practical system architecture and performance will be presented.
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SoC

Creator PreSOC Development Kit X1
WINeZ ARM (ARM CPU ICE) X1
Creator ARM922T-EPXA1 Board X1
1 .Creator PreSOC Development Kit
Creator ? ?
Creator 32 RISC ARM CPU
FPGA
Creator Linux
Cygwin GNU toolsChain p Clinux
Creator

ARM ICE




2. WINeZ ARM (ARM CPU ICE)

1. Stand Alone PC Printer Port

2. CPU ARMY7 ARM9

3. Reset/Trigger Match/Sync Sync Stop

4. Address DataBus CPU Status 4 External
Trigger 256 pass counter

1. CPU Domingo IDE

2. (Load Module) Bin Hex ELF UBROF

3. IDE ARM IAR CCompiler GNU C
compiler

4, Symbolic C

5. Full Speed Running Single Step Into/Over Animate Step

Into/Over Go Here Run & Trace Auto Stop

3. Creator ARM922T-EPXA1 Board

Altera Excalibur EPXA1 SPOC
ARM922T 100K
Linux
8MB Flash Memory 32MB SDRAM SOPC AMBA
lite function.
Creator M Clinux 2.4.x
Creator M Clinux
Open Source Linux

(Open Source Code) Snort ClamAV (Trace)
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