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Abstract

Mobile ad-hoc networks, MANETS, are
a network topology which combines the
wireless devices into an infrastructure-less
environment. And al nodes, i.e. wireless
devices, have high  mobility and
self-organized ability. To have such
properties, the MANET is more suitable in
emergency and battle field.

Though the MANET has the above
advantages, its dynamic topology makes the
problems such as routing, quality of service
and information security more different than
the current wireless network. In our research,
we focus on information security problem
and design the intrusion detection system that
satisfies the MANET environment. In the
study of intrusion detection scheme in
MANT, the intrusion detection methods is
the one of the topics we must concern, but
the related researches like the integrity of
data exchange and cooperative detection
mechanisms are required to make the system
more feasible.

In our research, we propose a
union-defense-based  intrusion  detection
mechanism which is supported by majority
vote to make a decision whether performs
union defense or not for MANET. The
system implementation is based on
distributed intrusion detection system with
intrusion response, message exchange, and
union defense scheme to enhance network
security and system stability and protect the
MANET from malicious attack and denial of
Service (DoS) attack. The security analyses
and performance analyses present the scheme
we proposed is securer and more efficient
than the others.
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