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COMPLEXITY OF HARD-CORE
SET PROOFS
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Abstract. We study a fundamental result of Impagliazzo (FOCS’95)
known as the hard-core set lemma. Consider any function f: {0,1}" —
{0,1} which is “mildly hard”, in the sense that any circuit of size s
must disagree with f on at least a § fraction of inputs. Then, the hard-
core set lemma says that f must have a hard-core set H of density
6 on which it is “extremely hard”, in the sense that any circuit of size
s = O(s/(gi2 log(Z))) must disagree with f on at least (1—¢)/2 fraction
of inputs from H.

There are three issues of the lemma which we would like to address: the
loss of circuit size, the need of non-uniformity, and its inapplicability to
a low-level complexity class. We introduce two models of hard-core set
proofs, a strongly black-box one and a weakly black-box one, and show
that those issues are unavoidable in such models.

First, we show that using any strongly black-box proof, one can only
prove the hardness of a hard-core set for smaller circuits of size at most
s = O(s/(ai2 log §)). Next, we show that any weakly black-box proof
must be inherently non-uniform—to have a hard-core set for a class G of
functions, we need to start from the assumption that f is hard against
a non-uniform complexity class with Q(2 log |G|) bits of advice. Finally,
we show that weakly black-box proofs in general cannot be realized in
a low-level complexity class such as AC° [p|—the assumption that f is
hard for AC%[p] is not sufficient to guarantee the existence of a hard-core
set.
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1. Introduction

The hardness of a function is a fundamental notion in complexity
theory. Informally speaking, a function f is hard if any circuit
of small size must fail to compute it correctly on some inputs.
More precisely, we can characterize the hardness by parameters 0
and s and say that f is d-hard (or has hardness §) for size s if
any circuit of size at most s must fail to compute f correctly on
at least ¢ fraction of inputs. An important question is: given a
d-hard function for size s, can we transform it into a harder func-
tion with hardness ¢’ > ¢ for size about s? This is known as
the task of hardness amplification, and it plays a crucial role in
the study of derandomization, in which one would like to obtain
an extremely hard function, with hardness (1 — €)/2, so that it
looks like a random function and can be used to construct pseudo-
random generators, see Babai et al. (1993), Impagliazzo (1995),
Impagliazzo & Wigderson (1997), Sudan et al. (2001), Yao (1982).

One may wonder whether the hardness of a function mostly
comes from a large subset of inputs that are extremely hard to
compute. So a natural question is: given any d-hard function for
size s, is there always a subset of inputs of density about § on
which f is extremely hard for circuits of size about s? A seminal
result of Impagliazzo (1995) answers this affirmatively. He showed
that any J-hard function for size s indeed has a subset H of the
inputs with density 6 on which f has hardness (1 —¢)/2 for circuits
of size ' = O(s/(Zlog+)). Such a set H is called an e-hard-core
set for size s'.

In addition to answering a very basic question in complexity
theory, the hard-core set lemma has found applications in learn-
ing theory, see Barak et al. (2009), Klivans & Servedio (2003) and
cryptography, see Holenstein (2005), and has become an impor-
tant tool in the study of pseudo-randomness. It can be used to
provide an alternative proof of Yao’s celebrated XOR Lemma, see
Impagliazzo (1995), or to construct a pseudo-random generator
directly from a mildly hard function, bypassing the XOR lemma,
see Sudan et al. (2001). Recently, it has become a key ingredient in
the study of hardness amplification for functions in NP, see Healy
et al. (2006), O’Donnell (2004), Trevisan (2003, 2005). In spite of
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its importance, there are some issues of the hard-core set lemma
which are still not well understood and have become the bottle-
necks in some applications. This calls for a more thorough study
of the lemma.

The first issue is the loss of circuit size. Note that in Impa-
gliazzo’s result, the hardness on the hard-core set, although
increased, is actually measured against circuits of a smaller size ¢/,
as opposed to the initial size s. This loss of circuit size was later
reduced by Klivans & Servedio (2003) who showed the existence an
e-hard-core set of density 6/2 for size s = O(s/(% log 5)). Then,
a natural question is: can the size s’ be further improved to, say,
Q(s)? The second issue is non-uniformity. In all previous works,
see Barak et al. (2009), Impagliazzo (1995), Klivans & Servedio
(2003), even when one only wants to have a hard-core set that is
hard for uniform algorithms, one still needs to start from a func-
tion that is hard for non-uniform circuits, or algorithms supplied
with advice strings. In fact, this becomes the bottleneck in Tre-
visan’s work on uniform hardness amplification for functions in
NP, see Trevisan (2003, 2005), in which he showed how to amplify
hardness from § = 1 — 1/poly(n) to &' = (1 — £)/2 against BPP
algorithms, with ¢ = 1/1log®n for a small constant ¢ < 1. Note that
ideally one would like to have the hardness amplified to (1 —¢)/2
with ¢ < 1/poly(n), and what prevents Trevisan from reaching
this goal (or even £ = 1/logn) is the long advice strings needed by
existing proofs of the hard-core set lemma, see Barak et al. (2009),
Impagliazzo (1995), Klivans & Servedio (2003). This is because
all these proofs need to start from a function that is hard against
algorithms with advice strings of length Q(1/£%), but existing tech-
niques are only able to remove advice strings of length O(logn).
On the other hand, it is known that hardness amplification for
functions in a higher complexity class, such as EXP, only requires
advice strings of length O(log(1/¢)), see Sudan et al. (2001). So
a natural question is: can the length of the advice strings needed
in the hard-core set lemma be reduced? The third issue is that
the lemma currently does not apply to a low-level complexity class
such as AC°[p]. The reason is that existing proofs of the lemma,
see Barak et al. (2009), Impagliazzo (1995), Klivans & Servedio
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(2003), all need to start from the assumption that f is hard for
a complexity class which is high enough to include the majority
function with input length at least €2(1/¢), in order to show that
f has a hard-core set. This prevents ones from applying hardness
amplification to obtain an average-case hard function, and conse-
quently constructing a good pseudo-random generator for such a
complexity class still remains an open problem. Thus, an interest-
ing question is: for any function f which is §-hard for AC°[p], does
it always have an e-hard-core set for AC[p] with ¢ = 1/poly(n)?

All these three issues seem inherent in existing proofs of the
hard-core set lemma, and they look difficult to resolve. One may
wonder whether they are indeed impossible to avoid. However,
proving such negative results appears to require proving circuit
lower bounds, which seems to be far beyond our reach. Therefore,
we would like to identify general and reasonable models for the
hard-core set lemma in which such negative results can actually be
proven.

Black-Box Hard-Core Set Proofs. The hard-core set lemma,
when stated in the contrapositive way, basically says that given
any function f with no hard-core set for small circuits (on any
such subset H, there is a small circuit C'y with a good correlation
with f), one can find a small circuit C' that is close to f. A closer
look at Impagliazzo’s proof shows that the circuit C'is simply the
weighted majority of a small subset of those circuits {Cg}. In fact,
one can replace the class of small circuits {Cy} by any class G of
functions, and Impagliazzo’s proof shows that given any f with no
hard-core set for functions in G, one can construct a function C'
that is close to f by taking a weighted majority of a small subset
of functions in GG. Note that C only uses those functions in G as
an oracle.

This motivates us to define our first model of hard-core set
proofs as follows. We say that a (non-uniform) oracle algorithm
Dec") with a decision function D : {0,1}¢ — {0,1} realizes a
strongly black-box (9, ¢, k)-proof (of a hard-core set) if the follow-
ing holds. First, DEC will be given a family G = {gi1,..., 9%}
of functions as oracle together with a multi-set I = {iy,...,4,}
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as its advice, and for any input x, it will query the functions
Girs - -+ Yi,» all at z, and then output D(g;, (z),...,g,(x)). More-
over, it satisfies the property that for any G and for any f which
has no e-hard-core set of density €2(0) for GG, there exists a multi-
set I of size ¢ such that the function DEC®’ is d-close to f (i.e.,
Dec?!(z) # f(z) for at most & fraction of ). We call ¢ the query
complexity of DEC and observe that it relates to the loss of circuit
size in the hard-core set lemma, with s’ < s/q. In order to have
D(gi,(x), ..., gi,(x)) computed by a circuit of size s, one needs each
gi, to be computed by a circuit of size s’ < s/q. Thus, from the
assumption that f is hard for size s, one can only show that f has
a hard-core set for size s’. That is, one has a loss of the circuit
size by a factor of q. Note that all the known hard-core set proofs,
see Barak et al. (2009), Impagliazzo (1995), Klivans & Servedio
(2003), are in fact done in such a strongly black-box way.

Our second model of hard-core set proofs generalizes the first
one by removing the constraint on how the algorithm DEC works;
the algorithm DEC and its advice now are allowed to be of arbi-
trary form. We say that a (non-uniform) oracle algorithm Dec")
realizes a weakly black-box (9, €, k)-proof (of a hard-core set) if the
following holds. For any family G of k functions and for any func-
tion f that has no e-hard-core set of density §2(9) for G, there exists
an advice string o such that DEC®® is §-close to f.

Our Results. We have three results, which give negative answers
to the three questions we raised before, with respect to our models
of black-box proofs. Note that our lower bounds for our second
model (weakly black-box one) also hold for our first model as the
first model is a special case of the second one.

Our first result shows that any strongly black-box (6, €, k)-proof
must require a query complexity of g = Q(Ei2 log%). Our lower
bound explains why it is very difficult to have a smaller loss of
circuit size in the hard-core set lemma; in fact, any strongly black-
box proof must suffer a loss of such a large factor q. Note that our
lower bound is tight as it is matched (up to a constant factor) by
the upper bounds from Klivans & Servedio (2003) and Barak et al.
(2009).
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Our second result shows that any weakly black-box (6,¢,k)-
proof must require an advice string of length Q(%log k). This
explains why it is difficult to have a uniform version of the
hard-core set lemma; in fact, any weakly black-box proof is inher-
ently non-uniform. Moreover, one cannot hope to improve Trevi-
san’s uniform hardness amplification results, see Trevisan (2003,
2005), by reducing the length of the advice string needed in the
hard-core set proof, unless one can come up with a non-black-box
approach. Note that from the query upper bound of Klivans &
Servedio (2003), one can immediately have an upper bound of
O(z(log 3)logk) on the length of the advice string, which has
a gap from our lower bound. It is not clear which bound can be
further improved, but our feeling is that this upper bound may
likely be improved.

Our third result shows that no weakly black-box (9, €, k)-proof
can be implemented in a low-level complexity class such as AC’[p]
for a prime p, when ¢ < 1/20 and ¢ < 1/n. More precisely, we
show that the function DEC realizing such a black-box proof can
be used to approximate the majority function, but on the other
hand, the majority function cannot be approximated by an AC’[p]
circuit. Therefore, one cannot have a hard-core set lemma for
AC°[p], unless one can prove it in a non-black-box way.

Bounds from Hardness Amplification. There is no previous
result directly on the lower bounds of hard-core set proofs. How-
ever, one can obtain such bounds from lower bounds for the task of
hardness amplification, see Lu et al. (2008), Viola (2006). This is
because the hard-core set lemma can be used for hardness ampli-
fication, as shown in Impagliazzo (1995), and a closer inspection
shows that a black-box hard-core set proof in fact yields a hardness
amplification in a similar black-box model.

In particular, one can conclude the following. First, using a
result of Viola (2006) for hardness amplification, we can derive

a lower bound of min(7-, =) on the query complexity of any

10’ 5logn
strongly black-box (6, ¢, k)-proof. Note that this bound is always
smaller than our bound. Second, we can use the result in Lu et al.

2
(2008) to derive a lower bound of Q(log @) on the length of

the advice string for any weakly black-box (9, e, k)-proof. Note that
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this bound is exponentially worse than ours. Finally, we can use
another result of Viola (2006) to show that for any weakly black-
box (4, e, k)-proof, if the function DEC satisfies the additional con-
dition that it only needs an advice string of logarithmic (in the
circuit size of DEC) length, then it cannot be implemented by an
AC°[p] circuit. Note that this additional condition is not required
in our result and our proof is much simpler. On the other hand,
under this additional condition, Viola achieved something stron-
ger: such DEC can be used as oracle gates by an AC’ circuit to
compute the majority function exactly, instead of approximately.

Subsequent Results. Shortly after the conference version of
our paper appeared in Lu et al. (2007), Shaltiel & Viola (2008)
improved the results in Viola (2006) for hardness amplification.
More precisely, they showed that any black-box proof that amplifies
hardness from 6 to (1 —¢)/2 and uses only an advice string of poly-
nomial length must require Q(gi2 log %) oracle queries and can be
used to compute the majority function on 1/e bits. Consequently,
their results imply our first and third results, but nevertheless, our
proofs are considerably simpler than theirs.

Our second result is seemly related to the recent result of Barak
et al. (2009) on what they called a “uniform” version of the hard-
core set lemma. More precisely, they provided a uniform algorithm
that can output a circuit that is d-close to f when given access to a
very powerful oracle. The oracle, when in turn given oracle access
to any measure of density §, can return a circuit as a weak hypoth-
esis such that C'(x) = f(z) with probability (1 + ¢)/2 when x is
sampled according to the measure. Note that not only is their ora-
cle different from ours, but their oracle also needs the help from
the algorithm for providing the measure it needs in order to gen-
erate the weak hypothesis. In fact, their result is more naturally
seen as providing a uniform boosting algorithm. Since their model
is different from ours, their positive result does not contradict our
negative one.

Our Techniques. Recall that a black-box (9, €, k)-proof requires
a universal algorithm DEC which works for any f and G such that
f has no e-hard-core set for G. To establish a negative result, it
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suffices to show the existence of f and G that violate the guarantee
of DEC.

To obtain our query lower bound, suppose we have a strongly
black-box proof with the function DEC making only a small num-
ber of queries. We show the existence of f and G = {g1,...,9x}
for which DEC fails, using a probabilistic argument. Choose f ran-
domly and then choose ¢y, . .., gr independently as k noisy versions
of f, with each g;(x) being f(x) altered with independent noise of
rate (1 —2¢e)/2. We can show that f is unlikely to have an e-hard-
core set for (G, because it is unlikely to have a subset on which
every ¢; has a large deviation from f, when £ is large enough. On
the other hand, we can show that if the function DEC does not
make enough queries to functions in GG, there is a good chance that
it is not close to f. This implies the existence of G and f for which
DEec fails to work. Thus, we conclude that the query complexity
must be high.

To obtain our advice lower bound, we show the existence of
a family G = {g¢1,...,gr} of functions such that one can find a
large collection I' of functions with the property that every func-
tion in I' has no hard-core set for GG, but no two functions in I
are close. As each function in I' is a legitimate candidate for
f, DEC® must use an advice string of length log, |I'| to spec-
ify the correct candidate. Again, we show the existence using
a probabilistic argument, with G chosen randomly. The candi-
dates for I' are functions Gy, with I = {iy,...,4}, defined as
Gr(z) = MAJ(g;, (x),...,9;,(x)), where MAJ denotes the major-
ity function. We will let ¢ = [1/e], so that every G; has a
good correlation with some g; for ¢« € I, which implies that G;
has no e-hard-core set for G. On the other hand, for any G;
and Gy with small I N J, they are likely to be far away because
for any input =, Y ._;-;¢i(x) is likely to be small, so there is
a good chance that the values of G(z) and G;(z) are domi-
nated by > ,cp;0i(x) and > .\, g;(x), respectively, and hence
there is a good chance that Gy(x) # G;(x). This implies that
with high probability, each G is far away from many other
G;’s, and by Turan’s well-known theorem, there must be many
G’s that are far away from each other, and they form the
set I
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To prove that no weakly black-box (4, £, k)-proof can be realized
in AC°[p] for a prime p, we show that given such a black-box proof
with the function DEC, one can find some G such that DEC® can
be used to approximate the majority function. Again, we use the
observation that for any G, the function G, with |I| =¢ < 1/, has
no e-hard-core set for G. We choose the family G = {g1,...,9x}
with g¢; defined as g¢;(x) = z; (the i-th bit of z) for i < n and
gi(z) = 0 otherwise, for x € {0,1}" (assuming ¢t < n < k), and let
f =Gy with I = {1,...,t}. As f has no e-hard-core set for G,
there must exist an advice string a such that DEC®®(z) = G (z) =
MAJ(z1,...,x;) for at least a § fraction of x, and by an averag-
ing argument there must exist some fixed Z;.1,...,%, such that
DECE (21, ..., Ty, Tpp1, - - - Tn) = MAI(x1, ..., 2;) for at least a §
fraction of (z1,...,z;). By hard-wiring o and 7,1, ..., Z, into the
circuit for DEC, we get a circuit that is d-close to the majority
function on t bits.

Organization of this paper. First, in Section 2, we give some
preliminaries and define our two models for black-box proofs of
hard-core set. In Section 3, we prove a query lower bound for
strongly black-box proofs. Then, we show a lower bound on the
advice length needed in weakly black-box proofs in Section 4.
Finally, in Section 5, we show that no weakly black-box proofs
can be realized in AC°[p).

2. Preliminaries

For any n € N, let [n| denote the set {1,...,n} and let U,
denote the uniform distribution over {0,1}". For a finite set
X, we will also use X to denote the uniform distribution over
it when there is no confusion. For a string = € {0,1}", we
let z; denote the i-th bit of x. Let F,, denote the set of all
Boolean functions f : {0,1}" — {0,1}. Let SIZE(s) be the class
of Boolean functions computed by (non-uniform) circuits of size
s. Let AC%[p|(s) denote the class of Boolean functions computed
by constant-depth circuits of size s equipped with mod , gates
(which output 0 exactly when the input bits sum to 0 modulo p),
and let AC"[p] = AC’[p|(poly(n)). Given a multi-set (or simply a
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set) S, we let |S| denote the number of elements in it, counting
multiplicity. Given a set G = {gi,...,gx} C F,, together with a
multi-set I = {i1,...,7,} C [k] of indices, let g; denote the function
such that g;(z) = (gi,(2),- -, gi,(z)) for x € {0,1}". We say that
two functions f and g in F,, are d-close if Proey, [f(2) # g(x)] < 6.
All the logarithms in this paper will have base two.

We will need the following simple lower bound on the tail prob-
ability of binomial distribution.

Fact 2.1. Let Zy,...,Z; be i.i.d. binary random variables, with
E[Z;] = p for every i € [t]. Suppose Q(\/ii) =e< % Then, we have
the following: (1) if p < %—i—g, then Pr[zie[t] Z; < %t] > 9-0(21)
and (2) if p > 1 — ¢, then Pr> e Zi > Liey] > 9-0(e2t)

Proor. First, consider the case that y < % + ¢. Note that if
we fix € and vary p, then the probability gets smaller when p gets
larger, because 25:1 Z; becomes more unlikely to have a small
value when the probability of Z; = 1 becomes higher. Thus, it
suffices to show the lower bound for the case of u = % + . Then,
t j t—j
1—¢ t 1+ 2 1—-2¢
Z; < = .
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where the first inequality uses the fact that 1 —x > 27 for some
constant ¢ when z(= 1i€25) < 2, and the last inequality follows
from the condition that ¢ = Q(%).

The second case with p > % follows immediately from the
first case by symmetry. More precisely, define new random vari-
ables Yy,...,Y;, with Y; = 1 — Z; for ¢ € [t], and then we can get
the desired bound by applying the bound of the first case to these
new variables. 0

We will also need the following result, known as Turédn’s The-
orem, which can be found in standard textbooks (see e.g. Alon &
Spencer (2000)).

Fact 2.2 (Turdn 1941). Given a graph G = (V, E), let d,, denote
the degree of a vertex v. Then, the size of its maximum indepen-

dent set is at least ), ﬁ.

2.1. Hardness and Hard-Core Set Lemma. We say that a
function is hard if no small circuit computes a function that is close
to it. Formally, we define the hardness of a function as follows.

DEFINITION 2.3. We say that a function f € F, is d-hard
(or has hardness ¢) for size s, if for any C' € SIZE(s), Prycy,

[C(x) # f(x)] > 6.

Impagliazzo introduced the following notion of a hard-core set
of a hard function.

DEFINITION 2.4 (Impagliazzo 1995). We say that a function f €
F,, has an e-hard-core set H C {0, 1}" for size s, if for any C €

SIZE(s), Pryen [C(z) # f(2)] > 5=

Now we can state Impagliazzo’s hard-core set lemma, see
Impagliazzo (1995), which is the focus of our paper.

LEMMA 2.5 (Impagliazzo 1995). Any function f € F,, which is -
hard for size s must have an e-hard-core set H for size s', with

|H| > 62" and s' = O(s/(5log 52)).

Note that in this lemma, the hardness on the set H is measured
against a smaller circuit size s’, as compared to the original circuit
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size s. This was later improved by Klivans & Servedio (2003) to
s’ = O(s/(Z log 1)) but at the expense of having a slightly smaller
hard-core set of size §2"7!. A closer look at their proofs shows
that they work for the more general setting with hardness mea-
sured against any class of functions instead of just circuits. For
this, let us first formalize the notion that a function has no hard-
core set for a class G C F,,.

DEFINITION 2.6. Given a set G = {g1,...,9x} C F,, we say that
a function f € F, is (d,e,G)-easy if for any H C {0,1}" of size
02", there is a function g € G such that Prycy [g(z) # f(z)] < %

Then, from Impagliazzo (1995) and its improvement in Klivans
& Servedio (2003), one actually has the following.

LEMMA 2.7. For some ¢ = O(%1logs), there exists a function
D :{0,1}9 — {0,1} € SIZE(poly(q)) such that for some constant,
c the following holds. For any G' = {g1, ..., g} C Fy, if a function
f € F, is (c¢d, e, G)-easy, then there is a multi-set I with |I| = q
such that Pr, [D(g;(z)) # f(x)] < 0.

In Tmpagliazzo (1995), ¢ = 1 and D is the majority function
(and ¢ = O( log +-)), while in Klivans & Servedio (2003), ¢ = 1/2
and D is a majority of majority functions.

2.2. Black-Box Proofs of Hard-Core Sets. Now we intro-
duce our two models for black-box proofs of hard-core sets. The
first one is stronger than the second.

DEFINITION 2.8. We say that a (non-uniform) oracle algorithm
Drc) realizes a strongly black-box (6, ¢, k)-proof (of a hard-core
set) if for some q¢ € N it has a decision function D : {0,1}9 —
{0,1} such that for some constant ¢ the following holds. For any
G=Aq,...,g9x} C F,, if a function f € F, is (¢d, e, G)-easy, then
there is a multi-set I with |I| = q such that DEC® () = D(g;(z))
and Pr, [DECG’I(x) # f(x)] <6. We call g the query complexity
of DEC.

In this model, I can be seen as the advice, which is of the form
of a multi-set I = {4y, ...,4,}, and the algorithm DEC is restricted
to be of the following form: on input x, it queries the functions
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Gir»- -+ 9i, all on the input z, applies the function D on the ¢
answer bits, and outputs D(g;, (x),...,g;,(z)). Note that all the
known proofs of the hard-core set lemma are in fact done in our
first model, see Barak et al. (2009), Impagliazzo (1995), Klivans
& Servedio (2003). Our second model generalizes the first one
by removing the format constraint on the algorithm DEC and its
advice. That is, the algorithm DEC and its advice now are allowed
to be of arbitrary form.

DEFINITION 2.9. We say that a (non-uniform) oracle algorithm
Drc" realizes a weakly black-box (6, ¢, k)-proof (of a hard-core
set) if for some constant ¢ the following holds. For any G =
{91,.- -9k} C F,, if a function f € F, is (¢, e, )-easy, then
there is an advice string a such that Pr,[DEC®(x) # f(z)] < 0.

Note that in the two definitions above, we do not place any
constraint on the computational complexity of DEC. Our first two
results show that even having an unbounded computational power,
DEc still needs to make a sufficient number of queries and use a
sufficiently long advice string in these two models, respectively. On
the other hand, our third result targets the computational complex-
ity of DEC and shows that it cannot be implemented in a low-level
complexity class such as AC[p]. Here, we say that the oracle algo-
rithm DECY can be implemented in a circuit class if the function
DECY can be computed by a circuit in the class equipped with
functions from G as oracle gates.

3. Query Complexity in Strongly Black-Box
Proofs

In this section, we give a lower bound on the query complexity of
any strongly black-box hard-core set proof. Formally, we have the
following.

THEOREM 3.1. Suppose 274" < £,§ < ¢y, and w(s%log%) <
k < 22" for small enough constants ci,cos,c3 > 0. Then, any
strongly black-box (6, ¢, k)-proof must have a query complexity of

q= Q(E%log %)
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Our lower bound is optimal since it is matched (up to a constant
factor) by the upper bound of Klivans and Servedio, see Lemma 2.7.
Note that the assumption & > w(a%log%) is reasonable, since in
standard settings of the hard-core set lemma, G typically consists
of circuits of polynomial (or larger) size, which gives k = |G| >
gpoly(n)

The roadmap for the proof is the following. Consider any DEC
that realizes such a strongly black-box proof. We would like to
show the existence of a function f and a family G = {g1,...,9x}
of functions such that f is (cd, e, G)-easy (with ¢ being the con-
stant associated with DEC), but the algorithm DEC without mak-
ing enough queries cannot approximate f well. We will prove their
existence by a probabilistic argument.

Now we proceed to the proof of the theorem. Suppose the
parameters ¢, 0, k satisfy the condition stated in the theorem. Sup-
pose we have such a black-box proof realized by an oracle algorithm
DEc with the decision function D. Consider k independent random
functions by, ..., b, from F,,, which will serve as noise vectors, such
that for any ¢ and z, the value of b;(z) is chosen independently
with

142

Prib;i(x) =0] = 5

Let f be a perfectly random function from F,,, so that Pr[f(x) =
1] = % independently for any x, and let gy, ..., g be k independent
noisy versions of f defined as g;(z) = f(x) ® b;(x), for any ¢ and x.
Let B ={by,...,bx} and G = {g1, ..., gx}. First, we show that f
is likely to be (¢, e, G)-easy, where f and B are chosen randomly
and G is determined by f and B as described above.

LEMMA 3.2. If k = w(Z log 1), then Pry g [fis not (cd, e, G)-easy]
= o(1).

PrOOF.  Consider any H C {0,1}" of size ¢62". We call f hard
on H if Pryep [g;(x) # f(z)] > 45 for every i. Note that for
any 4, the random variables b;(z)’s, for z € H, are i.i.d. with

Elbi(z)] = 152, and b;(z) = 1 exactly when g;(z) # f(z). Thus,
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the probability that f is hard on H equals

Pr Vi € [K] > biw) > 1_€|H|] =11 Pr

2 ,
zeH 1€[k]
< (2—9(5252"))k

where the equality is due to the fact that each b; is independent
from others and the inequality uses the Chernoff bound.

Recall that f is not (cd, e, G)-easy exactly when f is hard on
some H of size ¢62". Then, a union bound, over the choice of H,
shows that it happens with probability at most

2"\ <2—Q(5262”)>k < (E)C‘nn L 9—(e252"k)
co2n — \co

< 90(62" log 3) | 2—9(&52%)7

> bifa) > 1;ﬂm]

reH

which is o(1) when k = w(Zlog3) and § < ¢ for some small
enough constant c,. O

Next, we show that with a small ¢, DEC is unlikely to approx-
imate f well. Recall that for a multi-set I = {iy,....3,} C [k],
gr(x) denotes (g;, (), ..., g, (x)). We say that DEC can J-approx-
imate f if there is a multi-set I C [k] with |I| = ¢ such that Do g;
is d-close to f (i.e., Pr, [D(gs(x)) # f(x)] <9).

LEMMA 3.3. Ifq = o(Z log §), then Pry g[DEC can é-approximate

f1=o(1).

PrROOF. Consider any multi-set I C [k] with |I| = ¢. First, we
show the following. O

CrAmM 3.4. For any x € {0,1}", Pry g [D(gr(x)) # f(z)] > 20.

PROOF. Let _Z denote the set of elements from I, removing mul-
tiplicity, and D the function such that D(gj(z)) = D(g:(z)).

For example, for I = {1,1,2}, we have I = {1,2} and

D(91($>>92($)) = D(g1(l’),g1(x),g2(x)). Then

Pr(Dlg1(x)) # 1)) = PylDlgs(a)) # F(a)] = 5p(0) + 5p(1)
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where p(v) = Pr;p[D(g;(x)) = v | f(z) = 1 -] for v € {0,1},
so it suffices to give a lower bound for either p(0) or p(1). Let
I = {iy,... iz}, where § is clearly at most ¢. Assume with-
out loss of generality that |[D~'(1)] > 297!, and we will give a
lower bound for p(1) (otherwise, we bound p(0) in a similar way).
Let Z = (Z,...,Z;) denote the sequence of random variables
(biy (), ..., by (x)), which are iid. with E[Z;] = 5. Note that
gi(z) = b;(x) when f(z) =0, so

p(1) = Pr | Dby, (), ..., biy () = 1] = Y Prz=y)

yeD=1(1)

The above is the sum of |[D~1(1)| > 20~ values from the 27 values:
Pr[Z = y] for y € {0,1}9, so it is clearly no less than the sum of
the 277! smallest values from them. Observe that Pr[Z = y] =
(52)#10) (1422)3=#10) where #4(y) denotes the number of 1’s in
the string y, so Pr[Z = y] < Pr[Z = /] whenever #;(y) > #1(v/).
As a result, p(1) is at least

> Pr[Z=y|=Pr ZZ»%@

yi#1(y)>3d | i<[d]

1 -
>Pr|> Zi> ;ng > 9-0(%)

i€[q]
by Fact 2.1 (2). So when ¢ < ¢q = o(a%log %), we have
Pryp[D(g:(x)) # f(2)] > 3p(1) > 26. O

Now for any fixed multi-set [ with |[I| = ¢, let Y,, for x €
{0,1}", denote the binary random variable such that Y, = 1 if and
only if D(g;(x)) # f(z). Clearly, they are i.i.d. random variables,
and we know from above that E[Y,] > 2§ for any x. So by Chernoff
bound,

Jlj)é [D o gy is d-close to f] = Pr

Y v, < 62"] < 279072

Then, a union bound over the choices of I C [k] with |I| = ¢ gives
Pr[31 with |I| = g Do gy is d-close to f] < k- 2-90%2") < o(1),
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since £,0 > 274" and k < 22%", for small enough constants ¢,
c3 > 0. O

From Lemma 3.2 and Lemma 3.3, we conclude that for ¢, 9, k
as in Theorem 3.1, there exist f € F,, and G = {g1,...,9x} C F,
which satisfy the following:

o fis (¢, e, G)-easy, and

o for every multi-set I C [k] of size ¢ = o(zlogs),

P, [D(g1(x)) # f(x)] > 6.

Therefore, any DEC realizing a strongly black-box (9, ¢, k)-proof
must have ¢ = Q(Z log 5). This proves Theorem 3.1.

REMARK 3.5. As pointed out by an anonymous reviewer, our
proof of Theorem 3.1 is similar in spirit to that used by Freund
(1995) to show a lower bound on the number of calls a boosting
algorithm must make to a weak learner.

4. Advice Complexity in Weakly Black-Box
Proofs

In this section, we show a length lower bound on the advice string
needed in any weakly black-box hard-core set proof. This explains
why a uniform version of the hard-core set lemma is hard to come
by and any black-box proof is inherently non-uniform. Formally,
we have the following.

THEOREM 4.1. Suppose 27" < ¢,0 < ¢3, and & < k < 22°" for
small enough constants cy, co,c3 > 0. Then, any weakly black-box
(0, ¢, k)-proof must need an advice string of length Q(% log k).

As a comparison, the proof of Klivans and Servedio, see
Lemma 2.7, provides an upper bound of O(E%log%log k) on the
advice length, so there is a gap of a factor O(1log ) between our
lower bound and their upper bound. As in Theorem 3.1, one can
also argue that the range assumption on the parameters is reason-
able.
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The roadmap for the proof is the following. Consider any DEC
realizing such a weakly black-box proof. We will show the exis-
tence of a family G = {g1,...,gx} C F, with respect to which we
can find a large collection I' of functions satisfying the following
two properties: (1) any function in I' is (cd, e, G)-easy (with ¢ the
constant associated with DEC) and (2) any two functions in I" are
not 20-close. This then implies a lower bound of log|T'| on the
advice length. Again, we will show the existence by a probabilistic
argument.

Now we proceed to the proof of the theorem. First, we inde-
pendently sample k perfectly random functions ¢1,...,9x € F,
(independently for any ¢ and z, g;(x) = 1 with probability exactly
1), andlet G = {g1,..., gx}. Now for any set I = {iy,... 43} C [k],
let G; be the function such that G;(x) = MAJ(g;, (), ..., 9;,(x)),
where MAJ denotes the majority function. Then, we have the fol-
lowing lemma, which follows from the known discriminator lemma
stating that any majority gate has a good correlation with one of
its input bits, see Goldmann et al. (1992), Pisier (1981), Hajnal
et al. (1993). For completeness, we also give its proof.

LEMMA 4.2. Let G = {q1,...,9r} be any set of functions from

F,,. Then, for any I C [k|, the function Gy is (9, ﬁ, G)-easy.

PrROOF. Let I be a multi-set of size t. For any H C {0,1}", con-
sider the |H| xt matrix M such that forx € Hand j € I, M,; =1
if gj(x) = Gr(x) and 0 otherwise. Clearly, each row of M has
more 1’s than 0’s, so the fraction of 1’s must be at least $(1 + 1)
(otherwise, the number of 1’s minus the number of 0s is less than
t- % = 1, a contradiction). Then, by an averaging argument, some
column must have at least this fraction of 1’s. That is, for any
H C {0,1}" (including those of size ¢§2"), there exists a function

g; € G such that
1 1
Pyl = Gl 2 5 (147).

Therefore, Gy is a (cd, T, G)-easy function. O

Tt
Let ¢ = |1], let V! = {I C [k] : |I| = t}, and consider the
class {G; : I € V'} of functions. Lemma 4.2 tells us that each
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function in the class is (¢, e, G)-easy. Our next step is to find a
large collection of functions from this class such that any two of
them are not close. Note that whether or not two functions G, G
are close really depends on the choice of G. We will show that if
I and J have a small intersection, then GGy and G; are unlikely to
be close for a random G.

LEMMA 4.3. For any I,J € V' with |[INJ| < §, Prg[Gyis 20-close
tOGJ] S 2- 02 )

Proor. Consider any such I and J. First, we prove the follow-
ing. 0

CLAM 4.4. For any z € {0,1}", Prg [G[(z) # G (x)] = Q(1).

Proor. Note that for any x, gi(z),...,gx(x) can be seen as a
sequence of i.i.d. binary random variables 7, ..., Zx, with E[Z;] =
% for each i. Let Z; denote the subsequence of random variables
Z; for ¢ € I, and similarly for Z;. Thus, our goal is to show that
PrMaJ(Z;) # Mai(Z;)] = Q(1).

Let K =1InJ, I, =1\ K, and J; = J\ K, and note that
|K| < |I1],]J1|. Consider the following three events.

o Aj: ‘ZZQK ; |K|‘ < 1/IK|. By Chernoff bound, Pr[-A;] <
7 for a constant v < 1, so Pr[4;] = Q(1).

o Ay Ty %< 15| — /]0]). By Fact 2.1 (1) with p =

L, Pr[Ay] = Q(1 ).
o A3: Soien Zi = (4] + V/[A1]). By Fact 2.1 (2) with p =
30 Pr[ds] = Q( )

Now observe that if Ay A As, then

K 1 1
"2 < 51K + 0] + VK] - Vin) < EEIE T

2 )
iel
which implies that MAJ(Z;) = 0. Similarly, if A; A As, then
K|+ 1[J J
ZZ> (K| + |h| — VIK|+ %:%

ieJ
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which implies that MAJ(Z;) = 1. That is, if A; A Ay A A3, then
MAJ(Z;) =0AMAJ(Z;) =1, so MAJ(Z;) # MAJ(Z;). Since the
events Ay, Ay, Az are independent from each other (as each depends
on a separate set of random variables), we have

PI‘[MAJ(Z]) 7£ MAJ(ZJ)] > PI‘[Al VAN A2 A A3]
— Pr[Ay] - Pr[Ay] - Pr[As] > Q(1).

O

We also give an alternative proof suggested by an anonymous
reviewer as follows.

PROOF.  (Alternative proof of Claim 4.4) For convenience, let us
use +1 for binary values and consider the sequence of i.i.d. binary
random variables Y7,..., Y, with ¥; € {—1,1} and E[Y;] = 0 for
each i. For I C [k], let Y; denote the sum > ;s Y. For an integer
v, let sign(v) =1 if v > 0 and sign(v) = 0 if v < 0. Then, we have

Pr[Gy(x) # Gy(@)] = Pr [sign(V7) # sign(V)]

Let K =InJ, I, =1\K, and J; = J\ K, and note that |K]|
< |[1|,’J1| Then

Pr [sign(¥7)  sign(Y)
> Z Pr [Y/K = v]
-Pr [Sign(f/[) = sign(v) A sign(Yy) # sign(v) | Yi = v]

= ZPr [?K = v} - Pr [Sign(fﬁ) = sign(v) | Y = v}

-Pr [sign(ffj) + sign(v) | Y = v] :

Note that conditioned on Yx = v, the probability of 81gn(Y[)
sign(v) is at least Pr[Y;, > 0] when v > 0 and at least Pr[Y;, <
when v < 0, and we know by symmetry that Pr[Y;, > 0] = Pr[Yy,
0] > % Thus, for any v,

I/\Q I

Pr |sign(Y7) = sign(v) | Y = v| >

l\DI)—t
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and consequently,
1

Pr |sign(Y7) # sign(Yy) ] Z Pr [YK = v] 5

-Pr [sign(Yj) + sign(v) | Y = U}

- % - Pr [sigﬂ(?J) 7 Sign(?K)} '

NQW consider~any Jo C J; of the same size as K, and note that
sign(Y) # sign(Yx) whenever all the following three events hold.

o Bj: The absolute value of ?JQ is at least that of ffK.
o By sign(Yy,) # sign(Yx) or Yj, = 0.

o By sign(Yy,s,) # sign(Y).

Since Jo has the same size as K, 37}2 and Yy each are equally
likely to have an absolute value at least that of the other by

symmetry, which implies that Pr[B;] > % Next, Pr[B;y | By]

is at least Pr[Yy, > 0 | B,] when sign(Yx) = 0 and at least
Pr[Y), < 0| By] when sign(Yx) = 1. Observe that both conditional
probabilities are the same by symmetry, so we have Pr B, | B;] > 3 z

Finally, since ?Jl\ J, is independent of Y, and Yi, we have
Pr[Bs | By A By] = Pr[By], which is at least Pr[Y,\, > 0] when
Slgn(YK) = 0 and at least Pr[le\]Q < 0] when 51gn(YK) = 1. Note
that both probabilities are the same by symmetry, and they are
equal to 3(1 — Pr[Yj\, = 0]) > + because |J; \ Jo| > 1 and
Pr[f{]l\ g5 =0] < %, which implies that Pr[Bs] > }1. As a result, we
have

Pr |sign(Y;) # 31gn(YK)] > Pr[B; A\ By A Bs]

=Pr [Bl] - Pr [BQ | Bl] - Pr [Bg | Bl VAN BQ]

which then implies that

Pér [G1(x) # Gy(z)] = Pr[sign(Y;) # sign(Y;)] > = - = - = - = = .
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From this claim, we next show that G; and G; are unlikely to
agree on many z. For any x € {0,1}", consider the binary random
variable Y, such that Y, = 1 if and only if G;(z) # G;(z). From
the above claim, we know that Eg[Y.] > ¢ for some constant co.
So by Chernoff bound, we have

%r |G is 26-close to G ;] = Pr

ZYQE < 252"]

< 2—9((00—25)22") < 2—9(271)7
as we assume that 6 < ¢y for a small enough constant cy. This
completes the proof of Lemma 4.3. O

Call G nice if for any I,J € V' with [I NJ| < §, Gy is not
20-close to G;. By a union bound,

% . "
P(’;r[G is not nice] < (t) L 970EY) < g2tloghk  9=02")

as we assume that ¢ < 1 < 29" and k < 227", for small enough
constants cy,c3 > 0. This guarantees the existence of a nice G.
From now on, we will fix on one such G.

Consider the undirected graph G = (V, E) where V = {G; :
I € V'} and F consists of those pairs of Gy, G; which are 20-close
to each other. Then, we have the following.

LEMMA 4.5. G has an independent set of size at least k©*®).

PROOF. Since G is nice, there cannot be an edge between verti-
ces Gr and G if [I N J| < L. Thus, the degree of any vertex G is
at most the number of G; with [/ N J| > %, which is at most

=002 00)==(0)=(5) =

tr t s
5 <i<t 5<i<t

where the first and last inequalities, respectively, hold under the

conditions that k > 6%, >3 and t = EJ is at least a large enough

constant, while the third inequality uses the fact that (:l) < (&),
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Then by Turdn’s theorem (Fact 2.2), G has an independent set of

size
k 1 AN 1
(t)kf/2+1—(t) K241~ k241~ ’

where the second inequality follows from the assumption that
k>t O

Now we are ready to finish the proof of the theorem. From
Lemma 4.5, we know that G has an independent set I' of size
E*® . Note that any two G;,G; € I' are not 20-close. Further-
more, we know from Lemma 4.2 that every G; € T is (¢d, ¢, G)-
easy, since |I| = t < % Therefore, an advice string of length
log [T'| = Q(tlog k) = Q(+ log k) is required, because for each advice
string o, DECY® can only be d-close to at most one G; € I'. This
proves Theorem 4.1.

5. No Weakly Black-Box Proof in AC’[p]

In this section, we show that no weakly black-box hard-core set
proof can be implemented in ACO[p]. More precisely, we have the
following.

THEOREM 5.1. Suppose 1 < § < 1/20, 0 < e < 1, k > n, and
p a prime. Let t = min(|1/e|,n). Then, no weakly black-box
(6, , k)-proof can be implemented in AC°[p](2Po¥loe)).

The idea is the following. Suppose we have a function DEC
realizing such a black-box proof. Let I = [¢] and note that 1/t > e.
From the previous section, we know that for any G, the function
Gr is (cd,e,G)-easy (with ¢ the constant associated with DEC),
so there must exist some advice a such that DEC®® is §-close to
the function G, which is the majority function over gy, ..., g;. As
will be shown later, by defining G properly, we can use DEC® to
approximate the majority function on ¢ input variables. Then, we
need the following lower bound on the majority function.

LEMMA 5.2. For any C : {0,1}* — {0,1} in AC°[p](2P°¥(8")) and
for a large enough t, we have Pr, [C(z) # MaJj(z)] > 1/20.
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PrROOF.  From Smolensky (1987), we know that for any function
C : {0,1}* — {0,1} in AC’[p](2r°¥U°D) there is a polynomial Q
over GF(p) of degree poly(logt) such that Pr, [C(x) # Q(z)] <
27Pov(logt) - From Szegedy (1989), Tarui (1991), we know that
for any such polynomial @, for a large enough ¢, Pr,[Q(z) #
MaJ(x)] > 1/10, so we have Pr, [C(z) # MAJ(z)] > 1/10 —
2-pelylogt) > 1 /20, O

We define the function g; as ¢;(x) = z; for i € [n] and g;(x) =0
otherwise, for x € {0,1}". Let G = {¢1,...,9x}. Then G/(z) =
MAJ(z1,...,x;) for any x € {0,1}", so there must be some advice
o such that Pr,[DEC®®(z) # MaJ(21,...,2,)] < 0, and by an
averaging argument there must be some fixed Z;;1,...,%, such
that

Pr [DECG’O‘(xl, e Ty Ty 1y e e Tp) F MAI(2, . 2] <0

TLyeeey Tt

Such o and Z41,...,Z, can be hard-wired into the circuit for DEC
and observe that all the oracle gates can be removed as every oracle
query can be answered by some input bit x; or a fixed constant. So
if DEC can be computed by an AC%[p](2P°¥(°81) circuit equipped
with oracle gates from G, we can obtain from it an AC?[p](2p°lv(os?)
circuit (without oracle gates) which is d-close to the majority func-
tion on ¢ bits and contradicts Lemma 5.2. This proves Theorem 5.1.
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