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(Abstract)

The Domain Name System (DNS) is an essential part
of the Internet software infrastructure. However, due
to the complex and distributed nature of the DNS
system, we could often find lots of poorly performed
DNS servers (i.e. by mis-configuration, inappropriate
planning, etc.) on lots of Internet sites. Some latest
DNS survey showed that nearly 70% of the DNS
servers of commercial sites (e.g., ".COM" Zones) have
some configuration errors. Furthermore, given the
importance of DNS servers, direct or indirect attacks
on the DNS systems are common.

The DNS is a specia kind of distributed directory
service for people to create and access the network
information systems by (1) allowing local control of
its segments; (2) making each segment's data available
to Internet using a client-server scheme. However, few
administrators have the expertise to do the jobs well
since this distributed mechanism is a double-edged
sword; it allows DNS to scale to Internet size, but it
also allows for incredible mis-configurations.

DNS problem domain is rather complex and varies
greatly on different sites. Novice administrators or
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administrators that manage a small scale of network
usually do not know the theoretical and practical
knowledge of DNS system very well. Besides, there
are many planning and management issues that need
expertise for administrators to improve the DNS
system. However, this is not an easy job for most
inexperienced administrators. On many occasions, it
needs the guidance of the DNS domain experts. But, it
is a pity that domain experts are so hard to find and
cannot always standby for those inexperienced
administrators under emergency conditions.

Typicaly, knowledge based systems (KBSs) are
developed to solve very complex problems or even
problems which are not entirely understood. By using
the expert system technology, the knowledge from the
domain experts can be extracted and encoded into a
knowledge base. To enable the sharing and reuse of
DNS knowledge, we propose to design and build a
DNS-ontology and introduce the OOP model for the
expert system development.

In this project, we propose to design and implement a
unifying framework (e.g., including configuration,
outstanding traffic monitoring and analysis, planning
and management, tutoring, etc.) for supporting
intelligent DNS management using web interface and
expert system technology to help inexperienced
administrators in insuring the smooth operation of
their DNS systems. The proposed study will include
an analysis of what problems and difficulties most
DNS administrators might encounter and provide the
insights into how various DNS assistant sub-systems
could be designed and deployed to help solve the

complex problems or aleviate these DNS
administration job loadings.
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ISSUES DESCRIPTIONS

1. Correctness Delegations of domain
zones, illegal setting of
DNS entries, etc.

2. Availability Master/slave
architecture, data
synchronization among
authoritative  servers,
etc.

3. Performance DNS caching,
forwarding, etc.

4.  Security Access control,
Dynamic Update,
Intrusion detection, etc.

5. Interoperability | BIND, Microsoft
DNS, etc.
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3. Mutualy inclusive constraint:
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